COMILLAS

UNIVERSIDAD PONTIFICIA

ESCUELA TECNICA SUPERIOR DE INGENIERIA
(ICAI)

Méster Universitario en Ingenierfa Industrial (MII)

DESIGN AND IMPLEMENTATION OF TEST CASES FOR
IDIS COMPLIANCE IN UMEME’S ONESAIT SMART
METERING PROJECT

Autor
Guillermo Varas Yuste

Dirigido por
Néstor Rodriguez Pérez

Madrid
Augosto 2024



Declaro, bajo mi responsabilidad, que el Proyecto presentado con el titulo
Design and Implementation of Test Cases for IDIS Compliance in UMEME's

OneSait Smart Metering Project
en la ETS de Ingenieria - ICAI de la Universidad Pontificia Comillas en el
curso académico 2023/2024. es de mi autoria, original e inédito y

no ha sido presentado con anterioridad a otros efectos. El Proyecto no es

plagio de otro, ni total ni parcialmente y la informacién que ha sido tomada

de otros documentos esta debidamente referenciada.

Fdo.: Guillermo Varas Yuste Fecha: 30/ 08/ 2024

Autorizada la entrega del proyecto

EL DIRECTOR DEL PROYECTO

Fdo.: Néstor Rodriguez Pérez Fecha: ..=2Y./ .55 . 554







COMILLAS

UNIVERSIDAD PONTIFICIA

ESCUELA TECNICA SUPERIOR DE INGENIERIA
(ICAT)

Méster Universitario en Ingenieria Industrial (MII)

DESIGN AND IMPLEMENTATION OF TEST CASES FOR
IDIS COMPLIANCE IN UMEME’S ONESAIT SMART
METERING PROJECT

Autor
Guillermo Varas Yuste

Dirigido por
Néstor Rodriguez Pérez

Madrid
Agosto 2024






Resumen

La evoluciéon de las infraestructuras energéticas hacia sistemas inteligentes ha 1l-
evado a la implementacion de soluciones avanzadas de mediciéon inteligente, que
no solo permiten un monitoreo més eficiente de los recursos energéticos, sino que
también mejoran la precision en la facturacion y optimizan la gestion de la red.
Este proceso es crucial en paises en desarrollo como Uganda, donde el acceso a la
electricidad y la eficiencia de su distribuciéon juegan un papel vital en el desarrollo
econoémico y social. En este contexto, UMEME, el principal distribuidor de elec-
tricidad en Uganda, ha iniciado el Proyecto de Medicién Inteligente OneSait, un
esfuerzo significativo para modernizar su red eléctrica mediante la instalacion de

medidores inteligentes que cumplan con estandares internacionales como DLMS /-
COSEM e IDIS.

Capitulo 1: Introduccién

La tesis comienza destacando la importancia de las redes inteligentes y la medi-
cion avanzada en la mejora de la eficiencia, fiabilidad y seguridad de las redes
eléctricas. Se establece la motivacion principal del trabajo: garantizar que los
medidores inteligentes implementados en el proyecto OneSait cumplan con los es-
tandares internacionales de interoperabilidad y seguridad. En este sentido, la tesis
se enfoca en disenar y ejecutar casos de prueba que validen la conformidad de los
medidores inteligentes con los estandares IDIS, asegurando que estos dispositivos
puedan operar eficientemente dentro de la infraestructura de UMEME. Ademés,
se introduce la relevancia de la ciberseguridad en estos sistemas, dada la creciente
interconexion y la vulnerabilidad a posibles ataques cibernéticos.

Capitulo 2: Estado del Arte

En este capitulo se realiza una revision exhaustiva de los protocolos DLMS/-
COSEM e IDIS, que son fundamentales para la interoperabilidad y la comuni-
cacion eficaz en los sistemas de medicién inteligente. DLMS/COSEM es un con-
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junto de protocolos estandar que define la estructura de los mensajes y el modelo
de datos utilizado por los medidores inteligentes, mientras que IDIS proporciona
especificaciones adicionales para asegurar la interoperabilidad entre dispositivos de
diferentes fabricantes. El capitulo también aborda los desafios de implementacion,
tales como la gestion de recursos, la compatibilidad con plataformas existentes y
la seguridad de los datos transmitidos. Ademés, se examinan las soluciones prop-
uestas en la literatura para superar estos desafios, incluyendo la integraciéon con
tecnologias como G3-PLC para mejorar la eficiencia y la fiabilidad de la comuni-
cacion en redes inteligentes.

Capitulo 3: Paradigma del Proyecto de UMEME

Este capitulo ofrece una vision detallada del sector eléctrico en Uganda, sub-
rayando la importancia de la modernizacion de la infraestructura eléctrica a través
de proyectos como OneSait. Se analiza el papel de UMEME en la distribuciéon de
electricidad y como la implementacion de medidores inteligentes puede transformar
la gestion de la red eléctrica en Uganda. Se destacan los desafios especificos que
enfrenta UMEME, como las pérdidas de energia, la precision en la facturacion y la
necesidad de un monitoreo en tiempo real para mejorar la eficiencia operativa. El
capitulo también explora como el proyecto OneSait se alinea con los objetivos na-
cionales de desarrollo sostenible, mejorando no solo la infraestructura energética,
sino también la calidad de vida de los ciudadanos ugandeses.

Capitulo 4: Sistemas de Prepago

Aqui se exploran los sistemas de prepago actuales en Uganda y cémo los medidores
inteligentes pueden mejorar estos sistemas. Se discuten las soluciones de prepago
avanzadas, incluyendo la automatizacion y las opciones de pago digital y movil,
que ofrecen una mayor conveniencia para los consumidores y aseguran ingresos
mas fiables para UMEME. El capitulo también aborda como los estandares DLM-
S/COSEM e IDIS pueden integrarse en los sistemas de prepago para mejorar la
interoperabilidad y la seguridad, facilitando la implementacion de soluciones de
prepago que sean tanto eficientes como seguras.

Capitulo 5: Pruebas de Casos de Uso IDIS

Este es uno de los capitulos centrales de la tesis, donde se detallan los casos de
uso disenados para evaluar la conformidad de los medidores inteligentes con los es-
tandares IDIS. Se describen en profundidad los escenarios de prueba, que incluyen



desde el registro de medidores hasta la actualizacion remota de firmware, pasando
por la gestion de la carga y la supervision de la calidad del suministro. Cada caso
de uso es desarrollado y probado en un entorno simulado utilizando MATLAB, lo
que permite replicar condiciones operativas reales y evaluar el rendimiento de los
medidores bajo diferentes circunstancias. Los resultados de estas pruebas no solo
validan la conformidad con los estandares, sino que también identifican areas de
mejora en la implementacion de los medidores.

Capitulo 6: Ciberseguridad en la Medicién Inteligente

Este capitulo aborda la creciente preocupacion por la ciberseguridad en los sis-
temas de medicion inteligente. Se realiza un andlisis detallado de las vulnerabili-
dades especificas de los medidores inteligentes, como la posibilidad de accesos no
autorizados, filtraciones de datos y ataques que puedan comprometer la integridad
del sistema. Se proponen diversas medidas para mitigar estos riesgos, incluyendo
la implementacion de cifrado avanzado, autenticacion robusta y la gestion segura
de actualizaciones de firmware. Ademas, se exploran estrategias para la deteccion
de intrusiones y la segmentacion de la red, lo que podria prevenir ataques y limitar
el dano en caso de que se produzcan. Estas recomendaciones son fundamentales
para asegurar la resiliencia de la infraestructura de UMEME frente a amenazas
cibernéticas.

Capitulo 7: Conclusiones

En las conclusiones, se sintetizan los principales hallazgos de la tesis, destacando
la validacion de la conformidad de los medidores con los estandares IDIS como un
logro clave. Se subraya la importancia de las recomendaciones de ciberseguridad
propuestas y su potencial impacto en la seguridad y fiabilidad de la red inteligente
de Uganda. Ademas, se discuten las implicaciones mas amplias de la modernizacion
de la red eléctrica de Uganda, no solo en términos de eficiencia y fiabilidad, sino
también en cO6mo estas mejoras pueden contribuir al desarrollo econémico y social
del pais. Finalmente, se propone que los resultados obtenidos en esta investigacion
puedan servir de modelo para futuras implementaciones de redes inteligentes en
otros paises en desarrollo, proporcionando un marco sélido para la modernizacion
energética global.






Summary

The evolution of energy infrastructures toward smart systems has led to the im-
plementation of advanced smart metering solutions that not only allow for more
efficient monitoring of energy resources but also improve billing accuracy and opti-
mize grid management. This process is crucial in developing countries like Uganda,
where access to electricity and distribution efficiency play a vital role in economic
and social development. In this context, UMEME, the main electricity distrib-
utor in Uganda, has initiated the OneSait Smart Metering Project, a significant
effort to modernize its electrical grid through the installation of smart meters that
comply with international standards such as DLMS/COSEM and IDIS.

Chapter 1: Introduction

The thesis begins by highlighting the importance of smart grids and advanced
metering in improving the efficiency, reliability, and security of electrical networks.
The main motivation of the work is established: to ensure that the smart meters
implemented in the OneSait project comply with international interoperability and
security standards. In this regard, the thesis focuses on designing and executing
test cases to validate the compliance of the smart meters with IDIS standards,
ensuring that these devices can operate efficiently within UMEME’s infrastructure.
Additionally, the relevance of cybersecurity in these systems is introduced, given
the increasing interconnection and vulnerability to potential cyberattacks.

Chapter 2: State of the Art

This chapter provides an exhaustive review of the DLMS/COSEM and IDIS pro-
tocols, which are fundamental for interoperability and effective communication in
smart metering systems. DLMS/COSEM is a set of standard protocols that defines
the structure of messages and the data model used by smart meters, while IDIS
provides additional specifications to ensure interoperability between devices from
different manufacturers. The chapter also addresses implementation challenges,
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such as resource management, compatibility with existing platforms, and data se-
curity during transmission. Moreover, the solutions proposed in the literature to
overcome these challenges are examined, including integration with technologies
like G3-PLC to improve communication efficiency and reliability in smart grids.

Chapter 3: UMEME’s Project Paradigm

This chapter offers a detailed overview of the electrical sector in Uganda, empha-
sizing the importance of modernizing the electrical infrastructure through projects
like OneSait. Tt analyzes UMEME’s role in electricity distribution and how the
implementation of smart meters can transform grid management in Uganda. The
specific challenges faced by UMEME are highlighted, such as energy losses, billing
accuracy, and the need for real-time monitoring to improve operational efficiency.
The chapter also explores how the OneSait project aligns with national sustainable
development goals, improving not only energy infrastructure but also the quality
of life for Ugandan citizens.

Chapter 4: Prepayment Systems

Here, the current prepayment systems in Uganda and how smart meters can im-
prove these systems are explored. Advanced prepayment solutions are discussed,
including automation and digital and mobile payment options, which offer greater
convenience for consumers and ensure more reliable revenue for UMEME. The
chapter also addresses how DLMS/COSEM and IDIS standards can be integrated
into prepayment systems to enhance interoperability and security, facilitating the
implementation of prepayment solutions that are both efficient and secure.

Chapter 5: IDIS Use Case Tests

This is one of the core chapters of the thesis, detailing the use cases designed to
evaluate the compliance of smart meters with IDIS standards. The test scenarios
are described in depth, ranging from meter registration to remote firmware up-
dates, including load management and supply quality supervision. Each use case
is developed and tested in a simulated environment using MATLAB, allowing for
the replication of real operational conditions and evaluation of meter performance
under different circumstances. The results of these tests not only validate compli-
ance with standards but also identify areas for improvement in the implementation
of the meters.



Chapter 6: Cybersecurity in Smart Metering

This chapter addresses the growing concern for cybersecurity in smart metering
systems. A detailed analysis of the specific vulnerabilities of smart meters is con-
ducted, such as the possibility of unauthorized access, data breaches, and attacks
that could compromise the integrity of the system. Various measures are proposed
to mitigate these risks, including the implementation of advanced encryption, ro-
bust authentication, and secure firmware management. Additionally, strategies
for intrusion detection and network segmentation are explored, which could pre-
vent attacks and limit damage in case they occur. These recommendations are
fundamental to ensuring the resilience of UMEME’s infrastructure against cyber
threats.

Chapter 7: Conclusions

The conclusions synthesize the main findings of the thesis, highlighting the valida-
tion of meter compliance with IDIS standards as a key achievement. The impor-
tance of the proposed cybersecurity recommendations and their potential impact
on the security and reliability of Uganda’s smart grid is emphasized. Furthermore,
the broader implications of modernizing Uganda’s electrical grid are discussed, not
only in terms of efficiency and reliability but also in how these improvements can
contribute to the country’s economic and social development. Finally, it is sug-
gested that the results obtained in this research could serve as a model for future
implementations of smart grids in other developing countries, providing a solid
framework for global energy modernization.
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Chapter 1

Introduction

In the current landscape of global energy systems, smart grid technologies and the
deployment of smart metering solutions have become critical components in en-
hancing the efficiency, reliability, and security of electricity distribution networks.
These innovations, particularly in the realm of smart metering, offer significant im-
provements over traditional electricity metering by enabling real-time monitoring,
remote data transmission, and automated control of electrical devices. At the core
of these advancements lies the need for robust communication standards that allow
seamless interoperability between diverse systems and devices, regardless of man-
ufacturer. The Device Language Message Specification/Companion Specification
for Energy Metering (DLMS/COSEM) protocol, coupled with the Interoperable
Device Interface Specifications (IDIS), provides this critical standardization. By
adhering to these protocols, metering devices are capable of communicating effec-
tively, allowing for consistent performance across a variety of environments and
applications.

This thesis is motivated by the growing importance of these standards in the
context of modern electricity distribution systems, specifically within Uganda’s

largest electricity distributor, UMEME. UMEME’s OneSait Smart Metering Project
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represents a major initiative aimed at modernizing the country’s energy infrastruc-
ture, focusing on the deployment of smart meters that will enhance billing accuracy,
energy management, and operational efficiency. Given the critical role that smart
meters play in the system, ensuring their compliance with international standards
is paramount to the project’s success. This thesis explores the challenges and op-
portunities related to DLMS/COSEM and IDIS standards, with a particular focus
on their application within UMEME’s infrastructure.

One of the primary goals of this thesis is to design and implement a set of test
cases aimed at ensuring IDIS compliance for the smart meters used in UMEME’s
project. These test cases simulate real-world scenarios to verify that the meters ad-
here to the required communication protocols and perform reliably across various
use cases. The test cases cover essential functionalities such as meter registration,
tariff programming, on-demand and periodic readings, connection and disconnec-
tion, firmware upgrades, load management, and more. By implementing these
simulations, the thesis seeks to validate that the meters are ready for deployment
in a real-world setting, providing UMEME with the confidence that their smart
meters will perform to standard under operational conditions.

In addition to the primary objective of ensuring IDIS compliance, this thesis
also addresses the growing concern of cybersecurity within smart metering sys-
tems. As these systems become increasingly interconnected, they become more
vulnerable to cyberattacks, which can compromise sensitive data, disrupt opera-
tions, and even endanger the integrity of the power grid. Given these risks, this
thesis includes an exploration of cybersecurity threats specific to smart meter-
ing infrastructures and proposes solutions to enhance the security of UMEME’s
system. This includes investigating potential encryption strategies, secure com-
munication protocols, tamper detection mechanisms, and the implementation of

advanced authentication techniques to safeguard the system from external threats.
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The first step in achieving these objectives involves extensive research into
the DLMS/COSEM and IDIS standards. Understanding the intricacies of these
protocols is essential to designing effective test cases that will accurately evaluate
the meters’ compliance. This research serves as the foundation upon which the
entire simulation framework is built, guiding the development of the test cases and
ensuring that they accurately reflect the real-world demands placed on the smart
meters.

Following the research phase, a comprehensive series of test cases is designed
to evaluate the performance of UMEME’s smart meters. These tests are designed
to simulate a wide range of scenarios, from the initial registration of the meter
in the network to more complex functions such as remote firmware upgrades and
load management. Each test case is carefully crafted to assess a specific aspect
of the meter’s functionality, ensuring that it can perform reliably in a variety of
situations. These tests are implemented in a controlled simulation environment,
allowing for detailed analysis of the meters’ performance under different conditions.

One of the major challenges faced in this simulation process is ensuring the
proper communication between the smart meter and the Head-End System (HES).
To achieve this, separate MATLAB sessions are used to simulate the TCP/IP
communication between the meter (acting as the client) and the HES (acting
as the server). This approach allows for accurate simulation of the real-world
communication flows that occur within smart metering infrastructures, enabling a
thorough evaluation of the meters’ ability to exchange data with the HES in real
time.

Once the simulations are complete, the results of the tests are analyzed to
determine the meters’ compliance with IDIS standards. This analysis is crucial in
identifying any areas where the meters may fall short of the required standards,

allowing for targeted improvements to be made before the meters are deployed in
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the field. By ensuring that the meters meet these rigorous standards, this thesis
contributes to the overall reliability and security of UMEME’s OneSait Smart
Metering Project, helping to pave the way for a more efficient and sustainable
energy infrastructure in Uganda.

Another key aspect of this thesis is the focus on cybersecurity. As smart meters
become more integrated into the digital landscape, the potential for cyberattacks
increases, making it essential to safeguard these devices from potential threats.
This thesis explores the vulnerabilities present in smart metering systems, such
as weak encryption, inadequate authentication methods, and the lack of secure
firmware management. In response to these vulnerabilities, a range of cyberse-
curity measures is proposed, aimed at strengthening the defenses of UMEME’s
infrastructure. These measures include the implementation of robust encryption
algorithms, the use of advanced authentication protocols, and the development of
secure firmware update processes that minimize the risk of unauthorized access or
tampering.

In addition to the technical challenges addressed in this thesis, the broader
implications of smart metering technology are also considered. The adoption of
smart meters is expected to have a significant impact on Uganda’s energy sector,
particularly in terms of improving billing accuracy, reducing energy theft, and
enhancing overall energy efficiency. By providing real-time data on energy con-
sumption, smart meters enable more accurate billing, allowing consumers to pay
for the exact amount of electricity they use. This not only benefits consumers but
also helps UMEME to reduce losses due to inaccurate meter readings or energy
theft. Moreover, the ability to remotely monitor and manage energy consump-
tion allows UMEME to better balance supply and demand, improving the overall
stability of the grid.

The deployment of smart meters also represents an important step toward
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achieving Uganda’s energy goals, particularly in the context of its commitment to
sustainable development. By improving the efficiency of the electricity distribu-
tion network, smart meters can help to reduce the environmental impact of energy
consumption, supporting Uganda’s efforts to transition to a more sustainable en-
ergy future. Furthermore, the implementation of advanced prepayment systems,
which allow consumers to pay for electricity in advance, offers additional benefits
in terms of revenue assurance and customer convenience. A brief summary of the

objectives is enumerated in the following section.

Objectives

1. Research and Analysis of DLMS/COSEM and IDIS Standards:

The primary objective is to deeply understand the DLMS/COSEM and IDIS
standards, which form the foundation of modern smart metering systems.
The research involves analyzing these protocols, ensuring their alignment
with smart grid technologies, and identifying how they can be effectively
applied in the OneSait Smart Metering Project. This objective is crucial to

establish a robust basis for the design and testing of compliant meters in

UMEME’s infrastructure.

2. Design and Implementation of IDIS-Compliant Test Cases:

Developing a series of test cases to evaluate whether the meters comply with
IDIS standards is the second critical objective. This involves the creation
of simulation environments that replicate real-world scenarios to validate
the performance of smart meters under various use cases. Each test case
is designed to assess specific functionalities, such as registration, tariff pro-
gramming, and data reading, ensuring the meters can meet the practical

demands of a smart grid.

G. Varas Yuste )
Design and Implementation of Test Cases for IDIS
Compliance in UMEME’s OneSait Smart Metering Project



UNIVERSIDAD PONTIFICIA COMILLAS
Escuela Técnica Superior de Ingenieria (ICAI)
Méster Universitario en Ingenieria Industrial (MII)

COMILLAS

UNIVERSIDAD PONTIFICIA

—— CHAPTER 1. INTRODUCTION

3. Simulation of Use Cases to Assess Smart Meters:

Another important objective is to simulate various smart meters and their re-
sponses to the designed use cases. By running these simulations, the project
evaluates how meters behave in realistic conditions. This objective is key
to ensuring that the tested meters are ready for deployment in Uganda’s
electrical network, as it highlights both strengths and potential areas for

improvement before field implementation.

4. Exploring and Proposing Cybersecurity Measures:

Given the increasing importance of cybersecurity in smart infrastructures,
this thesis also explores vulnerabilities within smart metering systems, in-
cluding weak encryption, inadequate authentication, and risks of tamper-
ing. The objective is to recommend stronger security measures, such as ad-
vanced encryption protocols and enhanced authentication methods, to pro-

tect UMEME’s infrastructure from potential cyber threats.

In conclusion, this thesis aims to contribute to the successful implementation
of UMEME’s OneSait Smart Metering Project by ensuring that the meters de-
ployed are fully compliant with IDIS standards and equipped with the necessary
cybersecurity measures. Through the design and implementation of comprehen-
sive test cases, the thesis seeks to validate the performance of UMEME’s smart
meters and ensure that they are ready for deployment in the field. Additionally,
by addressing the growing concern of cybersecurity, the thesis provides valuable
insights into how UMEME can protect its infrastructure from potential threats,
ensuring the long-term success of the smart metering project.

This work not only addresses the technical challenges associated with imple-
menting smart metering systems but also highlights the broader impact of this

technology on Uganda’s energy sector. By enhancing the efficiency, reliability,
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and security of electricity distribution, smart meters have the potential to trans-

form the way energy is managed and consumed in Uganda, contributing to a more

sustainable and prosperous future.
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Chapter 2

State of the Art

Smart grid technologies and smart metering systems have become integral compo-
nents of modern energy management infrastructures. These systems are in great
need of robust standards and protocols to ensure interoperability, security, and
efficiency. The Device Language Message Specification/Companion Specification
for Energy Metering (DLMS/COSEM) is a pivotal protocol suite in this domain,
further enhanced by the Interoperable Device Interface Specification (IDIS). This
section delves into the current state of the art, exploring the DLMS/COSEM
and IDIS protocols, their implementation challenges, security considerations, data
transfer mechanisms, and validation processes. An example of a typical smart

meter communication topology is shown in figure [2.1

Electricity a
Meter
Home c ;
Gateway Lty
d 8
Gas/Water/ g
Heat Meter Concentrator

Figure 2.1: Smart Meter Communication Topology [I]
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2.1 DLMS/COSEM Protocol

2.1.1 Overview of DLMS/COSEM

DLMS/COSEM is a standardized protocol suite designed to facilitate communica-
tion and data exchange in smart metering systems. DLMS defines the messaging
structure, while COSEM specifies the data model used by smart meters, support-
ing various communication media such as PLC, RF, and cellular networks. This
protocol suite is versatile and can be adapted to different deployment scenarios,
enhancing the efficiency and reliability of smart grids. Thobekile Ngcobo (2022)
I8] highlights that the DLMS/COSEM protocol’s flexibility allows it to be im-
plemented in various environments, making it a cornerstone for modern smart
metering systems.

The comprehensive nature of DLMS/COSEM ensures that it can handle various
functions required in smart metering, such as data collection, remote configura-
tion, and real-time monitoring. The protocol’s layered architecture allows for easy
integration and scalability, which is crucial for large-scale deployments. Moreover,
the standardized approach of DLMS/COSEM facilitates interoperability between
devices from different manufacturers, ensuring seamless communication and data
exchange within the smart grid infrastructure. The client-server model, provided
by the DLMS protocol official document [2] is presented in figure 2.2 In greater
detail, specifying the layers in figure Additionally, the COSEM application

process layers are presented in figure 2.4
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Figure 2.4: DLMS Client-Server Application Layers [2]

2.1.2 Integration with G3-PLC

The integration of DLMS/COSEM with G3-PLC has been shown to significantly
enhance communication efficiency and reliability in smart grids. G3-PLC is a com-
munication standard that uses power lines for data transmission, offering a reliable
and cost-effective solution for smart metering. The combination addresses chal-
lenges like data transmission reliability and network congestion, thereby improv-
ing the overall performance of smart metering systems. Ngcobo [8] discusses how
G3-PLC’s robust error correction and efficient bandwidth utilization complement
DLMS/COSEM, making it an ideal choice for enhancing smart grid communica-
tion infrastructure.

This integration enables the deployment of smart metering systems in areas
with limited communication infrastructure, leveraging existing power lines for data
transmission. It also reduces the overall cost of deployment and maintenance

by eliminating the need for additional communication infrastructure. The use
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of G3-PLC with DLMS/COSEM ensures that data transmission is secure and
reliable, which is critical for the accurate and timely collection of metering data.
Additionally, the ability to use power lines for communication makes it easier to
deploy smart metering systems in remote and rural areas, thus expanding the reach

and benefits of smart grid technologies.

2.2 Implementation Challenges and Solutions

2.2.1 Practical Implementation

Implementing DLMS/COSEM in smart meters involves various practical chal-
lenges, including resource management, compatibility with existing hardware and
software platforms, and ensuring interoperability. Grodan Struklec [9] provides
comprehensive guidance on addressing these challenges, highlighting the impor-
tance of meticulous planning and execution to achieve seamless integration and
efficient data exchange. According to Struklec, one of the main challenges is ensur-
ing that the smart meters can handle the computational and memory requirements
of DLMS/COSEM without compromising performance [9].

To address these challenges, developers need to optimize the firmware and
hardware of smart meters to support DLMS/COSEM efficiently. This includes se-
lecting appropriate microcontrollers, memory configurations, and communication
modules that can handle the protocol’s demands. Additionally, developers must
ensure that the smart meters are compatible with existing infrastructure and can
be easily integrated into the utility’s backend systems. This involves thorough test-
ing and validation of the meters to ensure they meet all the necessary standards
and requirements.

Moreover, achieving interoperability between devices from different manufac-

turers requires adherence to strict standards and protocols. Developers must en-
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sure that their implementation of DLMS/COSEM conforms to the specifications
laid out by the DLMS User Association. This involves regular compliance test-
ing and certification to verify that the smart meters can communicate seamlessly
with other devices in the smart grid. By following these guidelines, developers can
overcome the challenges associated with implementing DLMS/COSEM in smart

meters and ensure a smooth and efficient deployment.

2.2.2 Simulation and Validation

Abhijeet Sahu (2019) [10] discusses the development and validation of a Cooper-
ative Ultra-Narrowband (C-UNB) module for the NS-3 network simulator. This
implementation demonstrates the feasibility of using C-UNB for smart metering
communication, offering practical insights into simulating and validating DLM-
S/COSEM communication strategies. The NS-3 network simulator is a tool that
allows developers to model and simulate the behavior of communication networks,
providing valuable data on performance metrics such as latency, throughput, and
packet loss.

By using NS-3, developers can create detailed simulations of smart metering
communication networks, incorporating various factors such as network topology,
traffic patterns, and environmental conditions. This enables them to identify po-
tential issues and optimize the network design before deploying the smart metering
system in the field. Sahu (2019) highlights that simulating the communication net-
work allows for extensive testing of different scenarios and configurations, ensuring
that the final implementation is robust and reliable.

There are several useful programs and applications to simulate the operation

of communication lines and their protocols, more examples can be seen in [I1].
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2.3 Security Considerations

2.3.1 Cybersecurity Risks

Security is a paramount concern in smart metering systems due to the sensitive
nature of the data involved and the critical role of these systems in the smart
grid infrastructure. Wang (2022) [I] evaluates the cybersecurity risks associated
with DLMS/COSEM smart meters using fuzzing testing methods. Fuzzing is a
technique used to identify vulnerabilities by inputting random or unexpected data
into the system and observing its behavior. The study identifies vulnerabilities in
the High-Level Data Link Control (HDLC) layer, such as buffer overflow /underflow
issues, which could lead to abnormal responses and denial-of-service attacks. These
findings underscore the importance of robust security measures in DLMS/COSEM
implementations.

To mitigate these risks, developers need to implement comprehensive security
measures, including encryption, authentication, and intrusion detection systems.
Encryption ensures that data transmitted between smart meters and the utility’s
backend systems is secure and cannot be intercepted by unauthorized parties.
Authentication mechanisms verify the identity of devices communicating within
the network, preventing unauthorized access and tampering. Intrusion detection
systems monitor the network for suspicious activity and alert administrators to
potential security breaches.

Additionally, regular security assessments and updates are crucial to maintain-
ing the integrity of the smart metering system. Developers must stay informed
about the latest cybersecurity threats and vulnerabilities and implement patches
and updates as necessary to protect the system. Wang [I] emphasizes the need for

a proactive approach to cybersecurity, ensuring that potential threats are identified

G. Varas Yuste 14
Design and Implementation of Test Cases for IDIS
Compliance in UMEME’s OneSait Smart Metering Project



UNIVERSIDAD PONTIFICIA COMILLAS
Escuela Técnica Superior de Ingenieria (ICAI)
Méster Universitario en Ingenieria Industrial (MII)

COMILLAS

UNIVERSIDAD PONTIFICIA

T CHAPTER 2. STATE OF THE ART

and mitigated before they can cause harm. By adopting these security practices,
developers can increase the protection of smart metering systems from cyberat-
tacks and ensure the reliability and integrity of the data they collect.

Chapter 5 will include a later section about the current metering data security
protocol implemented in UMEME’s framework, and a proposal to improve and
implement additional security layers to enhance data privacy and prevent cyber-
security risks.

A hierarchical key management scheme for AMI systems based on the DLMS /-
COSEM standard is proposed by Mohammadali (2014) [12]. This method enhances
security by ensuring efficient and secure communication between smart meters and
utility providers, addressing the challenges of key distribution and management in
large-scale AMI systems. The proposed scheme involves a multi-level key hierar-
chy, where different keys are used for different levels of communication, ensuring
that a compromise at one level does not affect the entire system.

At the top level, a master key is used to generate and distribute session keys to
individual smart meters. These session keys are used for encrypting and decrypt-
ing communication between the meters and the utility’s backend systems. The
hierarchical structure ensures that each meter has its unique session key, prevent-
ing attackers from gaining access to multiple meters if they manage to compromise
one. Additionally, the use of session keys limits the exposure of the master key,
further enhancing the security of the system.

Mohammadali [I2] presents that the hierarchical key management scheme also
includes mechanisms for key renewal and revocation. Key renewal ensures that
session keys are periodically updated, reducing the risk of long-term exposure in
case of a compromise. Key revocation allows the utility to invalidate compromised
keys and issue new ones, ensuring that the security of the system is maintained

even if some keys are compromised. Implementing such a robust key management
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scheme is essential for protecting smart metering systems from unauthorized access
and ensuring secure communication.

Lieskovan (2019) [I3] provides a comprehensive survey of the security challenges
in smart grid networks, focusing on DLMS/COSEM. The authors discuss various
security mechanisms, authentication methods, encryption techniques, and vulner-
abilities in smart meters and concentrators. It also outlines historical cyberattacks
on smart grids and proposes future security solutions. Lieskovan emphasizes the
importance of a multi-layered security approach, combining various security mea-
sures to protect smart metering systems from different types of threats [13].

The survey [I3] emphasizes that one of the primary security challenges in smart
grids is ensuring the integrity and confidentiality of the data collected by smart
meters. To address this challenge, developers must implement end-to-end encryp-
tion and secure data storage solutions. End-to-end encryption ensures that data is
encrypted at the source (smart meter) and only decrypted at the destination (util-
ity backend system), preventing unauthorized access during transmission. Secure
data storage solutions protect the data at rest, ensuring that even if an attacker
gains physical access to a meter, they cannot access the stored data without the
proper keys.

Another significant challenge is securing the communication network. Liesko-
van (2019) discusses the importance of using secure communication protocols and
regular network monitoring to detect and respond to anomalies. Network seg-
mentation can also be used to isolate different parts of the network, limiting the
potential impact of a breach. By combining these measures, developers can create
a robust security framework that protects smart metering systems from a wide
range of cyber threats. There are several security levels when it comes to the

communication between the client and the server as figure 2.5 shows.
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Figure 2.5: DLMS Client-Server Security Levels [2]

The survey also emphasizes the need for ongoing security training and aware-
ness programs for utility staff. Regular training ensures that staff are aware of the
latest security threats and best practices, enabling them to respond effectively to
potential incidents. Additionally, security policies and procedures should be regu-
larly reviewed and updated to reflect the evolving threat landscape. By adopting a
proactive and comprehensive approach to security, utilities can protect their smart

metering systems and ensure the integrity and reliability of their data.

2.4 Data Transfer and Processing

2.4.1 Packet Transfer Methods

Efficient data transfer is crucial for the reliability and performance of smart me-

tering systems. Kheaksong (2014) reviews various packet transfer methods using
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DLMS/COSEM protocols in smart grid applications. The study examines the effi-
ciency and reliability of different packet transfer techniques, providing insights into
optimizing data transmission for smart metering systems. One of the key findings
is that the choice of packet transfer method can significantly impact the overall
performance of the system, including factors such as data integrity, transmission
speed, and error handling [14].

The study [14] shows several packet transfer methods, including unicast, mul-
ticast, and broadcast. Each method has its advantages and limitations, depending
on the specific requirements of the smart metering application. For example, uni-
cast is suitable for targeted communication between individual meters and the
utility’s backend system, ensuring reliable and secure data transfer. However, it
may not be efficient for large-scale deployments due to the high number of indi-
vidual transmissions required.

Multicast, on the other hand, allows for the efficient distribution of data to
multiple meters simultaneously. This method is particularly useful for broadcast-
ing firmware updates or configuration changes to a group of meters. However, it
requires robust error correction mechanisms to ensure that all meters receive the
data correctly. Broadcast is the most efficient method for sending data to all me-
ters in the network, but it is also the least secure, as the data can be intercepted
by any device within the broadcast range.

Kheaksong [14] emphasizes the importance of selecting the appropriate packet
transfer method based on the specific requirements of the smart metering system.
By optimizing the data transfer mechanisms, utilities can ensure reliable commu-
nication and efficient operation of their smart metering infrastructure. Addition-
ally, the study provides recommendations for enhancing the performance of packet
transfer methods, such as implementing advanced error correction techniques and

optimizing network protocols.
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2.4.2 Data Processing Setups

Waulfing (2022) evaluates different setups for processing data using the DLMS/-
COSEM protocol in smart metering systems. The paper focuses on the efficiency,
reliability, and scalability of various data processing configurations, offering prac-
tical recommendations for optimizing smart meter data handling. One of the
primary challenges in data processing is managing the large volume of data gen-
erated by smart meters, which can overwhelm traditional data processing systems
[15].

To address this challenge, Wulfing (2022) suggests implementing distributed
data processing architectures that can handle the data processing workload across
multiple nodes. This approach improves the scalability and reliability of the sys-
tem, ensuring that it can handle the growing volume of data as the smart metering
infrastructure expands. Additionally, distributed processing can reduce latency by
processing data closer to the source, providing more timely insights for decision-
making.

The study [I5] also highlights the importance of data aggregation and filtering
techniques to manage the data volume effectively. By aggregating data at interme-
diate nodes, utilities can reduce the amount of data that needs to be transmitted
to the central processing system, thereby reducing network congestion and im-
proving overall efficiency. Filtering techniques can be used to remove redundant
or irrelevant data, ensuring that only valuable information is processed and stored.

Another critical aspect of data processing is ensuring data integrity and accu-
racy. Wulfing (2022) emphasizes the need for robust validation and verification
mechanisms to detect and correct errors in the data [15]. This includes implement-
ing checksums and other error-detection algorithms to identify corrupted data and

using redundancy to recover from data loss. By ensuring the integrity and ac-
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curacy of the data, utilities can make more informed decisions and improve the

reliability of their smart metering systems.

2.4.3 Comparative Analysis of Communication Protocols

Feuerhahn (2011) conducts a comparative analysis of DLMS/COSEM with other
communication protocols such as SML and IEC 61850. This analysis highlights
the respective advantages and limitations of each protocol in smart metering appli-
cations, providing valuable insights for making informed decisions about protocol
selection. The study emphasizes that the choice of protocol can significantly im-
pact the performance, scalability, and interoperability of smart metering systems
[16].

DLMS/COSEM is widely recognized for its comprehensive data model and
robust communication capabilities, making it a popular choice for smart metering
applications. It supports a wide range of functionalities, including data collection,
remote configuration, and real-time monitoring. Additionally, DLMS/COSEM’s
layered architecture and support for various communication media make it highly
adaptable and scalable.

SML, on the other hand, is a simpler protocol that is primarily used for data
exchange in smart meters. It is known for its lightweight implementation and ease
of use, making it suitable for smaller-scale deployments. However, SML lacks the
comprehensive data modeling capabilities of DLMS/COSEM, which can limit its
applicability in more complex smart metering systems.

IEC 61850 is a communication standard widely used in substation automation
and smart grid applications. It provides a comprehensive framework for data
exchange and system integration, supporting advanced functionalities such as real-
time control and protection. While IEC 61850 is highly versatile and powerful,

its complexity and high implementation costs can be a barrier for smaller utilities
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and deployments.

Feuerhahn (2011) |I6] concludes that the choice of protocol should be based
on the specific requirements of the smart metering application. For large-scale
deployments requiring comprehensive data modeling and advanced communication
capabilities, DLMS/COSEM is the preferred choice. For simpler, cost-effective
implementations, SML may be more suitable. For applications requiring advanced
real-time control and protection, IEC 61850 offers the necessary capabilities.

By understanding the strengths and weaknesses of each protocol, utilities can
make informed decisions that align with their specific needs and constraints. This
comparative analysis provides a valuable framework for evaluating different com-
munication protocols and selecting the most appropriate one for smart metering

projects.

2.5 Validation and Compliance Testing

In the field of smart metering and energy management, validation and compliance
testing are essential to ensuring systems meet industry standards and operate
securely and efficiently. This section addresses the critical processes involved in
implementing DLMS/COSEM protocols and IDIS standards, which are crucial for

maintaining interoperability and security in smart metering systems.

2.5.1 ValiDLMS Framework

Validating and securing DLMS/COSEM implementations is essential to ensure
compliance with industry standards and to identify potential security vulnerabil-
ities. Mendes (2018) presents the ValiDLMS framework, an open-source solution
for validating and securing DLMS/COSEM implementations. The framework com-

bines fuzzing techniques and security analysis to detect bugs and non-conformance
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issues, providing practical tools and methods for ensuring protocol compliance and
identifying security vulnerabilities [3].

The ValiDLMS framework is designed to be used in conjunction with Wire-
shark, a widely-used network protocol analyzer. By leveraging Wireshark’s pow-
erful packet capture and analysis capabilities, ValiDLMS can perform detailed in-
spections of DLMS/COSEM communication, identifying any deviations from the
protocol specifications. This enables developers to quickly identify and address
issues, ensuring that their implementations are fully compliant with the DLMS /-

COSEM standards. The framework schematic can be seen in figure 2.6

Sniffer Media dissector DLMS Dissector i Logger
capture process i dissect DLMS checkfor output uly detailed
network traffic layers, adapt to future packet fields lts into files, create
layer implementations elds, execution logs
es:
ValiDLMS Spec DB Display
store DLMS packet display warnings,
specification and s, and alerts
DLMS/COSEM network lidation dat. detected to the usel
ol DLMS client H- Fuzzer Attack DB
handle connec tions, generateinputand fe] store known exploits
] encapsulate and process traffic e~ traffic according and attacks for use
to in testing
Layers
DLMS/COSEM environment Interaction layer Testing layer

Figure 2.6: ValiDLMS Framework [3]

Fuzzing techniques used in ValiDLMS involve sending random or unexpected
inputs to the DLMS/COSEM implementation and observing its behavior. This
helps identify vulnerabilities such as buffer overflows, input validation errors, and
other security weaknesses. By systematically testing the implementation with a
wide range of inputs, ValiDLMS can uncover hidden bugs and security issues that
might not be detected through conventional testing methods.

In addition to fuzzing, ValiDLMS incorporates security analysis tools that ex-
amine the implementation’s security features, such as encryption, authentication,

and access control. These tools help ensure that the implementation adheres to
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best practices for securing smart metering communication. Mendes (2018) empha-
sizes that by using ValiDLMS, developers can achieve a higher level of confidence

in the security and reliability of their DLMS/COSEM implementations.

2.5.2 Compliance Testing

Chien (2023) details the implementation of an OIML R46 communication unit
for DLMS/COSEM Security Suite 1 and the process of passing the CTT V3.1
compliance test. This study emphasizes the importance of security features and
compliance testing in ensuring reliable smart meter communication. The OIML
R46 standard specifies the requirements for the accuracy, reliability, and security
of smart meters, making compliance with this standard essential for utilities [17].

The compliance testing process involves a series of rigorous tests to verify that
the smart meter meets all the specified requirements. This includes testing the
accuracy of the meter’s measurements, the reliability of its communication, and the
robustness of its security features. By passing the CTT V3.1 compliance test, the
smart meter demonstrates its adherence to the highest standards of performance
and security.

Chien (2023) highlights the challenges associated with achieving compliance,
such as ensuring that the implementation is free from bugs and vulnerabilities, and
that it performs reliably under various conditions. The study provides detailed
insights into the testing procedures and best practices for achieving compliance,
offering valuable guidance for developers and utilities.

By conducting comprehensive compliance testing, utilities can ensure that their
smart meters are reliable, secure, and compliant with industry standards. This not
only enhances the performance and security of the smart metering system but also
builds trust with customers and stakeholders, ensuring the long-term success of

the deployment.
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2.6 IDIS Protocol and Standards

The IDIS protocol enhances DLMS/COSEM by providing specific use cases and
guidelines to ensure interoperability among smart meters from different manufac-
turers. Their first package was published in 2010 and it included optimized use
cases for narrowband power line communication networks. The package 2, pub-
lished in 2015 included internet protocol support for TCP /IP networks (G3-PLC,
2G, 3G and 4G), which has been mentioned in previous sections, with its respec-
tive connection to DLMS/COSEM. [18]. The latest release, Package 3, includes
enhancements for meter reading, management, and power quality functions, along
with improved security measures [4]. These enhancements are vital for maintaining
the relevance and efficacy of the IDIS protocol in evolving smart grid environments.

Package 3 introduces several new features designed to improve the functionality
and security of smart metering systems. These include advanced meter reading
capabilities that allow for more accurate and detailed data collection, improved
power quality monitoring to ensure the reliability and stability of the electrical
supply, and enhanced security measures to protect against unauthorized access
and cyberattacks. By incorporating these features, Package 3 ensures that smart
meters can meet the increasing demands of modern smart grid applications.

The specific system architecture modules supported by package 3 are shown in
figure These being the ones in green (I3, I3.1 and 12). For I1 and IE-M IDIS
Package 3 defines the required functionality, but the choice of the physical interface
is left to the manufacturer [4]. 15, 14, 13.2 and the local interface are not in scope
of the package. Moreover, the interface 13.1 supports only PLC technologies that
use IPv4/6 communication. The IP and higher communication layers for 13.1 are
identical to those for I3. The COSEM client can be situated in either the HES or
the DC.
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Figure 2.7: System Architecture Supported by IDIS Package 3 [4]

The IDIS protocol also includes specific use cases that outline the expected
behavior and performance of smart meters in various scenarios. These use cases
provide a clear framework for developers and utilities, ensuring that all devices
conform to a consistent set of standards. This not only simplifies the development
process but also ensures that all smart meters can interoperate seamlessly, regard-
less of the manufacturer. The use cases cover a wide range of functionalities, from
basic meter reading and billing to advanced features such as remote disconnection
and load management.

The IDIS Association website offers comprehensive information about the IDIS
Companion Specification, including its benefits, the certification process, and the

evolution of the standards [I9]. This resource is invaluable for stakeholders and
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companies seeking to understand and implement IDIS-compliant smart metering
solutions.

The IDIS Companion Specifications, based on the International Electrotechni-
cal Commission (IEC) 62056 DLMS/COSEM standards, detail specific use cases
and options to ensure complete interoperability of smart meter devices. These
specifications are backed by a robust, independent certification process provided
by the IDIS Association. In November 2021, the IDIS Association merged with the
DLMS User Association to further promote interoperability and open standards.
The DLMS User Association will expand the DLMS certification program by incor-
porating the IDIS methodology, introducing new initiatives for multi-utility smart
metering profiles (heat, water, and gas), and offering comprehensive interoper-
ability and compatibility testing services. Additionally, DLMS will maintain the
existing services previously offered by IDIS [19]. This is the main reason DLMS
has been and will be so present in this document, IDIS, originally based in DLM-
S/COSEM, now joined forces to further expand and keep their proposal, use cases
and benefits.

The IDIS certification process is rigorous, involving extensive testing to ensure
that devices meet the required standards for interoperability and performance.
Certified devices are tested for their ability to communicate effectively with other
IDIS-compliant devices, ensuring that they can be integrated seamlessly into ex-
isting smart grid infrastructure. The certification process also includes security
testing to ensure that devices can protect against common cyber threats and vul-
nerabilities. These tests will be simulated and presented later in the paper for
the purpose of demonstrating the usefulness of the standard when it comes to
interoperability.

The IDIS Association also provides ongoing support and updates to ensure

that the standards remain relevant and up-to-date with the latest technological
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advancements. This includes regular updates to the Companion Specification,
incorporating new features and improvements based on feedback from industry
stakeholders. By maintaining a robust and evolving set of standards, the IDIS
Association ensures that smart metering systems can continue to meet the needs

of utilities and consumers alike.

2.7 Qualitative Testing

Qualitative testing is essential for ensuring that smart meters comply with DLM-
S/COSEM standards. The study published on Electrical India (2024) discusses
various tests conducted on DLMS/COSEM ICS compliant energy meters, covering
authentication mechanisms, instantaneous parameters, load profiles, and security
features [20]. Such rigorous testing ensures that smart meters perform reliably and
meet necessary standards.

The qualitative testing process involves a series of comprehensive tests designed
to evaluate the performance and functionality of smart meters. These tests include
verifying the accuracy of meter readings, ensuring that the meters can handle
various load profiles, and testing the reliability of communication with the utility’s
backend systems. By conducting these tests, utilities can identify and address
potential issues before deploying the meters in the field.

Authentication mechanisms are a critical aspect of smart meter security, en-
suring that only authorized devices and users can access the meter’s data and
functionality. The study highlights the importance of implementing robust authen-
tication methods, such as digital certificates and secure key exchange protocols, to
protect against unauthorized access. By ensuring that smart meters have strong
authentication mechanisms, utilities can safeguard the integrity and confidentiality

of their data.
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Instantaneous parameters, such as voltage, current, and power, are essential
for monitoring the performance of the electrical supply and identifying potential
issues. The study evaluates the accuracy and reliability of these measurements,
ensuring that the meters can provide accurate and timely data. This is crucial
for maintaining the stability and reliability of the smart grid, allowing utilities to
respond quickly to any issues that arise.

Load profiles provide valuable insights into the consumption patterns of con-
sumers, helping utilities to optimize their energy management strategies. The
study tests the meters’ ability to accurately record and transmit load profile data,
ensuring that utilities can rely on this information for billing and demand fore-
casting. By ensuring that smart meters can handle a wide range of load profiles,
utilities can better manage their resources and improve the efficiency of their op-
erations.

Security features are also a critical aspect of qualitative testing, ensuring that
smart meters can protect against cyber threats and unauthorized access. The study
evaluates the meters’ encryption and authentication mechanisms, ensuring that
they meet the required standards for security. By implementing robust security
features, utilities can protect their smart metering systems from cyberattacks and

ensure the integrity of their data.

2.8 Conclusion

The current state of the art in DLMS/COSEM and IDIS protocols highlights the
critical aspects of implementing, securing, and optimizing smart metering systems.
From ensuring interoperability and robust security to optimizing data transfer and
validating compliance, the reviewed studies provide comprehensive insights and

practical solutions for deploying effective smart metering systems. These insights
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are essential for developing and implementing test cases to verify IDIS protocol
compliance in UMEME’s OneSite smart metering project, ensuring reliable and

secure operations within the smart grid infrastructure.
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Chapter 3

UMEME’s Project Paradigm

UMEME, Uganda’s largest electricity distribution company, plays a crucial role
in the country’s energy sector, managing the distribution and sale of electricity to
millions of Ugandans. As the primary electricity distributor, UMEME is respon-
sible for ensuring the reliable supply of electricity, maintaining the distribution
infrastructure, and implementing innovative solutions to enhance service delivery
and efficiency.

The OneSite smart metering project is one of UMEME’s key initiatives aimed
at modernizing Uganda’s electricity distribution network. This project involves the
deployment of advanced smart meters across UMEME’s service area to improve
billing accuracy, reduce energy losses, and enhance overall operational efficiency.
By leveraging state-of-the-art technology, the OneSite project aims to transform
the way electricity is monitored and managed, contributing significantly to the

reliability and sustainability of Uganda’s electricity supply.
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3.1 Uganda’s Electricity Market

3.1.1 Overview of the Electricity Sector

Uganda’s electricity sector has seen significant transformation over the past two
decades, marked by substantial increases in generating capacity and efforts to
expand access to electricity. From a modest capacity of around 320 megawatts
(MW) in 2002, Uganda’s electricity generation has surged to over 1,346 MW as of
early 2023, largely due to the development of large hydroelectric projects such as

the Karuma and Isimba dams [21].

Historical Context and Development

The historical development of Uganda’s electricity sector can be traced back to
the early establishment of the Uganda Electricity Board (UEB) in 1948, which
was responsible for generating, transmitting, and distributing electricity across
the country. The sector has since evolved with various reforms, including the
unbundling of the UEB into three distinct entities: Uganda Electricity Generation
Company Limited (UEGCL), Uganda Electricity Transmission Company Limited
(UETCL), and Uganda Electricity Distribution Company Limited (UEDCL) [21].

This unbundling aimed to improve efficiency and attract private investment.

Key Players in the Market

The primary entities involved in Uganda’s electricity market include:

1. Uganda Electricity Generation Company Limited (UEGCL):

Oversees the generation of electricity.

2. Uganda Electricity Transmission Company Limited (UETCL):
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Manages the transmission of electricity from generation sites to distribution

networks.

3. UMEME:

The primary electricity distributor responsible for distributing and selling

electricity to end-users across Uganda.

The electricity market in Uganda is primarily dominated by renewable energy
sources, with hydroelectric power contributing approximately 80% of the total
generating capacity [2I]. The remaining renewable energy sources include solar
photovoltaic (PV) systems and biomass, which play a crucial role in diversifying

the energy mix and enhancing sustainability [21].

Energy Mix and Consumption Patterns

In 2021, traditional biomass, including wood and charcoal used primarily for cook-
ing, accounted for around 87% of Uganda’s total final energy consumption [21].
Petroleum products, mainly used for transportation, made up about 11% [21],
while electricity constituted a mere 2% of the final energy consumption [21]. House-
holds are the largest consumers of energy, representing 61% of the total final con-
sumption, followed by industry (22%), transportation (7%), and commercial and

public services (9%) [21].

Challenges and Opportunities

One of the major challenges in Uganda’s electricity sector is the low electrification
rate, particularly in rural areas. As of 2022, only about 20% of the population
had access to electricity from the national grid, while an additional 10% relied

on solar home systems [21]. The scattered and sparse settlement patterns of the
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predominantly rural population increase the complexity and cost of extending the
grid [21].

Investment in transmission and distribution infrastructure has not kept pace
with the growth in generation capacity, resulting in underutilization of the gener-
ated power. The government’s decision to avoid subsidizing electricity consump-
tion has led to high tariffs, which further restricts electricity consumption and

poses challenges to financing grid extensions and maintenance [21].

Future Prospects

Uganda’s National Energy Policy 2023 outlines ambitious goals to enhance energy
access and diversify the energy mix. The policy aims to increase the share of
the population with access to electricity to 80% by 2040 and raise per capita
electricity consumption to 3,668 kilowatt hours (kWh) from the current 100 kWh
[21]. This will involve substantial investments in both grid and off-grid solutions,
alongside regulatory reforms to encourage private sector participation and improve
the overall efficiency and sustainability of the electricity sector.

By continuing to build on its renewable energy base and addressing the chal-
lenges in transmission and distribution, Uganda aims to secure a reliable, afford-

able, and sustainable energy future for its population.

3.1.2 Regulatory Environment

The Electricity Regulatory Authority (ERA) [22] plays a central role in regulat-
ing Uganda’s electricity sector. Established in 2000 under the Electricity Act of
1999, ERA’s mandate includes overseeing the generation, transmission, distribu-
tion, sale, export, and import of electrical energy in Uganda. The authority’s
primary objectives are to guide the liberalization of the electricity industry, man-

age licensing, set tariffs, ensure safety standards, and promote the efficient and
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reliable supply of electricity.

Role and Responsibilities of ERA

ERA is responsible for creating a conducive environment for investment in the
electricity sector by ensuring that the regulatory framework supports both public

and private sector participation. The main responsibilities of ERA are:

1. Licensing:

ERA is responsible for managing the issuance of licenses for electricity gen-
eration, transmission, distribution, and sales. The licensing process involves
rigorous evaluation to ensure that projects meet technical, financial, and
environmental standards. Applicants must provide comprehensive details
about their projects, including technical specifications, financial viability,
and environmental impact assessments. This thorough vetting process en-
sures that only projects with fairly strong credentials receive licenses, foster-

ing a reliable and efficient electricity sector [23].

2. Tariff Setting:

ERA’s role in tariff setting is central to ensuring that electricity prices in
Uganda reflect the true cost of service delivery while being fair to consumers
and attractive to investors. The tariff setting process involves detailed cost
of service studies, public hearings, and stakeholder consultations, making it
a transparent and participatory process [24]. The primary goal is to bal-
ance the interests of all stakeholders, including consumers, investors, and
the government, while ensuring the financial sustainability of the electricity

sector.

The process begins with the determination of the Base Tariff, which is cal-

culated at the start of each calendar year. The Base Tariff is set to cover the
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total revenue requirement of the electricity sector, ensuring that utilities can
meet their operating expenses, maintenance costs, and provide a reasonable
return on investment. The Base Tariff remains constant throughout the year,

providing a stable pricing framework for consumers and investors alike [24].

To determine the Base Tariff, ERA uses a comprehensive tariff model that
incorporates various cost elements, including generation costs, transmission
costs, distribution costs, and operational and maintenance expenses. The
model also takes into account the projected energy demand, system losses,
and collection rates. According to [24] p. 36], this model includes input sheets
for monthly data, bulk energy, power purchase, distribution, generation, and

transmission costs, as well as economic and commercial costs.

One of the critical components of the tariff model is the inclusion of macroe-
conomic parameters such as exchange rates, inflation rates, and fuel prices.
These parameters are crucial because they can significantly impact the costs
incurred by utilities, especially those costs associated with power purchase
agreements denominated in foreign currencies. The "Quarterly Tariff Adjust-
ment Methodology" document [25] p. 7] outlines how these macroeconomic
parameters are incorporated into the tariff model to adjust the Base Tariff

on a quarterly basis.

The Quarterly Tariff Adjustment Methodology (QTAM) is designed to ac-
count for fluctuations in macroeconomic parameters that occur throughout
the year. This methodology ensures that the tariffs remain responsive to
changes in the economic environment, thus protecting both the consumers
and the utilities from unforeseen financial burdens. The QTAM includes
three main adjustment factors: the Fuel Adjustment Factor, the Exchange

Rate Adjustment Factor, and the Inflation Adjustment Factor [25].
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The Fuel Adjustment Factor accounts for changes in the cost of fuel used
by thermal power plants. Since these costs can fluctuate significantly due to
changes in international fuel prices, the adjustment factor ensures that the
tariffs reflect these variations. The calculation of this factor involves assessing
the difference between the actual fuel costs incurred and the base fuel costs
assumed at the beginning of the year. This difference is then adjusted for

system losses and applied to the tariff [25] p. §].

The Exchange Rate Adjustment Factor addresses the impact of fluctuations
in the foreign exchange rate on the costs of power purchases and other oper-
ational expenses incurred in foreign currencies. Since many power purchase
agreements and equipment costs are denominated in US dollars, any de-
preciation of the Uganda Shilling can significantly increase these costs. The
exchange rate adjustment factor calculates the impact of these currency fluc-

tuations and adjusts the tariff accordingly |25 p. 11].

The Inflation Adjustment Factor accounts for changes in the domestic infla-
tion rate, which can affect the operating and maintenance costs of utilities.
This factor ensures that the tariffs keep pace with inflationary pressures,
thus maintaining the financial viability of the utilities. The inflation adjust-
ment is based on the Consumer Price Index (CPI) published by the Uganda

Bureau of Statistics [26] and other relevant economic indices |25, p. 15].

To implement these adjustments, ERA uses a structured and transparent
process. At the beginning of each calendar year, ERA approves the Base
Tariff, taking into account the utilities’ revenue requirements and the macroe-
conomic parameters. The Base Tariff is then adjusted quarterly based on the
updated values of the macroeconomic parameters. The adjusted tariffs are
published by ERA| ensuring transparency and accountability in the process.

These quarterly adjustments ensure that the tariffs remain fair and reflective
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of the current economic conditions, thereby protecting both the consumers

and the utilities from financial instability |25, p. 19].

3. Regulatory Compliance:

ERA enforces compliance with electricity regulations and standards through
continuous monitoring and evaluation. The authority conducts regular in-
spections and audits to ensure adherence to safety and operational stan-
dards. This rigorous oversight helps to maintain high industry standards,
ensuring that all licensed entities operate within the legal and regulatory
framework. Non-compliant entities are subject to corrective measures and
sanctions, which may include fines or revocation of licenses. ERA’s compli-
ance and enforcement manual [27] outlines the procedures for maintaining
these high standards, which are crucial for ensuring the reliability and safety

of electricity supply across Uganda.

According to the manual [27], effective compliance is vital for the safe, reli-
able, and sustainable supply of electricity in Uganda. Compliance is not only
about adhering to legal requirements but also about upholding the spirit of
the regulations, which means acting in good faith and considering the broader
impact of one’s actions on all stakeholders. This approach helps build trust

and ensures that the sector operates transparently and efficiently.

ERA employs a tiered compliance approach, which includes legal compliance,
risk-based compliance, and best practice compliance. Legal compliance in-
volves ensuring that licensees fully adhere to the provisions of their licenses,
the Electricity Act, and the associated regulations. This approach is funda-
mental to managing statutory non-compliance and maintaining the integrity
of the regulatory framework. To facilitate this, ERA has developed com-

pliance checklists that guide licensees and the compliance officers in ERA,
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simplifying the legal obligations and promoting voluntary compliance [27,
p. 7].

The risk-based compliance approach focuses on identifying and mitigating
compliance risks. ERA evaluates the potential damage presented by vari-
ous risks and addresses these threats systematically. This approach incor-
porates best practices that are generally accepted as highly effective and
cost-efficient. Best practices in the electricity sector, also known as Prudent
Utility Practices, involve standard methods and procedures expected from
skilled and experienced operators. These practices are not limited to opti-
mal methods but rather encompass a spectrum of reasonable and prudent

practices |27, p. 8|.

ERA’s enforcement strategy is both proactive and responsive. The authority
conducts regular technical and commercial audits to ensure compliance with
operational, safety, and customer service standards. Technical audits involve
on-site inspections of licensees’ plants and equipment, assessing compliance
with maintenance, safety, and operational procedures. The environmental
team plays a crucial role during these inspections, ensuring that licensees
comply with environmental policies and safety regulations. The legal team

focuses on corporate governance practices [27, p. 12].

Commercial audits are conducted annually and focus on customer-facing as-
pects such as billing, metering, and customer service. These audits aim to
provide a comprehensive view of performance across the country, highlighting
areas where particular licensees excel or underperform. The results of these
audits are made publicly available, promoting transparency and account-
ability in the sector. ERA also benchmarks the performance of licensees
against industry standards and uses this data to drive improvements and

foster healthy competition among service providers |27, p. 13].
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ERA’s compliance and enforcement strategy also includes the development
and implementation of an annual compliance program. This program focuses
on key performance areas and prioritizes reporting on finance, operations,
and safety. Licensees are required to submit detailed annual compliance
statements, which are reviewed and evaluated by ERA. The findings from
these evaluations, along with the results of commercial and technical audits,
form the basis of ERA’s annual compliance assessment, which is published

for public scrutiny |27, p. 14].

ERA’s enforcement actions are guided by a decision matrix that takes into
account various factors, including safety consequences, the nature of the non-
compliance, its impact on the regulatory process, and the licensee’s history
of compliance. This graded approach ensures that the regulatory response is
proportionate to the risks posed by the non-compliance and aims to achieve
the most appropriate outcomes, whether through corrective actions, sanc-

tions, or other enforcement measures [27, p. 35].

4. Policy Implementation:

ERA plays a pivotal role in implementing national energy policies [28], such
as the Energy Policy 2023 [21], which aims to achieve universal access to
electricity and increase the share of renewable energy. The authority sup-
ports the development of off-grid solutions and the integration of renewable
energy sources into the national grid. This involves facilitating the devel-
opment of large-scale renewable energy projects and encouraging smaller,
community-based renewable energy initiatives. By fostering a diverse and
sustainable energy mix, ERA contributes to the country’s long-term energy
security and sustainability. ERA also collaborates with other governmental

and non-governmental organizations to promote energy efficiency and con-
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servation.

The Energy Policy 2023 [21] focuses on expanding the electricity transmission
and distribution grid networks. This is crucial for enhancing the reliability
and reach of the electricity supply, particularly to underserved rural areas.
For example, the policy outlines plans for significant investments in extending
the national grid to rural areas, aiming to increase rural electrification rates
from the current 10% to 30% by 2030 [21], p. 23]. Additionally, integrating
renewable energy sources such as solar and wind is a key strategy. ERA’s role
includes regulatory oversight and facilitating investments necessary for these
developments. The policy highlights specific projects like the development
of solar mini-grids in remote areas to provide reliable electricity access [21]

p. 24].

Increasing energy efficiency across various sectors is another critical focus
area of the policy. ERA promotes energy efficiency measures by conducting
energy audits and raising public awareness about energy conservation. For
instance, the policy mandates the implementation of energy-efficient tech-
nologies in public buildings and industries, aiming to reduce overall energy
consumption by 20% by 2030 [2I, p. 13-14]. These measures are comple-
mented by initiatives to promote the use of alternative energy sources, fur-
ther reducing the environmental impact of energy consumption. Specific
programs include the distribution of energy-efficient lighting and the estab-

lishment of standards for energy-consuming appliances.

ERA collaborates extensively with other governmental and non-governmental
organizations to promote energy efficiency and conservation. This collab-
oration includes working with international partners to bring in technical
expertise and funding for energy projects. For example, initiatives like the

Sustainable Energy for All (SE4ALL) framework guide these collaborative
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efforts, aiming to double the global rate of improvement in energy efficiency
by 2030 |21, p. 17|. By leveraging these partnerships, ERA aims to imple-
ment comprehensive and effective energy policies that meet the country’s
development objectives. Programs such as the partnership with the World
Bank to fund renewable energy projects demonstrate ERA’s commitment to

these goals [21], p. 37].

5. Consumer Protection:

ERA ensures that consumer interests are safeguarded through a structured
process for handling complaints and enforcing consumer rights. The author-
ity promotes transparency in service delivery and conducts public aware-
ness campaigns to educate consumers about their rights and responsibili-
ties. These campaigns also highlight the importance of energy conservation
and the benefits of renewable energy. ERA works to ensure that electricity
providers offer reliable and high-quality service to consumers, maintaining
trust and satisfaction. The authority’s efforts in consumer protection ensure
a fair and accountable electricity sector, where consumers are well-informed

and their grievances are addressed promptly [29].

6. Regulatory Framework and Reforms:

The regulatory framework under ERA includes a variety of laws, regula-
tions, guidelines, and standards that govern the electricity sector [30]. One
of the key regulations is the Electricity (Installation Permits) Regulations
[31], which governs the issuance of permits for electrical installations. This
regulation ensures that only certified and competent personnel handle elec-
trical works, thus maintaining safety and quality standards. The regulations
specify the requirements for obtaining installation permits, procedures for

inspecting installations, and penalties for non-compliance. These measures
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are critical for maintaining the integrity and safety of electrical installations

across the country.

Another significant regulatory instrument is the Feed-in-Tariff (FiT). This
tool aims to promote electricity generation from renewable sources by pro-
viding guaranteed tariffs, making investments financially viable. Initially for
projects up to 20MW, it now covers up to 50MW. The FiT employs a linear
tariff system based on actual installed capacity, ensuring fair compensation.
For example, hydro, solar PV, and wind projects within the 5SMW to 50MW
range have specific tariffs reflecting their costs. The FiT supports various
technologies like biomass, geothermal, and small hydropower, encouraging

diversification and enhancing energy security [32].

Quality of service standards are an integral part of ERA’s regulatory frame-
work. These standards ensure that electricity providers meet minimum ser-
vice quality requirements, including reliability, safety, and customer service.
ERA monitors and enforces these standards through performance indicators,
audits, and mandatory reporting by electricity providers. By maintaining
high levels of service delivery, ERA ensures that consumers receive reliable
and high-quality electricity supply. The standards cover various aspects of
service delivery, from response times to outages to customer interactions,

ensuring a comprehensive approach to quality assurance.

ERA has developed minimum quality of service standards that became effec-
tive on 1st March 2015 [33]. These standards are applicable to all electricity
distribution companies and cover three main areas: access to electricity sup-

ply, customer service, and reliability of electricity supply.

(a) Access to Electricity Supply

Standards on access to electricity supply specify the maximum time-
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frames within which new connections should be completed. For exam-
ple, the period taken to connect a customer single-phase without requir-
ing pole service (QOS1) [33] should not exceed 10 working days from
the time of payment for a service connection. Similarly, connections
involving one or more poles (QOS2) [33] and three-phase (LIGHT) con-
nections (QOS3) [33] should be completed within 15 working days. For
heavier three-phase connections requiring significant network upgrades
(QOS4) [33], the timeframe extends to 30 working days. These stan-
dards ensure timely access to electricity for new customers, enhancing

the overall efficiency and responsiveness of the distribution network.

(b) Customer Service

Customer service standards focus on the interactions between the elec-
tricity provider and the customers, ensuring prompt and effective re-
sponses to their needs. For instance, the number of times the meter
was read in three consecutive months (QOS6) [33] must be 100% of
meters read at least once in a quarter. The period taken to reconnect a
customer after payment for reconnection (QOST7) [33] should be within
48 hours. Standards also mandate that 70% of calls should be answered
within 30 seconds (QOS8) [33], and 100% response to emergency calls
within 30 minutes (QOS9) [33]. Additionally, non-technical complaints
or queries (QOS11) [33] should be resolved within 30 working days,
and technical complaints (QOS10) [33] within 7 working days. These
standards ensure that customer interactions are handled efficiently, con-

tributing to higher satisfaction and trust in the electricity provider.
(c) Reliability of Electricity Supply

Reliability standards ensure that electricity supply is consistent and out-

ages are managed effectively. Notice of planned outages (QOS14) [33]
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should be given 48 hours in advance, with 100% compliance. Planned
outages should not exceed 9 hours for all voltage levels and network
types (QOS15) [33], and notice of unplanned outages (QOS16) [33]
should be provided within 2 hours of occurrence. Standards also include
the System Average Interruption Duration Index (SAIDI) (QOS1T7)
[33] and the System Average Interruption Frequency Index (SAIFT)
(QOS18) [33], which are measured annually to ensure ongoing relia-
bility and service quality. These metrics help in assessing the overall
performance of the distribution network and in identifying areas for

improvement.

3.1.3 Electricity Supply and Demand

Uganda’s electricity sector has witnessed remarkable growth in recent years, marked
by significant increases in generation capacity and ongoing efforts to expand access
to electricity. However, challenges such as balancing supply and demand, ensuring
grid stability, and addressing the diverse needs of a largely rural population re-
main. This section provides an overview of the current state of electricity supply
and demand in Uganda, explores consumption patterns, and outlines future pro-
jections and policy measures aimed at achieving sustainable and reliable electricity

for all Ugandans.

Overview of the Electricity Supply

The country’s electricity generating capacity increased from about 320 megawatts
(MW) in 2002 to over 1,346 MW at the beginning of 2023 [2I]. The commissioning
of the Karuma hydroelectric power plant, which is expected to add a further 600
MW, will further boost this capacity. Approximately 92% of Uganda’s generating

capacity is renewable, with large hydro accounting for about 80%, sugar cane
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bagasse-fired plants 8%, and solar PV plants 4.5% [21].

Uganda’s energy supply is predominantly renewable, primarily sourced from
hydropower. However, the country also employs other renewable sources, including
solar and biomass. The reliance on hydropower has significant implications for
energy security, particularly due to potential impacts of climate change on water
resources [21].

Table summarizes the forms of energy supply in Uganda and their respective
shares.

Table 3.1: Uganda’s Generation Share Summary [21]

Energy Source Share in Total Generation
Large Hydropower 80%
Sugar Cane Bagasse 8%
Solar PV 4.5%
Small Hydropower 2%
Thermal (HFO) 4%
Other Renewables 1.5%

In addition to domestic generation, Uganda also engages in energy imports
and exports to manage supply and demand. Uganda imports electricity from
neighboring countries such as Kenya, particularly during times of peak demand
or when domestic generation is insufficient. Conversely, Uganda exports surplus
electricity to countries like Rwanda, Tanzania, and South Sudan. These cross-
border energy exchanges help stabilize the grid and ensure a more reliable supply
of electricity across the region [34].

Uganda’s interconnectedness with regional power pools, such as the East African
Power Pool (EAPP), facilitates these energy exchanges. The EAPP aims to en-

hance regional integration, optimize energy resources, and improve the reliability
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and affordability of electricity supply in member countries [21].
Several key projects and developments are set to further enhance Uganda’s

electricity supply.

Key Projects and Developments

1. Karuma Hydropower Plant: Expected to add 600 MW to the national
grid, significantly boosting Uganda’s generating capacity and reducing re-

liance on thermal generation [34].

2. Isimba Hydropower Plant: Commissioned in 2019, adding 183 MW to

the grid and improving the stability of electricity supply [21].

3. Solar PV Projects: Expansion of solar PV capacity, including projects like
the 10 MW Tororo Solar Plant and the planned 20 MW Kabulasoke Solar

Power Station, enhancing the renewable energy mix [21].

4. Thermal Power Plants: Utilization of Heavy Fuel Oil (HFO) plants to
provide additional capacity during peak demand periods or when hydro gen-

eration is low due to drought conditions [21].

These efforts reflect Uganda’s commitment to diversifying its energy mix and

improving the resilience and sustainability of its electricity supply system.

Demand and Consumption Patterns

Electricity demand in Uganda has been growing steadily, driven by various factors
including economic growth, urbanization, and efforts to expand electricity access
to underserved areas [2I]. In 2023, the maximum electricity demand increased
from 843 MW in 2022 to 987.8 MW, reflecting a growth rate of 17% [5]. This is
presented in figure [3.1
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Figure 3.1: Yearly Maximum Demand in Uganda [5]

Figure constructed from data provided by the World Bank [6], shows the

rapidly growing access to electricity to Uganda’s population.

Access to electricity in Uganda (% of population)
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Figure 3.2: Access to Electricity in Uganda [6]

Key Drivers of Electricity Demand

1. Economic Growth: Uganda’s GDP growth [35] has been a significant
driver of increased electricity demand. As industries expand and new busi-

nesses emerge, the need for reliable electricity supply intensifies. The indus-
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trial sector, in particular, has seen increased electricity consumption due to

the establishment of manufacturing plants and other industrial facilities [21].

2. Urbanization: The rapid urbanization in Uganda has led to a surge in
electricity demand in urban areas [36]. With more people moving to cities,
the demand for residential electricity has risen, necessitating the expansion
of urban electricity infrastructure. This urban growth has also spurred the
development of commercial buildings, shopping centers, and office complexes,

all of which require substantial electricity [21].

3. Electrification Efforts: The Ugandan government has been actively work-
ing to increase electricity access across the country [2I]. Programs aimed at
rural electrification have contributed to the rise in electricity consumption
as more households and communities gain access to the national grid. Solar
home systems and mini-grids have also played a role in extending electricity

access to remote areas [37].

Consumption Patterns

1. Residential Consumption: Residential electricity consumption has been
increasing [6], particularly in urban and peri-urban areas. The growth in
household connections and the rising use of electrical appliances contribute
to this trend. Programs to promote energy-efficient appliances are also being

implemented to manage the growth in residential demand [21].

2. Commercial and Industrial Consumption: The commercial and indus-
trial sectors are significant consumers of electricity in Uganda. Manufactur-
ing industries, agro-processing plants, and mining operations are among the

largest industrial users. The commercial sector, including shopping malls,
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hotels, and office buildings, also contributes to substantial electricity con-
sumption. Everything mentioned before drives energy consumption to sky-

rocket in the upcoming years [38§].

3. Rural Consumption: Despite efforts to increase rural electrification, rural
areas still have lower electricity consumption compared to urban areas [39],
35.9% in rural areas in 2021 versus the 45.2% in general electricity access in
the country. Many rural households rely on small-scale solar solutions for
basic lighting and charging needs. However, as rural electrification programs

expand, rural electricity consumption is expected to rise [21].

Challenges in Balancing Supply and Demand

1. Low Power Demand: During periods of low demand, particularly at night
or during off-peak seasons, the electricity grid can become unstable. This
instability is exacerbated by the high reliance on hydropower, which can

fluctuate based on water availability.

2. Grid Instability: The scattered and sparse settlement patterns of Uganda’s
predominantly rural population [36] complicate electrification efforts. This
makes it necessary to consider both on-grid and off-grid solutions to meet

the demand efficiently.

3. Investment in Infrastructure: To meet the growing demand, substantial
investment is needed in both generation and distribution infrastructure. This
includes the development of new power plants like the projects that have been
mentioned previously in expansion of transmission lines, and upgrading

of existing grid infrastructure.
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Typical Demand Curves Typical demand curves in Uganda reflect variations
in electricity consumption throughout the day. Peak demand usually occurs in
the evening, between 6 PM and 10 PM, when residential usage is highest due to
lighting, cooking, and other household activities. A secondary peak may occur
in the early morning as industrial and commercial activities commence. The de-
mand tends to drop significantly during the night and mid-day when residential
and commercial activities are lower. These patterns are influenced by both the
residential and commercial sectors’ operating hours. There are no public real-time
demand curves available as would happen in Spain with OMIE’s website for ex-
ample, however [7] presents a demand curve from the first of July 2014 extracted

from the UETCL systems data, see figure [3.3
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Figure 3.3: Load Profile of Total Demand and Net Export on 1st July 2014 [7]

G. Varas Yuste 50
Design and Implementation of Test Cases for IDIS
Compliance in UMEME’s OneSait Smart Metering Project



UNIVERSIDAD PONTIFICIA COMILLAS
Escuela Técnica Superior de Ingenieria (ICAI)
Méster Universitario en Ingenieria Industrial (MII)

COMILLAS

UNIVERSIDAD PONTIFICIA

T CHAPTER 3. UMEME’S PROJECT PARADIGM

3.1.4 Electricity Pricing and Tariffs

Uganda’s electricity pricing and tariffs are crucial for ensuring the financial via-
bility of the electricity sector while making electricity as affordable as possible for
consumers. ERA is responsible for setting and periodically reviewing these tariffs
to reflect the true cost of service delivery. Although this methodology has been

presented in [2] there are a few extra considerations worthy of mention.

Tariff Structure The electricity tariff structure in Uganda is categorized based
on different consumer segments, including domestic, commercial, medium indus-
trial, large industrial, and street lighting. FEach segment has specific tariffs de-
signed to cover the costs of generation, transmission, and distribution, while also

promoting efficient energy use [40].

1. Domestic Consumers: This category includes households. The tariff is
typically structured with a lifeline rate for low-income consumers to ensure
affordability for basic electricity needs. For example, the lifeline tariff is
applicable for the first 15 kWh consumed in a month. After this threshold,
the tariffs differ, up to USH 797.3 per kWh (around USD 2.13 as of June 20,
2024) [40].

2. Commercial Consumers: Small businesses and commercial establishments
fall under this category. The tariffs are set to reflect the higher demand and
usage patterns of these consumers. This tariff applies to three-phase voltage
load not exceeding 100 amps. With the peak energy charge of USH 791.9
[40].

3. Medium and Large Industrial Consumers: These consumers have dif-
ferent tariff structures based on their substantial electricity usage. The tariffs

for industrial consumers are designed to encourage efficient and high-volume
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use of electricity, which is crucial for economic growth and industrial devel-
opment. These customers are included in high voltage (11 kV or 33 kV), with
maximum demand exceeding 500 kVA but up to 1,500 kVA with the highest
energy charge in the peak block of USH 502.9 [40)]. There is an extra segment
for extra-large industries, for those that exceed the 1,500 kVA threshold [40)].

4. Street Lighting: This category includes tariffs for public street lighting,
which are managed by local governments and municipalities. The tariff pric-

ing is fixed at USH 370.0 [40)].

Tariff Adjustment Mechanism The ERA employs a comprehensive tariff ad-
justment mechanism to ensure that the tariffs remain fair and reflective of the
actual costs incurred by the utility companies. This mechanism has already been
mentioned in [2/and includes the Quarterly Tariff Adjustment (QTAM), the Annual
Tariff Review, the Feed-in-Tariff (FiT) and the Performance Based Regulation .

3.2 UMEME’s Overview and Responsibilities

UMEME is Uganda’s leading electricity distribution company, playing a pivotal
role in ensuring reliable electricity supply throughout the country. As the primary
distributor, UMEME is responsible for the operation, maintenance, and expansion
of the electricity distribution network [41].

UMEME has played a pivotal role in the nation’s energy sector since the com-
pany’s establishment. Operating under a 20-year concession that began in 2005,
UMEME is responsible for distributing 97% of the electricity consumed in Uganda.
This distribution network includes maintaining power lines, transformers, and sub-
stations, ensuring reliable electricity supply to residential, commercial, and indus-

trial customers [42].
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One of UMEME’s primary responsibilities is to enhance the efficiency and
reliability of electricity distribution. Over the years, the company has made sig-
nificant investments to reduce technical and commercial energy losses, which have
been lowered from 38% in 2005 to about 18% in recent years. These efforts have
also seen the number of transformers increase and customer connections rise from
294,000 in 2005 to over 1.6 million by 2022 [42]. Additionally, UMEME has im-
plemented advanced technologies like prepayment metering systems, commonly
known as Yaka, to improve billing accuracy and revenue collection, covering 97%
of their customer base [43].

The company also plays a vital role in customer service and engagement, striv-
ing to improve communication and address customer complaints efficiently. De-
spite these advancements, UMEME has faced challenges such as high power tariffs
and accusations of service unreliability. These issues have sometimes led to protests
and have been points of contention in discussions about extending the company’s
concession [43].

As UMEME’s concession is set to expire in March 2025, the government has
begun preparations for the Uganda Electricity Distribution Company Limited
(UEDCL) to take over the distribution responsibilities. This transition aims to
streamline operations by reducing third-party involvement in power distribution,
potentially lowering tariffs for industrial users. The government is expected to hire
over 3,000 workers to facilitate this transition, with priority given to the existing
UMEME staff.

UMEME’s legacy in Uganda’s energy sector includes significant contributions
to expanding the electricity distribution network and improving operational ef-
ficiencies, despite the challenges of high tariffs and service reliability issues [43]

12].

G. Varas Yuste 53
Design and Implementation of Test Cases for IDIS
Compliance in UMEME’s OneSait Smart Metering Project



UNIVERSIDAD PONTIFICIA COMILLAS
Escuela Técnica Superior de Ingenieria (ICAI)
Méster Universitario en Ingenieria Industrial (MII)

COMILLAS

UNIVERSIDAD PONTIFICIA

CHAPTER 3. UMEME’S PROJECT PARADIGM

3.2.1 Challenges Faced by UMEME

UMEME Limited, faces a multitude of challenges that significantly impact its op-
erations and the broader electricity sector. These challenges highlight the urgent
need for technological interventions, such as the OneSite solution, designed to im-
prove UMEME’s control and efficiency over its meters and customer interactions.
One of the most pressing issues is the high level of technical inefficiencies in the
national power grid, which lead to substantial power losses during distribution.
It is estimated that up to 20% of generated electricity is lost due to outdated in-
frastructure and transmission lines, which have not kept pace with the country’s
growing demand for power [34]. This inefficiency is partly due to an aging trans-
mission infrastructure that is inadequate to support the needs of an increasing
population. As Uganda continues to develop, the demand for electricity grows,
yet the current infrastructure struggles to meet this demand efficiently, leading to
frequent power outages and unreliable service [44] [45].

Additionally, there is a significant disparity in electricity access between urban
and rural areas, posing a formidable challenge for UMEME. Urban centers like
Kampala benefit from relatively stable power supplies, but many rural regions re-
main underserved, with limited or no access to electricity. Extending the power
grid to these remote areas is costly and technically challenging, often resulting
in a focus on more densely populated urban regions at the expense of rural elec-
trification [44]. This disparity not only affects the quality of life in rural areas
but also hinders economic development and efforts to achieve universal electrifi-
cation. The logistical challenges of extending power lines over rugged and vast
terrains contribute to the complexity and cost, making it a less attractive venture
for investment [42].

Financial constraints further exacerbate these challenges. Despite significant
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investments in power generation, there has been insufficient funding for the expan-
sion and maintenance of the transmission and distribution network. The high costs
associated with extending the grid to remote areas result in delays and inadequate
service coverage. Moreover, the financial framework within which UMEME oper-
ates is strained by high operational costs and the necessity to keep tariffs low for
consumers, which limits the company’s ability to invest in necessary infrastructure
upgrades [45]. The electricity tariff structure in Uganda complicates the situation.
High power tariffs, linked to UMEME’s concession agreements, have sparked dis-
satisfaction among consumers and hindered the government’s industrialization ef-
forts [46]. This pricing structure, while attempting to recover costs, inadvertently
affects the affordability and accessibility of electricity for many Ugandans, thus
limiting economic opportunities and growth [46].

Policy inconsistencies and management inefficiencies also play a significant role
in the challenges faced by UMEME. The power sector in Uganda has undergone
numerous reforms and restructuring efforts, yet these have not resolved persistent
issues. Bureaucratic red tape and corruption have sometimes hampered the effec-
tive deployment of resources and the completion of infrastructure projects, leading
to delays and increased costs [45]. The complexities of navigating these bureau-
cratic challenges add another layer of difficulty for UMEME as it seeks to expand
and improve its services [46].

Vandalism and electricity theft are additional issues that significantly impact
UMEME’s operations. The company incurs substantial costs in replacing vandal-
ized lines and transformers, which not only affects revenue but also disrupts service
delivery. Electricity theft, particularly in underserved areas, further exacerbates
power losses and diminishes the company’s financial resources [42]. The OneSite
solution aims to address these multifaceted challenges by enhancing UMEME’s

ability to monitor and control their electricity meters and customer interactions.
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By interconnecting meters through the IDIS (Interoperable Device Interface Speci-
fication) framework, UMEME can reduce technical losses, improve billing accuracy,
and minimize electricity theft. This integration is crucial for modernizing Uganda’s
electricity distribution network, ensuring more reliable service, and contributing
to the country’s broader electrification goals. Implementing these solutions will
be vital in transforming UMEME’s operational capacity and ensuring that it can
meet the growing demands of Uganda’s energy sector effectively. The tests and
simulations that will be conducted as part of this project are crucial in demonstrat-
ing the potential of the OneSite solution to overcome these operational challenges

and support UMEME in providing more efficient and reliable electricity services.

3.3 OneSite Smart Metering Project

The Onesait Smart Metering project, led by Minsait, is a transformative initiative
designed to modernize UMEME’s electricity distribution and customer manage-
ment systems. This project addresses UMEME’s critical challenges, such as energy
loss, inefficient billing, and limited customer engagement, through a comprehensive
suite of advanced technologies and management solutions. The initiative is signif-
icant for UMEME, Uganda’s primary electricity distribution company, as it seeks
to enhance operational efficiency, reduce losses, and improve customer service. De-
veloped by Minsait, the system is renowned for its advanced capabilities in smart
metering, data management, and integration with existing utility systems. The
Onesait Utilities Suite is a modular and integrated system that covers the entire
Meter-to-Cash cycle, which is essential for UMEME’s transition to a more effi-
cient and automated grid system. The solution provides extensive functionalities
that encompass customer care, billing, meter data management, and operational

reporting. By implementing this system, UMEME aims to reduce energy losses,
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improve customer satisfaction, and streamline its operational processes, aligning
with global best practices in the energy sector [47].

Built on a modular and scalable architecture, the system allows for seamless
integration with existing utility systems. This flexibility is crucial for UMEME
as it transitions from traditional metering systems to more advanced, automated
solutions. The project is designed to support a wide range of functionalities,
including meter data management, customer relationship management, billing,
and collection processes. By providing a unified platform for these operations, the
system enables UMEME to streamline its processes and enhance the accuracy and
reliability of its services [47]. This integration is crucial for achieving real-time
visibility and control over the electricity distribution network, enabling UMEME
to respond quickly to issues and optimize resource allocation [47].

A significant technical advantage of the Onesait platform is its compatibil-
ity with multiple communication protocols, including DLMS/COSEM and IDIS,
which ensures interoperability with a wide range of meter manufacturers and mod-
els [47]. This feature is essential for UMEME as it expands its smart metering
infrastructure, allowing for flexible deployment and future scalability. The One-
sait system supports bidirectional communication with smart meters and other
field devices, facilitating real-time data exchange and analytics. This capability
enables UMEME to monitor consumption patterns, detect anomalies, and prevent
unauthorized usage [47].

One of the primary challenges faced by UMEME is the high level of elec-
tricity losses, often attributed to theft and technical inefficiencies. The Onesait
platform addresses this issue by offering robust features for detecting and prevent-
ing electricity theft. The system’s advanced analytics capabilities allow UMEME
to monitor usage patterns and identify irregularities that may indicate unautho-

rized consumption. Additionally, the system supports real-time data collection
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and analysis, enabling UMEME to respond swiftly to potential issues and reduce
non-technical losses [47].

Integrating smart meters through this platform is a critical component of
UMEME’s strategy to enhance customer service and engagement. Smart me-
ters provide customers with detailed information about their energy consumption,
enabling them to make informed decisions about their usage. This transparency
not only empowers customers but also helps UMEME build trust and improve
its relationship with consumers. Furthermore, the system’s customer relationship
management features enable UMEME to offer personalized services and more ef-
fectively address customer inquiries and concerns [47].

The deployment of the Onesait solution is expected to bring substantial oper-
ational benefits to UMEME. By automating routine tasks such as meter reading,
billing, and collections, the system reduces the need for manual intervention, min-
imizing errors and improving efficiency. This automation extends to tasks such
as meter reading, billing, and collections, which are critical for ensuring accurate
and timely revenue generation. By automating these processes, UMEME can im-
prove its operational efficiency and focus its resources on more strategic initiatives
[page 13]. Furthermore, the system’s robust analytics and reporting tools provide
valuable insights into operational performance, enabling UMEME to make data-
driven decisions that optimize efficiency and reduce costs. The ability to generate
detailed reports and track key performance indicators is crucial for continuous
improvement and strategic planning [47].

Another significant advantage of the system is its ability to support prepayment
and post-payment models, catering to the diverse needs of UMEME’s customer
base. This flexibility is particularly important in regions where prepayment sys-
tems are prevalent, allowing customers to manage their electricity expenses more

effectively. The system’s prepayment capabilities include features for token gen-
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eration and management, which are essential for UMEME’s operations [47]. The
Onesait project includes a sophisticated prepayment system that integrates seam-
lessly with UMEME’s billing and revenue management processes. This system
enables customers to purchase electricity in advance, helping them manage their
consumption and expenses more effectively. The prepayment model is particu-
larly beneficial in regions with limited financial resources, where customers prefer
to control their spending on utilities [47]. By improving revenue collection and
reducing delinquency rates, the prepayment system also strengthens UMEME’s
financial stability. The integration of token generation and management features
ensures secure and efficient prepayment operations, supporting UMEME’s revenue
assurance strategies [47].

In addition to its operational and financial benefits, the Smart Metering project
aligns with UMEME’s commitment to sustainability and energy efficiency. The
system’s advanced data management capabilities allow UMEME to track and an-
alyze energy usage patterns, identify inefficiencies, and implement measures to
reduce waste. This focus on sustainability not only enhances UMEME’s environ-
mental stewardship but also positions the company as a leader in the transition
towards greener energy solutions. The system’s data management capabilities en-
able UMEME to track and analyze energy consumption patterns, identify areas for
improvement, and implement measures to reduce waste and promote sustainable
practices. This focus on sustainability is aligned with global trends toward greener
energy solutions and positions UMEME as a forward-thinking utility provider [47].

The project’s future readiness is further supported by its flexible and scalable
design, which can accommodate emerging technologies and evolving market de-
mands. This adaptability ensures that UMEME remains competitive and respon-
sive to the needs of its stakeholders in a rapidly changing energy landscape. Over-

all, the smart metering project represents a significant advancement in UMEME’s
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efforts to modernize its operations and improve service delivery. By leveraging
the advanced capabilities of the system, UMEME can overcome its operational
challenges, enhance customer satisfaction, and achieve its strategic objectives [47].
The successful implementation of this project is crucial for UMEME’s transforma-
tion into a more efficient and customer-centric utility provider, capable of meeting

the evolving needs of its stakeholders in a rapidly changing energy landscape [47].
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Chapter 4

Prepayment Systems

Prepayment systems for electricity supply offer consumers the ability to pay for
electricity before they use it, providing a flexible and manageable approach to
energy consumption. These systems are especially beneficial in regions facing
challenges such as high rates of energy theft and non-payment issues. By allowing
consumers to control their electricity usage and payments, prepayment systems
help improve cash flow for utilities and enhance overall customer satisfaction.

Prepayment systems also reduce the administrative burden on utilities, as they
eliminate the need for meter reading and billing processes. These systems can sig-
nificantly lower operational costs and improve revenue collection efficiency. Addi-
tionally, prepayment meters can provide real-time data on electricity usage, helping
consumers to better manage their energy consumption and budget.

In Uganda, the adoption of prepayment systems has been a critical step towards
modernizing the electricity sector and addressing the challenges of electricity theft
and payment default. However, the current prepayment infrastructure faces several
limitations, including the need for manual input and a lack of automation, which
can lead to inefficiencies and potential scams.

Advanced technological solutions, such as the integration of DLMS/COSEM
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standards and IDIS certification, offer promising improvements to prepayment sys-
tems. These technologies ensure secure, reliable, and interoperable communication
between meters and management systems, enhancing the overall functionality and

user experience of prepayment systems.

4.1 Current Prepayment Systems in Uganda

Uganda’s current prepayment system for electricity is primarily managed by UMEME.

" which re-

This system uses prepaid meters, commonly known as "Yaka meters,’
quire customers to purchase electricity tokens in advance. These tokens are then
entered into the meters to access electricity.

The Yaka prepayment system allows consumers to buy electricity much like
they would purchase airtime for their mobile phones. Upon connecting a household
or business to the electricity grid, customers are provided with a unique prepaid
meter number. To buy electricity, customers can purchase tokens from various
vendors, including mobile money platforms, banks, and authorized retail outlets.
They receive a 20-digit token which is entered into the meter to load the purchased
kWh [48].

The current prepayment system offers several benefits. One of the primary ad-
vantages is the convenience it provides to customers, who can purchase electricity
tokens at any time from a variety of locations, including using mobile money ser-
vices. This system also allows consumers to monitor their electricity usage more
closely and manage their spending effectively, giving them greater control over
their electricity costs. Additionally, the prepayment model eliminates the need for
monthly bills, reducing administrative burdens for both consumers and the utility
company and minimizing the risk of billing errors [4§].

Despite these benefits, the prepayment system also has significant limitations
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[48]. The reliance on manual input requires customers to physically enter tokens
into their meters, a process that can be cumbersome and prone to human error.
This manual nature of the system can also expose it to potential scams and fraud,
undermining the security of the transactions. Moreover, the existing Yaka meters
require upgrades to meet new global standards, such as the Standard Transfer
Specification (STS) for prepayment systems. The government has announced that
all Yaka meters must be upgraded by November 2024 to comply with these stan-
dards [49].

UMEME has initiated an upgrade of the Yaka meters to enhance security and
efficiency. This upgrade includes transitioning to the Standard Transfer Specifi-
cation (STS)2 Token Identifier (TID) standards, which ensure better token recog-
nition and interoperability between different system components. The upgrade
process is being conducted on an area-by-area basis to minimize service interrup-
tions, with customers receiving SMS notifications about the upgrade schedule and
instructions [50)].

The introduction of automated and advanced prepayment solutions is expected
to address many of the current system’s limitations. Technologies such as DLMS/-
COSEM and IDIS standards can enhance the functionality, security, and interoper-
ability of prepayment systems, paving the way for more efficient and user-friendly

electricity management in Uganda.

4.2 Advanced Prepayment Solutions

The evolution of prepayment systems for electricity has introduced a range of
advanced solutions designed to improve efficiency, security, and user convenience.
These modern systems leverage technology to automate processes, enhance data

management, and provide real-time control over electricity usage.
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4.2.1 Automated Prepayment Systems

Automated prepayment systems eliminate the need for manual entry of tokens and
allow for seamless transactions through various digital platforms. These systems
can be integrated with mobile money services, enabling customers to purchase
electricity credits using their smartphones. This convenience not only simplifies
the process for consumers but also reduces the risk of errors associated with manual
entry.

For instance, advanced prepayment solutions like Itron’s Smart Pay system [51]
offer real-time billing where customers are billed from their prepayment accounts
as consumption occurs. This system includes features such as remote disconnection
and reconnection based on account balances, which helps in maintaining revenue
assurance for utilities while providing customers with greater control over their

electricity usage.

4.2.2 Mobile and Digital Payment Solutions

Mobile and digital payment solutions are increasingly becoming popular in the pre-
payment landscape. These solutions allow users to top-up their electricity meters
using mobile banking applications or through online platforms. The integration of
these payment methods with prepayment systems enhances accessibility, especially
in regions with high mobile penetration but limited banking infrastructure.
These digital platforms provide consumers with real-time feedback on their
electricity consumption and remaining balance, allowing for better budgeting and
energy management. Additionally, utilities benefit from reduced operational costs

as the need for physical vending stations and manual meter readings is minimized.
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4.2.3 Minsait’s Onesait Prepayment Solution

Minsait, offers a comprehensive prepayment solution through its Onesait Utili-
ties platform [52]. Onesait Utilities is designed to accelerate the digital transfor-
mation of utility companies, supporting customer engagement and meter-to-cash
processes. This solution manages both prepaid and postpaid contracts, providing
value-added services and powerful customer engagement tools.

The Onesait platform integrates advanced metering infrastructure with mobile
and digital payment solutions, allowing customers to manage their electricity usage
conveniently through mobile apps and online portals. This integration not only
improves customer satisfaction but also increases the efficiency of the meter-to-cash
cycle by automating processes such as reading, billing, and invoicing,.

Furthermore, Onesait enhances the security of transactions and reduces opera-
tional costs by offering real-time monitoring and data analytics capabilities. These
features enable utilities to detect and address issues promptly, improving overall
service reliability and reducing the risk of fraud.

The Onesait solution connected meters have advanced data management capa-
bilities, allowing them to read and process various critical parameters that enhance
the functionality and efficiency of prepayment systems. These meters can record
and display the unit price of electricity for each quarter, enabling consumers to
understand their billing rates and manage their usage accordingly. Additionally,
they offer an emergency credit feature, which provides a buffer for consumers who
exhaust their prepaid energy. This emergency credit prevents disconnection until
the next recharge, thus avoiding sudden power outages and giving consumers time
to top up their credit.

The balance credit display shows the remaining prepaid credit available for

consumption, helping consumers keep track of their energy usage and budget their
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expenses. The meters also ensure all recorded data is accurately time-stamped
with the current date and time, which is crucial for monitoring and analysis.
They record the date and time of the last recharge, providing transparency and
accountability in transactions, and keep track of the last amount recharged, which
helps both the consumer and the utility company monitor payment patterns.

The meters display the amount of credit consumed in the current month, aid-
ing in monthly budgeting and usage analysis, and show the previous month’s
consumption, allowing consumers to compare their usage and adjust their habits
accordingly. Additionally, the active tariff rate is indicated, helping consumers un-
derstand their current billing rate. The meters also handle additional parameters
that enhance data granularity and system efficiency.

Having access to this comprehensive set of data helps the distribution com-
pany detect cases of fraud and possible energy theft. Irregularities in consumption
patterns or discrepancies between recorded and actual usage can signal tampering
or unauthorized connections. This data-driven approach enables utilities to take
proactive measures to secure the grid and ensure accurate billing. For consumers,
these features provide greater transparency and control over their electricity usage.
By knowing their consumption patterns and having detailed billing information,
customers can manage their energy use more effectively, avoid unexpected discon-
nections, and budget more accurately. For the utility company, this detailed data
collection enhances operational efficiency, reduces the risk of revenue loss due to
fraud, and improves overall service reliability.

It is exactly this solution that will be applied in Uganda through UMEME,
thus the need for interoperability and the importance of standards such as DLSM /-
COSEM and IDIS.
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4.3 Role of DLMS/COSEM in Prepayment

DLMS/COSEM standards are critical in modernizing prepayment systems for elec-
tricity by ensuring interoperability, security, and efficiency. As explained in pre-
vious sections, these standards provide a structured approach for data exchange
between smart meters and utility management systems, which is essential for ac-
curate and secure communication. One of the key features of DLMS/COSEM in
prepayment systems is interoperability. These standards facilitate seamless com-
munication between different devices and systems, ensuring that various smart
meters, irrespective of the manufacturer, can work together within the same in-
frastructure. This capability is vital for utilities that aim to integrate prepayment
systems with existing and future technologies.

Moreover, DLMS/COSEM standards provide robust security mechanisms to
protect data integrity and confidentiality. In prepayment systems, securing trans-
action data is crucial to prevent fraud and ensure accurate billing. The standard
includes features like encryption and authentication to safeguard communication
between meters and the utility’s central system. By standardizing communication
protocols, DLMS/COSEM also supports the scalability of prepayment systems.
Utilities can expand their infrastructure without worrying about compatibility
issues, enabling them to roll out prepayment solutions across large and diverse

customer bases efficiently.

4.4 IDIS in Enhancing Prepayment Systems

The Interoperable Device Interface Specification certification plays a crucial role
in enhancing prepayment systems by ensuring interoperability, reliability, and se-

curity across different devices and systems. This certification is built on the In-
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ternational Electrotechnical Commission (IEC) 62056 DLMS/COSEM standards,
providing a robust framework for smart meter communication and data exchange.

IDIS-certified devices are designed to support various communication proto-
cols [4], including G3-PLC (Power Line Communication), Ethernet, and GPRS.
This flexibility ensures that prepayment systems can integrate with existing and
future network infrastructures, providing utilities with a cost-effective and scal-
able solution [4]. For instance, IDIS 2-certified meters support IP-based networks,
enabling deeper integration into diverse networks with devices and software from
different manufacturers [4]. This level of interoperability is essential for creating
cohesive and efficient prepayment systems that can adapt to the evolving needs of
the utility sector.

One of the significant advantages of IDIS certification is the enhanced security it
brings to prepayment systems. IDIS standards include robust security features that
protect against tampering and unauthorized access [4], ensuring that transactions
and customer data remain secure. This is crucial for maintaining consumer trust
and safeguarding the financial interests of utilities. By adhering to high-security
standards, IDIS-certified devices help prevent fraud and ensure the accuracy of
prepayment transactions.

Moreover, IDIS certification facilitates the implementation of advanced me-
tering infrastructure (AMI) solutions [4]. These solutions enable real-time data
collection and analysis, providing utilities with valuable insights into electricity
consumption patterns and network performance. For example, the integration of
IDIS-certified meters in smart prepayment systems allows for the remote manage-
ment of meters, including real-time monitoring, remote disconnection, and recon-
nection [4]. This capability enhances the efficiency and reliability of prepayment
systems, reducing operational costs and improving customer service.

IDIS-certified solutions have been successfully implemented in various regions,
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demonstrating their effectiveness in enhancing prepayment systems. For instance,
in South Africa [53], IDIS-certified prepayment systems have significantly reduced
non-payment issues and improved revenue collection for utilities. These imple-
mentations highlight the practical benefits of combining IDIS certification with
advanced prepayment solutions, paving the way for more efficient and secure elec-

tricity management.
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Chapter 5

IDIS Use Cases Tests

This chapter presents the application of various IDIS use cases within smart meter-
ing systems. These use cases are designed to ensure that metering devices adhere to
the stringent standards outlined in the IDIS Package 3 [54]. Each use case targets
a specific function within the Advanced Metering Infrastructure (AMI), confirming
that meters operate as intended and integrate seamlessly into the broader network.

The simulations discussed in this chapter are implemented to replicate real-
world scenarios, enabling the evaluation of meter performance and reliability. Each
section will detail the method used to simulate the specific use case and will provide
an analysis of the test outcomes. While the coding details are critical to these tests,
they are presented separately in [appendix , allowing this chapter to focus on

the conceptual framework and the results obtained from the simulations.

5.1 UC 1: Meter Registration

The first use case, Meter Registration, is essential for the operation of a smart
metering system. This process ensures that a newly installed meter is correctly

integrated into the AMI network, enabling communication with the Head-FEnd
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System (HES). During meter registration, the meter identifies itself to the HES,
establishing its presence within the network by transmitting key information, in-
cluding its unique device ID, IP address, and system title.

In the simulation of this use case, the registration process is replicated to
evaluate how effectively the meter integrates into the AMI network. The simulation
begins with the initialization of critical parameters that the meter typically uses
during registration. The meter then sends a registration message to the HES,
containing all necessary details. Upon receipt, the HES processes the registration
request, verifies the details, and sends an acknowledgment back to the meter,
confirming its successful registration [appendix [A].

The expected outcome of this test is the successful recognition of the meter
by the HES, followed by a confirmation message indicating that the registration
has been completed. If the registration process fails due to missing or incorrect
information, the HES would reject the registration, and this failure would be doc-
umented. This use case is foundational, as it ensures that the meter is properly

integrated into the network and prepared to perform subsequent operations.

5.2 UC 2: Remote Tariff Programming

The Remote Tariff Programming use case addresses the ability of the Head-End
System to remotely update the tariff structure within a meter [54]. This func-
tionality is critical in dynamic pricing environments, where electricity rates may
change based on time-of-use, demand, or other factors. The ability to remotely
adjust tariffs ensures that the metering system can accurately reflect the current
pricing model without requiring physical intervention at the meter site.

In this use case, the meter is first initialized with a predefined consumer cat-

egory and associated tariff rates. These rates are representative of different con-
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sumer categories, such as Domestic, Commercial, or Industrial, each with its re-
spective pricing structure. The meter is then tested to ensure it can receive and
correctly implement a new tariff sent by the HES.

The simulation [appendix [A] begins by transmitting the current tariff informa-
tion from the meter to the HES. The HES then processes this information and sends
back a new tariff structure, which the meter is expected to apply. This involves
verifying that the meter can handle different types of tariff updates, including
changes to the base rate and, in the case of domestic consumers, adjustments to
the lifeline rate.

The expected outcome for this test is that the meter accurately updates its
internal tariff configuration based on the instructions received from the HES. The
meter should reflect the new rates immediately or within a short delay, depending
on the system’s design. If the meter fails to update its tariff or applies the incorrect
rate, the test would be marked as a failure, indicating an issue with the remote
programming functionality.

This use case is essential for maintaining flexibility and accuracy in billing
within a smart metering system, allowing utilities to adjust pricing in response
to market conditions or regulatory requirements. The successful execution of this
test confirms that the meter can adapt to changes in tariff structures as directed

by the HES, ensuring consistent and accurate billing for the end consumer.

5.3 UC 3: On-Demand Reading

This use case focuses on the ability of the Head-End System to request and receive
real-time data from the meter at any given moment. This capability is crucial for
providing accurate and timely information about electricity consumption, which

can be used for various purposes, including billing, monitoring energy usage pat-
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terns, and detecting potential issues with the metering system [54].

The meter is initialized with several key energy consumption parameters, in-
cluding active and reactive energy import and export values [54]. These parameters
represent the total energy consumed and generated by the household over a certain
period. The simulation involves the HES sending a request to the meter for an
immediate reading of these values.

Upon receiving the request from the HES, the meter responds by transmitting
the current values of its energy registers [appendix . This data includes the
amount of active energy imported and exported, as well as the reactive energy.
The accuracy and timeliness of this response are critical, as they ensure that the
HES receives up-to-date information that can be used for immediate analysis or
billing purposes.

The expected outcome of this test is that the meter successfully retrieves and
sends the requested data without any significant delay. The values returned should
match the internal state of the meter’s registers at the time of the request. Any
discrepancies between the requested data and the returned values, or any delay in

response, would indicate a failure in the on-demand reading functionality.

5.4 UC 4: Periodic Reading

The Periodic Reading use case ensures that the meter can automatically send
energy consumption data to the Head-End System at regular intervals. This func-
tionality is essential for maintaining a consistent flow of information from the
meter to the HES, which is crucial for accurate billing, energy management, and
detecting irregular consumption patterns [54].

In this scenario, the meter is initialized with cumulative and rate-specific en-

ergy registers [54]. These registers track the total energy consumed over time
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and the energy consumed during specific periods (such as different tariff periods).
The simulation involves setting the meter to send these readings to the HES at
predetermined intervals.

During the test, the meter periodically transmits its cumulative and rate-
specific readings to the HES [appendix . The HES processes these readings,
storing them for future use in billing and analysis. The accuracy of these readings
and the regularity of their transmission are key factors in determining the success
of this use case.

The expected outcome is that the meter sends accurate and timely readings at
the specified intervals, without any missed transmissions or errors in the data. A
failure in this test would be indicated by irregular transmission intervals, incor-
rect readings, or missed data packets, which could lead to inaccurate billing and
compromised energy management.

This use case is critical for ensuring that the meter consistently provides the

HES with the data needed to monitor and manage energy consumption effectively.

5.5 UC 5: Connection and Disconnection

The Connection/Disconnection test pertains to the ability of the HES to remotely
control the connection status of the meter, effectively allowing or disallowing the
flow of electricity to the premises [54]. This capability is essential for managing
situations such as non-payment, safety concerns, or demand management.

In this use case, the meter is initialized with a connection state, which can be
either connected, disconnected, or ready for reconnection [54]. Additionally, the
meter is configured to monitor the instant current to assess whether it exceeds a
predefined threshold, which could trigger a disconnection event.

The simulation [appendix [A] involves the HES sending a command to either
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connect or disconnect the meter based on the current state or the instant current
reading. The meter must then execute this command and update its internal
state accordingly. The test also includes an automatic disconnection feature that
triggers if the instant current exceeds the predefined safety threshold.

The expected outcome is that the meter accurately responds to the connection
or disconnection commands from the HES and autonomously disconnects if the
current exceeds the safe limit. Any failure to change the connection state as
commanded, or failure to disconnect when necessary, would indicate a failure in
this functionality.

This test is crucial for ensuring that the utility has control over the delivery of
electricity to the consumer, particularly in scenarios that require immediate action

for safety or financial reasons.

5.6 UC 6: Clock Synchronization

Ensuring that the meter’s internal clock is synchronized with the HES is vital for
the accurate functioning of various time-dependent processes, such as time-of-use
billing and event logging [54]. Even minor discrepancies in the meter’s clock can
lead to significant issues, such as incorrect billing or difficulty in tracking energy
usage over time.

For this use case, the simulation starts with the meter initialized to a local
time that may not be perfectly aligned with the actual time. The HES then
sends a command to the meter, instructing it to adjust its internal clock to match
the correct time provided by the system. The meter must then update its clock
accordingly |appendix [A].

The primary goal here is to observe whether the meter accurately adjusts its

internal clock without delay, aligning itself with the time sent by the HES. Any

G. Varas Yuste 75
Design and Implementation of Test Cases for IDIS
Compliance in UMEME’s OneSait Smart Metering Project



UNIVERSIDAD PONTIFICIA COMILLAS
Escuela Técnica Superior de Ingenieria (ICAI)
Méster Universitario en Ingenieria Industrial (MII)

COMILLAS

UNIVERSIDAD PONTIFICIA

—T—TT CHAPTER 5. IDIS USE CASES TESTS

failure to do so would be problematic, as it could result in errors in time-sensitive
operations. The success of this use case is marked by the meter’s ability to elimi-
nate any time deviation and to operate in perfect synchronization with the HES.

This functionality is foundational for the accurate execution of all operations

within the meter that rely on precise timing.

5.7 UC 7: Quality of Supply Reporting

Monitoring the quality of the electricity supply is another critical function of smart
meters. The Quality of Supply use case is concerned with the meter’s ability to
track and report on key electrical parameters, such as voltage levels, current, and
the occurrence of power disturbances like sags, swells, and outages [64]. These
parameters are essential for assessing the reliability and stability of the electricity
supply.

In the simulation [appendix [A] of this use case, the meter is set up to monitor
several quality indicators, including instantaneous voltage and current, total active
power, and the frequency of voltage sags, swells, and power failures [54]. The meter
continuously tracks these parameters and logs any events that indicate a deviation
from normal supply conditions.

The meter’s ability to detect and report abnormalities in the power supply,
such as a sudden drop in voltage or a power outage, is the focus of this test.
These events are crucial for diagnosing potential problems in the supply network.
The expected result is that the meter will accurately identify and record any
disruptions or irregularities in the power supply, promptly reporting these to the
HES. Failures in this area would manifest as missed events or incorrect data, which
could undermine the reliability of the power system.

This use case is vital for maintaining the integrity of the electrical supply and
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ensuring that any issues are detected and addressed in a timely manner.

5.8 UC 8: Load Management by Relay

Load management is a very important aspect of modern energy systems, where the
HES can remotely control the load on the network through the use of relays [54].
The Load Management by Relay use case involves the meter’s ability to respond to
commands from the HES to either connect or disconnect the load based on current
demand or predefined conditions. This functionality is particularly important for
managing peak loads, ensuring grid stability, and preventing overloads.

In this scenario, the meter is pre-configured with a relay status that determines
whether the connected load is active or inactive. The meter also monitors the
active demand import, a key parameter in deciding whether a load should remain
connected or be disconnected [54]. The HES can send commands to change the
relay status, thereby controlling the flow of electricity to the consumer’s premises.

The simulation [appendix involves testing the meter’s responsiveness to
these commands and its ability to manage loads effectively. For instance, if the
active demand exceeds a certain threshold, the meter should disconnect the load
to prevent overload. Conversely, the HES may issue a command to reconnect the
load when the demand is within acceptable limits.

The success of this use case is determined by the meter’s ability to correctly
interpret and act on the HES commands, ensuring that the load is managed accord-
ing to the specified parameters. Any failure to execute these commands accurately,
such as not disconnecting an overloaded circuit or failing to reconnect when safe,

would indicate a problem in the load management functionality.
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5.9 UC 9: Firmware Update

The firmware upgrade use case is centered on the ability of the meter to receive and
apply updates to its firmware remotely [54]. Firmware upgrades are essential for
maintaining the meter’s functionality, introducing new features, fixing bugs, and
enhancing security. The ability to perform these upgrades remotely, without the
need for physical access to the meter, is a significant advantage in smart metering
systems.

For this use case, the meter starts with an initial firmware version, and the
HES initiates the upgrade process by sending the new firmware package to the
meter. The simulation tests the meter’s capacity to receive, validate, and apply
this new firmware version without disruption to its ongoing operations |appendix
A.

During the upgrade process, the meter must ensure that the new firmware is
correctly received and that it is compatible with the meter’s hardware and software
environment [54]. The upgrade should be applied in such a way that minimizes
downtime, ensuring that the meter remains operational or returns to operation
quickly after the upgrade.

The expected outcome of this use case is the successful installation of the new
firmware, with the meter restarting and continuing normal operations under the
updated software. A failure in this test could manifest as an inability to apply the
firmware, corruption of the firmware data, or the meter becoming unresponsive

post-upgrade.
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5.10 UC 10: Meter Supervision

Meter Supervision is a use case that involves monitoring the meter’s internal and
external conditions to ensure its reliable operation. This use case encompasses
a wide range of functions, including the detection of tampering, tracking power
outages, identifying error codes, and monitoring unexpected resets [54]. The ability
to supervise these aspects is essential for maintaining the integrity and security of
the metering system.

In this use case, the meter is equipped with various supervision parameters
that allow it to detect and respond to potential issues [54]. For instance, tam-
pering detection is crucial for preventing unauthorized access or manipulation of
the meter, which could lead to inaccurate readings or loss of revenue. Similarly,
tracking power outages and resets ensures that the meter can log any disruptions
in service and help diagnose potential problems.

The simulation [appendix [A] involves testing the meter’s ability to accurately
detect and report these conditions to the Head-End System (HES). For example, if
tampering is detected, the meter should immediately log the event and notify the
HES. Likewise, if an unexpected reset occurs, the meter should record this event
and transmit the information to the HES for further analysis.

Success in this use case is determined by the meter’s ability to consistently and
accurately monitor and report all relevant supervision parameters. Any failure
to detect or correctly log these events would be a significant issue, potentially

compromising the meter’s security and reliability.
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5.11 UC 11: Consumer Information

The Consumer Information use case focuses on the meter’s ability to store and
manage data related to the end consumer. This includes essential details such as
the consumer’s name, address, account number, and tariff category [54]. Addition-
ally, the meter may store information on the consumer’s energy usage patterns,
billing cycles, and energy efficiency ratings. The accurate storage and retrieval of
this information are critical for effective customer management and billing.

In this scenario, the meter is initialized with various consumer-related data,
simulating a typical setup where the meter is linked to a specific customer. The
simulation tests the meter’s capacity to store, manage, and retrieve this data as
needed by the HES or during interactions with the consumer [54].

During the test, the HES may request specific consumer information, and the
meter must respond by accurately providing the requested data [appendix . The
integrity of this data is crucial, as it directly affects billing accuracy, customer
service, and the overall customer experience.

The expected outcome for this use case is that the meter successfully manages
and transmits accurate consumer information upon request. Any discrepancies
in the data, or the inability to retrieve or update consumer information, would

indicate a failure in this functionality.

5.12 UC 12: Communication Supervision

Communication Supervision is a key use case that focuses on monitoring the com-
munication link between the meter and the Head-End System [54]. Reliable com-
munication is fundamental to the operation of a smart metering system, as it

enables the transmission of consumption data, remote commands, and firmware
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updates. Any disruptions or errors in communication can significantly impact the
system’s overall performance.

In this use case, the meter is equipped with parameters that monitor the
strength of the communication signal, the rate of data errors, and the uptime
of the connection [54]. These parameters allow the meter to assess the quality of
its communication link and to report any issues to the HES.

The simulation [appendix involves the meter continuously monitoring its
communication status and logging any events that indicate a problem, such as a
weak signal or a high data error rate. The meter must also track the duration of
its connection uptime, ensuring that it remains connected to the HES as required.

Success in this use case is determined by the meter’s ability to detect and report
any communication issues promptly. The meter should provide accurate and timely
updates on its communication status, enabling the HES to take corrective action
if necessary. A failure in this test would be indicated by missed communication
events, incorrect status reporting, or an inability to maintain a stable connection.

This use case is crucial for ensuring the reliability of the communication link
between the meter and the HES, which underpins the entire smart metering sys-

tem.

5.13 UC 13: Outage Supervision

Outage Supervision deals with the meter’s ability to detect and report power out-
ages to the HES. In a smart metering environment, timely and accurate reporting
of outages is crucial for both the utility and the consumer [54]. It helps in quickly
identifying and addressing issues in the power distribution network, minimizing
downtime, and improving overall service reliability.

In this use case, the meter is configured to detect power outages and store
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relevant data, such as the time and duration of the outage [54]. Additionally, the
meter is set to send notifications to a predefined destination, typically the HES,
whenever an outage is detected. The simulation [appendix tests the meter’s
capability to accurately log outage events and promptly communicate these events
to the HES.

The meter’s ability to send notifications immediately upon detecting an outage
is essential for the success of this use case. The expected outcome is that the meter
will reliably detect any loss of power, log the event, and notify the HES without
delay. Failure to detect outages, or delays in notification, would indicate a critical

issue in the meter’s outage supervision functionality.

5.14 UC 14: Remote Parameter Configuration

Remote Parameter Configuration allows utilities to update or modify various set-
tings on the meter remotely, without the need for physical access to the device.
This capability is vital for adapting to changing operational requirements, reg-
ulatory updates, or customer-specific needs. Parameters that can be configured
remotely include display settings, alarm filters, and consumer messages [54].

In this scenario, the meter is pre-loaded with default configuration settings, in-
cluding display modes, data formats, and alarm filters [54]. The Head-End System
can then send commands to update these settings based on new requirements. The
simulation assesses the meter’s ability to receive, apply, and confirm these remote
configuration changes.

During the test, the HES sends new configuration commands to the meter,
which must then update its internal settings accordingly. The meter is expected
to acknowledge the changes and apply them without error, ensuring that the new

parameters are in effect immediately [appendix [A].
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The expected outcome is that the meter will successfully receive and apply
the new configuration settings as instructed by the HES. Any failure to correctly
update these settings, or to confirm the changes, would highlight a problem in the

remote parameter configuration functionality.

5.15 UC 15: Warning Message Management

Warning Message Management involves the meter’s ability to generate and send
warning messages to the Head-End System or directly to the consumer when cer-
tain thresholds or conditions are met [54]. These warnings are critical for alerting
the utility or consumer to potential issues, such as excessive load, which could lead
to circuit overloads or other problems.

In this use case, the meter is set up with predefined thresholds, such as a
maximum allowable load limit [54]. When the current load exceeds this limit, the
meter generates a warning message that is sent to the specified destination, which
could be the utility’s HES or directly to the consumer.

The simulation [appendix [A] evaluates the meter’s capability to detect when
these thresholds are exceeded and to promptly send an accurate warning message.
The meter must also correctly identify the destination for the warning, whether it
be the utility or the consumer, and ensure that the message is delivered without
delay.

The success of this use case is determined by the meter’s ability to consistently
monitor the relevant parameters and generate timely warnings when necessary.
Any failure to detect threshold breaches, generate warnings, or deliver messages to
the correct destination would indicate a significant issue with the warning message

management functionality.
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5.16 Test Results and Analysis

The simulation of the IDIS use case tests [54] is conducted using a series of MAT-
LAB scripts [appendix designed to mimic the interaction between a smart
meter and a Head-End System. To ensure proper communication between the
meter (client) and the HES (server), it is necessary to run the scripts in separate
MATLAB sessions. This separation allows for the effective use of TCP/IP com-
munication, enabling real-time data exchange between the simulated meter and
the HES. The scripts are structured to automatically execute each use case in
sequence, testing various functionalities such as meter registration, remote tariff
programming, and quality of supply monitoring.

Each meter undergoes a series of tests where it is assessed on its ability to
perform specific functions defined by the IDIS use cases. The results of these tests
are then plotted, providing a visual representation of the meter’s performance,
where each use case is marked as either passed or failed. The purpose of these
simulations is to validate the meter’s compliance with the required standards and

to identify any areas where the meter’s performance may need improvement.

5.16.1 Meter 1 Simulation

The first test was conducted on a meter that failed to pass two critical use cases:
Remote Tariff Programming (UC2) and Connection/Disconnection (UC5). As il-
lustrated in the results below (figure , this meter successfully completed the
majority of the tests, demonstrating its capability in areas such as meter regis-
tration, on-demand reading, and firmware upgrades. However, its failure in the
remote tariff programming and connection/disconnection use cases indicates sig-
nificant issues in these functionalities.

The failure in UC2, Remote Tariff Programming, suggests that the meter was
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Figure 5.1: Meter 1 - Tests Results

unable to properly receive or implement the new tariff structure sent by the HES.
This could be due to a variety of reasons, such as issues with the communication
link, problems in handling the tariff data, or bugs in the firmware that prevent the
correct application of the new rates.

The failure in UC5, Connection/Disconnection, is particularly concerning, as
this function is critical for the safe operation and management of the electrical
supply to the consumer. The inability to reliably connect or disconnect the meter
could lead to situations where the meter remains in an incorrect state, potentially
causing overloading, safety hazards, or issues with energy management.

These failures highlight the importance of robust testing and the need for
further investigation into the meter’s design and firmware to address these defi-
ciencies. The successful execution of the remaining use cases suggests that while
the meter has strong foundational capabilities, there are specific areas that require
significant attention to ensure compliance with the full range of IDIS requirements.

Simulation outputs are included in appendix [A]
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5.16.2 Meter 2 Simulation

The second test was conducted on a meter that demonstrated significant issues
in three specific use cases: On-Demand Reading (UC3), Consumer Information
(UC11), and Communication Supervision (UC12). While this meter passed the
majority of the use cases, including key functionalities such as registration, periodic
readings, and firmware upgrades, its failures highlight some critical weaknesses that
could hinder its performance in practical applications. Results are showcased in
figure [5.2

The failure in UC3, On-Demand Reading, points to problems in the meter’s
ability to accurately and reliably respond to real-time data requests from the Head-
End System. This function is vital for scenarios that require immediate access
to consumption data, such as troubleshooting, real-time billing adjustments, or
monitoring. A failure in this area suggests that the meter might not be able
to provide instantaneous consumption readings or that there could be delays in
responding to the HES request, compromising the utility’s ability to manage energy
usage effectively.

The failure in UC11, Consumer Information, indicates a significant issue with
the meter’s handling and management of consumer data. This use case is impor-
tant for ensuring that all relevant consumer details, such as account numbers, ad-
dresses, and billing information, are correctly stored and retrieved. A failure here
suggests potential inaccuracies in consumer data storage or transmission, which
could lead to billing errors or difficulties in customer service interactions. Such
a failure could also expose the utility to compliance risks, as accurate consumer
data management is often subject to regulatory scrutiny.

The failure in UC12, Communication Supervision, is particularly concerning.

This use case focuses on the meter’s ability to monitor and maintain the quality of
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its communication link with the HES. Reliable communication is essential for the
entire smart metering infrastructure, as it enables the flow of consumption data,
remote commands, and firmware updates. A failure in communication supervision
could result in unreported connection drops, high data error rates, or an overall
unstable connection, making it difficult for the utility to ensure consistent and

accurate operation of the meter.

Simulation Test Results

Passed |-

Test Outcome

Failed |-

Figure 5.2: Meter 2 - Tests Results

The overall performance of this meter suggests that while it excels in many
core functionalities, it suffers from serious deficiencies in communication and data
management. These are critical areas that must be addressed to ensure the me-
ter’s full compliance with IDIS standards and its effective operation in real-world

scenarios. Simulation outputs are also included in appendix [A]
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5.16.3 Meter 3 Simulation

The third and final meter tested stands out as it successfully passed all the IDIS use
case tests [54]. This meter demonstrated full compliance with the IDIS standards,
showing that it is fully capable of operating within the specified Advanced Metering
Infrastructure (AMI) environment. The successful execution of all the use cases
highlights this meter’s robustness and readiness for practical deployment.

By passing all tests, the meter shows that it can be effectively managed re-
motely, provide accurate billing and consumption data, and handle firmware up-
grades, all while ensuring proper communication and security measures are in
place. The ability to monitor and report outages, manage load via relay, and gen-
erate warning messages further demonstrates its compliance with operational and

safety standards. The results are shown in figure |5.3|
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Figure 5.3: Meter 3 - Tests Results

This full compliance makes the meter ready to use in the UMEME project.

Given that it meets the rigorous specifications of IDIS, it can be confidently de-
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ployed in UMEME’s network, ensuring efficiency, reliability, and customer satis-

faction. The simulation outputs are properly included in appendix [A]
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Chapter 6

Cybersecurity in Smart Metering

This chapter critically examines the cybersecurity landscape in the context of
smart metering systems, with a special focus on UMEME’s current measures and
the implications for the energy sector in Uganda. Given the widespread adoption
of smart grid technologies, it is crucial to understand and enhance the cyberse-
curity frameworks protecting these systems. This discussion evaluates existing
vulnerabilities and proposes actionable enhancements to strengthen security, align

with international standards, and mitigate potential cyber threats.

6.1 Current State of Cybersecurity in Utility Data
Transfer

UMEME’s smart metering infrastructure, akin to many in developing regions,
operates with notably minimal cybersecurity protections, heavily reliant on DLM-
S/COSEM protocols. These foundational smart meter communications protocols
present significant security vulnerabilities susceptible to various cyber threats. A
primary concern is the inherent weaknesses within DLMS/COSEM, such as insuf-

ficient encryption measures and authentication mechanisms. This lack of robust
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security can lead to unauthorized data interception and manipulation, exposing
consumer data and potentially disrupting utility operations [I].

The physical security of the meters, coupled with the architecture of the com-
munication networks they use, further compounds these security challenges. Smart
meters are often installed in accessible locations, rendering them vulnerable to
physical tampering. Moreover, the communication uplinks—critical for transmit-
ting data to utility providers—Ilack robust encryption or effective authentication
mechanisms, leaving the entire system susceptible to cyber-attacks. This vulnera-
bility could lead to scenarios where malicious entities intercept or manipulate data,
impacting service reliability and customer trust [3].

Additionally, the security implementations within UMEME’s metering systems
do not sufficiently leverage advanced security features that could mitigate these
risks. The basic security measures currently in place fail to protect against sophis-
ticated cyber threats, such as session hijacking and data spoofing. Such vulnera-
bilities expose users to significant privacy breaches and provide an entry point for
further attacks on the network, potentially leading to widespread service disrup-
tions and financial fraud [55].

Communication between smart meters and utility providers, essential for real-
time data exchange necessary for dynamic power adjustments and billing, emerges
as a potential failure point under cyber threat. This vulnerability is underscored
by the prevalent use of insecure firmware and software configurations that do
not conform to international security standards, thereby increasing the risk of
unauthorized access and data breaches [56].

Another risk scenario involves the potential exploitation of the metering infras-
tructure for Distributed Denial of Service (DDoS) attacks. Attackers could harness
the connectivity of smart meters to launch DDoS attacks aimed at overloading the

energy grid’s network, causing widespread power outages. This type of attack not
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only disrupts the electricity supply but can also lead to significant economic losses
and compromise the safety of citizens [I].

Furthermore, the implementation of DLMS/COSEM often lacks measures to
secure firmware updates, leaving the system vulnerable to firmware tampering.
Attackers could modify firmware to inject malicious code, allowing them contin-
uous and undetected access to the network. Such breaches could facilitate the
manipulation of meter readings and grid operations, further emphasizing the need
for secure update mechanisms and stringent access controls [56].

Given these vulnerabilities, there is an urgent need for a comprehensive over-
haul of cybersecurity protocols within UMEME’s smart metering systems. Ad-
dressing these issues is imperative to protect against the current spectrum of
threats and to prepare for future challenges as cyber threat landscapes continue
to evolve. The existing security measures are clearly insufficient and require some
enhancements to safeguard the integrity and reliability of the utility’s operations

and to protect consumer data.

6.2 Proposed Security Enhancements

To enhance the cybersecurity framework of UMEME’s smart metering infrastruc-
ture effectively, a targeted approach that incorporates modern security protocols
and regional capabilities is essential. This strategy involves adopting a multi-
layered security framework that integrates advanced encryption, authentication,
and continuous monitoring solutions.

Firstly, it is imperative to implement robust encryption protocols across all
communication channels. Currently, DLMS/COSEM protocols are widely used but
suffer from vulnerabilities, including weak authentication and encryption methods

susceptible to downgrade attacks [57]. Upgrading these systems to use Advanced
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Encryption Standard (AES) with Galois/Counter Mode (GCM) provides authenti-
cated encryption that protects data integrity and confidentiality. This encryption
standard is recommended for its efficiency and strong security guarantees, which
can significantly reduce the risk of data interception and manipulation [57].

Authentication is another critical component. Implementing High-Level Secu-
rity (HLS) protocols for mutual authentication between smart meters and utility
providers ensures that only authorized entities can access the network [55]. This
approach involves a challenge-response mechanism, enhancing protection against
unauthorized access. Incorporating Public Key Infrastructure (PKI) allows for
secure key exchange and management, which is essential for maintaining secure
communications [57]. By ensuring that both client and server are authenticated,
the risk of man-in-the-middle attacks is substantially reduced.

Additionally, adopting a comprehensive key management strategy is crucial.
Utilizing asymmetric cryptographic methods like Elliptic Curve Diffie-Hellman
(ECDH) for key exchange offers a robust mechanism for establishing secure com-
munications channels [3]. This strategy mitigates risks associated with symmetric
key distribution, where compromise of a single key can lead to widespread security
breaches. Regular key rotation and management practices are recommended to
maintain system integrity and security over time [3].

Moreover, securing firmware updates is essential to prevent exploitation through
outdated or vulnerable software. All firmware updates should be digitally signed
and verified using asymmetric cryptography before installation, ensuring that only
authentic and approved updates are applied to devices [56]. This process is cru-
cial for maintaining system security and preventing unauthorized modifications to
device firmware, which could otherwise lead to potential exploitation.

Network segmentation further enhances security by isolating different parts of

the infrastructure, thus limiting the impact of a breach. Implementing Virtual
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Private Networks (VPNs) for communication between metering devices and the
utility’s head-end system provides an additional layer of security by encrypting
data in transit [I]. Additionally, deploying firewalls and intrusion detection systems
(IDS) can help monitor and prevent unauthorized access attempts, ensuring that
any suspicious activity is promptly identified and addressed [I].

Incorporating tamper detection mechanisms in smart meters is another effective
security measure. These systems can send alerts if physical tampering is detected,
allowing for immediate response to potential security threats [3]. This capability
is vital for maintaining the physical security of meters and ensuring that any
unauthorized attempts to access or modify the device are quickly mitigated.

Implementing Role-Based Access Control (RBAC) ensures that access to the
network is restricted based on the roles and responsibilities of users [56]. By
limiting access rights and privileges, the risk of insider threats and unauthorized
access is minimized. This approach should be complemented by regular security
audits and training programs for personnel, ensuring that all users are aware of
best practices and potential threats.

For UMEME, deploying the Interoperable Device Interface Specification (IDIS)
can enhance the overall security framework. IDIS provides a standardized approach
to implementing advanced security features, including encryption, authentication,
and key management [55]. By aligning with international standards, UMEME can
ensure its systems are resilient against evolving cyber threats, thereby enhancing
operational reliability and consumer trust.

The implementation of these security measures requires a phased approach. Ini-
tial steps should include a comprehensive assessment of the current infrastructure
to identify vulnerabilities and areas for improvement. Engaging with technology
partners and experts in cybersecurity can provide valuable insights into best prac-

tices and innovative solutions. Pilot testing in a controlled environment can help
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identify potential issues and refine the security strategy before full deployment
[57].

Continuous monitoring and updating of security measures are critical to adapt-
ing to new threats as they emerge. Establishing a robust incident response plan
ensures that UMEME can respond swiftly to security breaches, minimizing their
impact and restoring normal operations [I]. This proactive approach not only pro-
tects the integrity of UMEME’s smart metering system but also aligns with global
standards, thereby reinforcing consumer confidence in the utility’s commitment to
security and reliability [I].

In conclusion, by adopting a multi-layered security strategy that incorporates
advanced encryption, robust authentication, secure key management, and continu-
ous monitoring, UMEME can significantly enhance the cybersecurity posture of its
smart metering system. This approach ensures that UMEME is well-prepared to
face current and future cyber threats, safeguarding its operations and maintaining

the trust of its consumers and stakeholders.

6.3 Implementation Strategy

Enhancing the cybersecurity framework of UMEME’s smart metering infrastruc-
ture requires a detailed and systematic approach. This plan outlines a comprehen-
sive strategy to integrate modern security protocols tailored to the specific needs

of UMEME and the Onesait project.

6.3.1 Step 1: Conduct a Technical Assessment and Engage
Stakeholders

The implementation process begins with a thorough technical assessment to iden-

tify vulnerabilities and determine the compatibility of the existing infrastructure
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with proposed security enhancements. This assessment should evaluate the DLM-
S/COSEM protocols in use, current encryption standards, and overall network
architecture. Fngaging key stakeholders—including technology partners, cyberse-
curity experts, regulatory bodies, and manufacturers is crucial for aligning imple-
mentation with best practices and compliance requirements. Collaboration with
these partners can provide valuable insights and support, facilitating the deploy-
ment of advanced security solutions.

In this phase, it is essential to gather input from all involved parties to ensure
that the proposed enhancements meet both technical and operational require-
ments. For instance, consulting with smart meter manufacturers on the inte-
gration of tamper detection mechanisms can help tailor solutions to UMEME’s
specific needs. Engaging with regulatory bodies ensures that the implementation
aligns with local and international cybersecurity standards, fostering compliance

and stakeholder confidence.

6.3.2 Step 2: Upgrade Encryption, Authentication, and Key

Management

A crucial part of the security upgrade involves implementing robust encryption
protocols. Transitioning to AES with GCM provides authenticated encryption,
enhancing data integrity and confidentiality across all communication channels.
AES-GCM is favored for its efficiency and strong security guarantees, making it
suitable for the high-volume data transmissions typical in smart metering systems.
This upgrade significantly reduces the risk of data interception and manipulation
[57].

Implementing HLS protocols for mutual authentication ensures that only au-
thorized entities can access the network. This involves a challenge-response mech-

anism, enhancing protection against unauthorized access. Incorporating Public
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Key Infrastructure (PKI) allows for secure key exchange and management, essen-
tial for maintaining secure communications. PKI systems use digital certificates to
authenticate entities, providing a secure framework for verifying identities within
the network. This approach reduces the risk of man-in-the-middle attacks, as both
the client and server are authenticated before data exchange [55].

Adopting a comprehensive key management strategy is equally important. Uti-
lizing asymmetric cryptographic methods, such as ECDH for key exchange, pro-
vides a robust mechanism for establishing secure communication channels. This
strategy mitigates risks associated with symmetric key distribution, where the
compromise of a single key could lead to widespread security breaches. Regular
key rotation and management practices are recommended to maintain system in-
tegrity and security over time. For example, implementing a policy that mandates

key changes every 90 days can reduce the likelihood of keys being compromised

3].

6.3.3 Step 3: Implement Secure Firmware Management and

Network Segmentation

Securing firmware updates is critical to preventing exploitation through outdated
or vulnerable software. All firmware updates should be digitally signed and verified
using asymmetric cryptography before installation, ensuring that only authentic
and approved updates are applied to devices. This step is crucial for maintain-
ing system security and preventing unauthorized modifications to device firmware,
which could otherwise lead to potential exploitation. The use of secure boot pro-
cesses can further enhance this by ensuring that only trusted firmware is executed
[56].

Enhancing network security through segmentation involves isolating different

parts of the infrastructure to limit the impact of potential breaches. Implement-
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ing VPNs for secure communication between metering devices and the utility’s
head-end system provides an additional layer of security by encrypting data in
transit. VPNs create encrypted tunnels that protect data as it travels across pub-
lic networks, reducing the risk of interception. Additionally, deploying firewalls
and intrusion detection systems (IDS) can help monitor and prevent unauthorized
access attempts, ensuring that any suspicious activity is promptly identified and
addressed [I].

An example of effective network segmentation is using VLANs (Virtual Local
Area Networks) to separate different types of traffic, such as separating meter data
from control data. This reduces the attack surface and limits the potential impact

of a breach on the entire network.

6.3.4 Step 4: Integrate Tamper Detection and Access Con-

trols

Incorporating tamper detection mechanisms in smart meters can significantly en-
hance physical security. These systems can send alerts if physical tampering is
detected, allowing for immediate response to potential security threats. For in-
stance, implementing sensor-based tamper detection that triggers an alarm if a
meter cover is removed without authorization can help deter unauthorized access
and protect the device from physical attacks [3].

Implementing Role-Based Access Control (RBAC) ensures that access to the
network is restricted based on users’ roles and responsibilities. By limiting access
rights and privileges, the risk of insider threats and unauthorized access is min-
imized. This approach should be complemented by regular security audits and
training programs for personnel, ensuring that all users are aware of best practices
and potential threats. For example, conducting quarterly security awareness work-

shops can keep staff informed about the latest cybersecurity threats and mitigation
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strategies [56].

Step 5: Pilot Testing, Training, and Continuous Monitoring

Conducting pilot tests in controlled environments is essential to address poten-
tial issues and refine the security strategy before full-scale deployment. This phase
involves evaluating the effectiveness of implemented measures, identifying any ar-
eas for improvement, and ensuring compatibility with existing infrastructure. Pilot
testing allows UMEME to gather valuable feedback and make necessary adjust-
ments, ensuring a smooth transition to the new security framework [47].

Providing comprehensive training for technical staff and conducting awareness
programs to educate users about new security features and protocols are critical
components of this strategy. Ensuring that all personnel are informed about best
practices and potential threats is vital for maintaining a secure and resilient sys-
tem. Implementing ongoing training programs and certification requirements for
cybersecurity personnel can enhance the overall security posture of the organiza-
tion [57].

Establishing continuous monitoring and incident response plans ensures that
UMEME can adapt to emerging threats and respond swiftly to security breaches.
Implementing advanced monitoring tools and analytics can help detect anoma-
lies in real-time, allowing for proactive threat mitigation. A robust incident re-
sponse plan should outline specific steps for identifying, containing, and eradicating
threats, as well as recovery procedures to restore normal operations. This proactive
approach not only protects the integrity of UMEME’s smart metering system but
also aligns with global standards, reinforcing consumer confidence in the utility’s
commitment to security and reliability [I].

By following this detailed implementation plan, UMEME can effectively en-
hance its cybersecurity posture, ensuring the protection and reliability of its smart

metering infrastructure. This strategy not only addresses current vulnerabilities
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but also prepares UMEME for future challenges, safeguarding its operations and

maintaining consumer trust in the rapidly evolving digital landscape [3].
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Chapter 7

Conclusion

The completion of this thesis marks a significant milestone in the research and im-
plementation of smart metering systems within the context of Uganda’s electricity
distribution network, particularly UMEME’s OneSait Smart Metering Project.
The main objectives of the thesis—analyzing the DLMS/COSEM and IDIS stan-
dards, designing and simulating IDIS-compliant test cases, and exploring cyber-
security measures for smart metering infrastructures—have been successfully ad-
dressed and achieved. These outcomes provide valuable contributions to both the
academic understanding of smart metering technology and the practical imple-
mentation of this technology in real-world scenarios.

In Chapter 4, the focus was placed on UMEME’s smart metering project,
which aims to modernize Uganda’s energy infrastructure by deploying advanced
smart meters that are compliant with international standards. The challenges
faced in implementing such a system, including ensuring interoperability between
devices from different manufacturers, are critical to the project’s success. By utiliz-
ing the DLMS/COSEM communication protocol and ensuring adherence to IDIS
standards, UMEME can create a smart metering network that not only supports

efficient energy distribution but also provides the foundation for more advanced
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services such as real-time monitoring, remote configuration, and dynamic billing.
The thesis has contributed to this project by identifying key use cases essential
for IDIS compliance, which serve as benchmarks for evaluating the functionality
of smart meters in this network.

The importance of prepayment and billing in Uganda’s electricity sector was
also highlighted in Chapter 4, particularly with the integration of Minsait’s One-
sait Prepayment Solution. This system allows for more accurate billing and rev-
enue assurance by enabling consumers to pay for electricity in advance, based on
real-time consumption data gathered from smart meters. By ensuring IDIS com-
pliance, the system becomes more robust, providing UMEME with the flexibility
to adjust tariffs dynamically while improving customer satisfaction and reducing
losses due to inaccuracies or theft. This integration of prepayment systems into
the broader smart metering infrastructure demonstrates the practical relevance of
the test cases developed in this thesis, ensuring that UMEME’s smart meters meet
the requirements needed to function effectively within this framework.

Chapter 5 focused on the design and implementation of the use case tests, a
critical component of the thesis that ensured UMEME’s smart meters adhered to
IDIS standards. The successful development of these test cases was one of the key
accomplishments of this research, directly addressing the objective of implementing
IDIS standards into UMEME’s smart metering system. Fach use case was care-
fully constructed to simulate real-world scenarios, ensuring that the meters could
handle essential functionalities such as remote tariff programming, on-demand and
periodic readings, connection and disconnection, load management, and firmware
upgrades.

The simulation environment played a pivotal role in the testing process, allow-
ing the smart meters to be evaluated under controlled conditions. By simulating

different types of meters and testing their performance across multiple use cases,
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the thesis was able to validate the meters’ compliance with IDIS standards and
their suitability for deployment in Uganda’s electricity grid. Moreover, the sim-
ulation provided a practical demonstration of how these meters would behave in
the field, offering valuable insights into their strengths and weaknesses.

For instance, in the testing of various meters, it became evident that while
many of the meters successfully passed most use cases, there were still some that
faced challenges in specific areas such as tariff programming and connection man-
agement. These findings underscore the importance of rigorous testing before
deployment, ensuring that meters can operate effectively under the diverse con-
ditions they will encounter in the real world. Furthermore, the results from the
simulation tests highlighted the effectiveness of the designed test cases in identi-
fying potential issues with meter compliance, allowing for targeted improvements
to be made prior to full-scale deployment.

Chapter 6 took a deeper dive into the cybersecurity aspect of smart metering
systems—an area of growing concern as energy infrastructures become increasingly
digitized and interconnected. The research within this chapter revealed significant
vulnerabilities in smart meters that, if left unaddressed, could expose UMEME’s
infrastructure to a variety of cyber threats. These vulnerabilities include weak en-
cryption protocols, inadequate authentication mechanisms, and insufficient tamper
detection systems, all of which could be exploited by malicious actors to disrupt
service, steal sensitive data, or manipulate billing records.

In response to these findings, Chapter 6 proposed a range of cybersecurity
measures aimed at strengthening UMEME’s smart metering system. One of the
primary recommendations was the implementation of more advanced encryption
techniques, such as AES-256, to secure the communication between meters and
the Head-End System. This ensures that even if communication is intercepted, the

data remains protected and unusable to unauthorized parties. Additionally, the
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introduction of stronger authentication protocols, including multifactor authenti-
cation and public key infrastructure, was recommended to prevent unauthorized
access to the smart meters and the HES. These measures would significantly re-
duce the risk of cyberattacks by ensuring that only authorized users and devices
can interact with the system.

Another critical recommendation was the enhancement of tamper detection
mechanisms within the meters. Smart meters are often deployed in accessible loca-
tions, making them vulnerable to physical tampering, which can lead to inaccurate
readings or service disruptions. By implementing more sophisticated tamper de-
tection algorithms and hardware features, the meters can more effectively detect
and respond to unauthorized physical access, ensuring the integrity of the data
they collect and transmit.

In addressing the objectives of the thesis, the research has demonstrated that
by adopting these cybersecurity measures, UMEME can significantly mitigate the
risks associated with deploying smart meters in its network. The proposed solu-
tions are not only practical but also scalable, allowing UMEME to enhance the
security of its infrastructure as the network continues to grow.

The combination of comprehensive testing for IDIS compliance and enhanced
cybersecurity measures positions UMEME’s smart metering project as a robust
and future-proof solution for Uganda’s electricity distribution network. The re-
search presented in this thesis has shown that it is possible to design and implement
a smart metering system that is not only compliant with international standards
but also secure against emerging threats. This dual focus on interoperability and
security is essential for ensuring the long-term success of the OneSait Smart Meter-
ing Project, enabling UMEME to provide reliable, efficient, and secure electricity
services to its customers.

In conclusion, this thesis has achieved its primary objectives by successfully
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designing and implementing use case tests for IDIS compliance and by addressing
the cybersecurity challenges inherent in smart metering systems. The work has laid
a strong foundation for UMEME to move forward with its smart metering project,
confident in the knowledge that its meters are capable of operating within the IDIS
framework while being protected from potential cyber threats. The results of this
research will not only benefit UMEME but also serve as a valuable resource for
other utilities and organizations looking to implement smart metering systems in
similar contexts.

As UMEME continues to expand its smart metering network, the contributions
of this thesis will play a key role in ensuring that the infrastructure remains reliable,
secure, and compliant with international standards. By embracing the recommen-
dations outlined in this thesis, UMEME can position itself as a leader in smart
metering technology, setting an example for other utilities in Africa and around
the world. The combination of rigorous testing, adherence to global standards,
and a proactive approach to cybersecurity will ensure the success of UMEME’s

smart metering project for years to come.
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Appendix A

IDIS Tests Matlab Code

A.1 Main Code

clc

clear all

% Meter and HES parameters

meter = initializeMeter();

hesIP = '127.0.0.1'; % Localhost for simulation

hesPort = 502; 7 Example port

%simulateMeter (meter, hesIP, hesPort);

simulateMeterAllTests (meter, hesIP, hesPort);

A.2 Initialize Meter Code

function meter = initializeMeter ()
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% UC1 - Initialize the meter structure with default values

meter.deviceID = '1541874'; 7/ Example device ID
meter.ipAddress = '192.168.1.100'; % Example IP address
meter .systemTitle = 'MeterSystemTitle'; % Example system title

% UC2 - Initialize tariff-related variables

% meter.tariffs = struct (...

% 'Domestic', struct('lifelineRate', '0.05', 'rate',
'797.3"),

% 'Commercial', struct('rate', '791.9'),

% 'Medium_Industrial', struct('rate', '502.9'),

% 'Large_Industrial', struct('rate', '502.9'),

% 'Street_Lighting', struct('rate', '370.0"')

ho)s

meter.consumerCategory = 'Domestic'; % Default consumer

category

% UC3 - Initialize energy registers for on-demand reading
with random realistic values

% Typical household energy consumption values

meter.activeEnergyImport = round (500 + rand() * 500, 2); 7
Active energy import in kWh (500-1000)

meter .activeEnergyExport = round(rand() * 100, 2); yA
Active energy export in kWh (0-100)

meter .reactiveEnergyImport = round(rand() * 50, 2); yA
Reactive energy import in kVARh (0-50)

meter.reactiveEnergyExport = round(rand() * 30, 2); yA

Reactive energy export in kVARh (0-30)

% UC4 - Initialize cumulative registers for periodic reading
meter.cumulativeActiveImport = round (300 + rand() * 900, 2); %

300 to 1200 kWh




meter.cumulativeActiveExport = round(rand() * 200, 2); %
0 to 200 kWh

% Initialize rate registers for periodic reading

meter .rateActiveImportTl = round (100 + rand() * 500, 2); yA
100 to 600 kWh

meter.rateActiveExportTl = round(rand() * 50, 2); YA

0 to 50 kWh

% UC5 - Initialize connection status

% Possible states: 0 = Disconnected, 1 = Connected, 2 = Ready
for Reconnection

meter .connectionState = 1; 7 Assume initially connected

% Initialize instant current

meter.instantCurrent = round (10 + rand() * 20, 2); % Instant

current in Amperes, range 10 to 30 A

% UC6 - Initialize local time with some deviation (e.g.,
within 5 minutes)

initialTimeOffset = minutes(rand() * 10 - 5); % Random offset
between -5 to +5 minutes

meter.localTime = datetime('now', 'TimeZone', 'local') +
initialTimeOffset;

meter.localTime.Format = 'yyyy-MM-dd HH:mm:ss';

% UC7 - Initialize quality of supply parameters

meter.instVoltageLl = round (220 + randn() * 10, 2); %
Instantaneous Voltage L1 (V)

meter.instCurrentlLl = round(5 + randn() * 2, 2); %
Instantaneous Current L1 (A)

meter.instTotalActivePower = round (1100 + randn() * 200, 2); %
Total Active Power (W)

meter .voltageSagll = randi ([0, 10]); % Voltage
Sag Count L1




meter.voltageSwelllLl = randi ([0, 5]); % Voltage
Swell Count L1
meter .powerFailureCount = randi ([0, 3]); % Power

Failure Count

% UC8 - Initialize load management parameters
meter.activeDemandImport = round (15 + rand() * 10, 2); %
Active demand in kW

meter .relayStatus = randi ([0, 1]); % Randomly start with relay

ON or OFF
% UC9 - Initialize firmware parameters
meter.currentFirmwareVersion = 1.0; 7 Starting firmware
version
% UC10 - Initialize meter supervision parameters
meter.tamperStatus = randi ([0, 1]); % 0 = No Tamper, 1

= Tamper Detected

meter .powerQutageCount = randi ([0, 5]); % Number of power
outages detected

meter.errorCode = randi ([0, 3]); % 0 = No Error, 1-3

= Various Error Codes

meter .unexpectedResetDetected = randi ([0, 1]); % O = No Reset,
1 = Unexpected Reset Detected

% UC11 - Initialize consumer information

meter.consumerName = 'Mazinger'; % Example
consumer name

meter .consumerAddress = '420 High Road, Kampala'; J Example
consumer address

meter.tariffCategory = 'Residential’'; % Tariff

category




meter .accountNumber = 'ACC123456789"'; % Consumer
account number

meter.emailAddress = 'mazinger.zQ@example.com'; %
Consumer email address

meter ..phoneNumber = '+257701234567"'; % Consumer
phone number

meter.contractType = 'Standard Residential'; % Contract
type

% Initialize additional electricity-related variables

meter.averageMonthlyConsumption = round (400 + rand() * 200, 2)
; %» Average monthly consumption in kWh

meter .peakDemand = round(2 + rand() * 3, 2);

% Peak demand in kW

meter.billingCycle = 'Monthly';
% Billing cycle
meter .energyEfficiencyRating = 'A';
% Energy efficiency rating
% UC 12 - Initialize communication supervision parameters

meter.signalStrength = round(-70 + randn() * 5); % Signal
strength in dBm
meter .dataErrorRate = round(rand() * 5, 2); % Data error
rate in percentage
meter.connectionUptime = round(rand() * 5, 2); % Conmnection
uptime in hours
% Initialize communication events
meter.communicationEvents = {
'Start remote communication';
'"End remote communication';
'Start local communication';

'"End local communication';




% UC 13 - Initialize outage supervision variables

meter.outageNotificationEnabled = true; 7 Enable or disable
outage notifications

meter .predefinedDestinationAddress = 'HES_MAIN'; % Destination

for outage notifications

% UC 14 - Initialize display configuration variables

meter.scrollDisplayMode = 1; J 1 to 240 seconds, 255 to
deactivate

meter.displayDataFormat = struct('energy', 1, 'demand', 1, '

voltage', 1, 'current', 1); % Example format types

meter .alarmDisplayFilter = 0; 7% Alarm filter status

meter.consumerMessage = 'Welcome'; 7 Default consumer message
% UC 15 - Initialize warning message parameters
meter.warningDestinationAddress = 'Utility'; 7% Could be '

Utility' or 'Customer'

meter.loadlLimit = 5000; % Maximum allowable load in watts
before a warning is sent
meter.currentlLoad = randi([1000, 6000]); % Random initial load

in watts

end

A.3 Meter Simulation Code

function simulateMeter (meter, hesIP, hesPort)
while true
% Display options to the user
fprintf ('\nSelect a use case to test:\n');
fprintf('1l. Meter Registration\n');

fprintf('2. Remote Tariff Programming\n');




fprintf('3. On-Demand Reading\n');
fprintf('4. Periodic Reading\n');
fprintf('5. Connection/Disconnection\n');
fprintf('6. Clock Synchronization\n');
fprintf('7. Quality of Supply\n');
fprintf('8. Load Management by Relay\n');
fprintf('9. Firmware Upgrade\n');
fprintf('10. Meter Supervision\n');
fprintf('11. Consumer Information\n');
fprintf('12. Communication Supervision\n');
fprintf('13. Outage Supervision\n');
fprintf('14. Remote Parameter Configuration\n');
fprintf ('15. Warning Message Management\n');
fprintf('16. Exit\n');

choice = input('Enter your choice: ');

% Exit the loop if the choice is 16
if choice == 16
fprintf ('Exiting simulation.\n');
break;

end

% Create a TCP client to connect to the HES

try
t = tcpclient (hesIP, hesPort, 'Timeout', 10);

catch ME
fprintf ('Failed to connect to HES: %s\n', ME.message);
continue;

end

% Execute the selected use case
try

switch choice




case 1

sendRegistrationNotification(t, meter);
case 2

performRemoteTariffProgramming (t, meter);
case 3

requestOnDemandReading (t, meter);
case 4

sendPeriodicReadings (t, meter);
case 5

performConnectionDisconnection(t, meter);
case 6

performClockSynchronization(t, meter);
case 7

performQualityO0fSupplyReporting (t, meter);
case 8

performLoadManagementByRelay (t, meter);
case 9

performFirmwareUpgrade(t, meter);
case 10

performMeterSupervision(t, meter);
case 11

performConsumerInformationUpdate (t, meter);
case 12

performCommunicationSupervision(t, meter);
case 13

performOutageSupervision(t, meter);
case 14

performRemoteParameterConfiguration(t, meter);
case 15

performWarningMessageManagement (t, meter);
otherwise

fprintf ('Invalid choice. Please select a valid

option.\n');




end

catch ME

fprintf ('An error occurred during use case execution:

%s\n', ME.message);

end

% Close the connection after processing
clear t;
end

end

% Function to send registration notification
function sendRegistrationNotification(t, meter)
registrationMessage = sprintf ('REGISTER|MeterID:%s|IP:%s|

SystemTitle:%s"',

meter .deviceID, meter.ipAddress,

meter.systemTitle) ;

write(t, registrationMessage, "char");
fprintf ('Sent registration message: ’s\n', registrationMessage
)

% Wait for and process response

pause (1) ;

if t.NumBytesAvailable > O
response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received response: ’%s\n', response);

else
fprintf ('No response from HES.\n');

end

end

function performRemoteTariffProgramming(t, meter)




% Define tariffs based on consumer category with valid field

names
tariffs = struct(...
'Domestic', struct('lifelineRate', '0.05', 'rate', '797.3'
),
'"Commercial', struct('rate', '791.9'),
'Medium_Industrial', struct('rate', '502.9'),
'Large_Industrial', struct('rate', '502.9'),
'Street_Lighting', struct('rate', '370.0")

)

% Determine current tariff based on the consumer category
currentCategory = strrep(meter.consumerCategory, ' ', '_'"); %
Replace spaces with underscores

currentTariff = tariffs.(currentCategory);

% Display available tariff options

fprintf ('Current tariff for Y%s is %s.\n', currentCategory,
currentTariff .rate);

fprintf ('Select a new tariff rate from the options below:\n');

availableRates = fieldnames(tariffs);

for i = 1:length(availableRates)
rate = tariffs.(availableRates{i}) .rate;
fprintf('%d. %s Rate: Y%s\n', i, availableRates{i}, rate);

end

% Get user selection

choice = input('Enter the number corresponding to your choice:
")
if choice < 1 || choice > length(availableRates)

fprintf ('Invalid choice. Using current rate.\n');

newRate = currentTariff.rate;




else
newRate = tariffs.(availableRates{choicel}) .rate;

end

% Create message with current and new tariff information
message = sprintf ('TARIFF|MeterID:%s|Category:%s|CurrentRate:Y
s|NewRate:%s',
meter.deviceID, currentCategory,

currentTariff.rate, newRate);

% 0nly include LifelineRate for Domestic tariffs
if strcmp(currentCategory, 'Domestic')
message = sprintf('Js|LifelineRate:%s', message,

currentTariff.lifelineRate) ;

end
write(t, message, "char");
fprintf ('Sent tariff change request: %s\n', message);

% Allow some time for the server to process and respond

pause(2); % Adjust this pause duration if necessary

% Continuously check for response from HES

totalWaitTime = O0;

while totalWaitTime < 20 7 20 seconds timeout, adjust as
needed

if t.NumBytesAvailable > O

response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received response: %s\n', response);
break;

else

pause(0.5); 7% Wait a little before checking again

totalWaitTime = totalWaitTime + 0.5;




end

end

if totalWaitTime >= 20
fprintf ('No response from HES after waiting.\n');
end

end

function requestOnDemandReading(t, meter)

% Create the on-demand reading request message including meter
parameters

message = sprintf ('ON_DEMAND_READ|MeterID:%s|Request:0nDemand |
ActiveImport:%.2f|ActiveExport:%.2f|Reactivelmport:%.2f|
ReactiveExport:%.2f"',
meter.deviceID, meter.activeEnergyImport, meter.

activeEnergyExport,

meter.reactiveEnergyImport, meter.reactiveEnergyExport);

% Send the request to the HES
write(t, message, "char");

fprintf ('Sent on-demand reading request: %s\n', message);

% Wait for the response from HES
pause (2) ;
totalWaitTime = O0;
while totalWaitTime < 20 7 Timeout after 20 seconds
if t.NumBytesAvailable > O
response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received on-demand reading response: %s\n',
response) ;
break;
else

pause (0.5) ;




totalWaitTime = totalWaitTime + 0.5;
end

end

if totalWaitTime >= 20
fprintf ('No response from HES after waiting.\n');
end

end

function sendPeriodicReadings(t, meter)

% Generate periodic reading data

cumulativeImport = meter.cumulativeActiveImport; 7 Active
energy import cumulative

cumulativeExport = meter.cumulativeActiveExport; 7 Active
energy export cumulative

rateImportTl = meter.rateActivelmportTl; % Active
energy import for rate T1

rateExportTl = meter.rateActiveExportT1; % Active

energy export for rate T1

% Create message with periodic reading information
message = sprintf ('PERIODIC_READ|MeterID:%s|CumulativeImport
:%h.2f|CumulativeExport :7%.2f|RateImportTl:%.2f|RateExportT1
th.o2f",
meter.devicelD, cumulativeImport,
cumulativeExport, rateImportTil,

rateExportTl);
% Send the message to the HES
write(t, message, "char");

fprintf ('Sent periodic reading data: %s\n', message);

% Wait for acknowledgment from HES




pause (2) ;
totalWaitTime = 0;
while totalWaitTime < 20 % Timeout after 20 seconds

if t.NumBytesAvailable > 0

response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received acknowledgment: %s\n', response);
break;

else
pause (0.5) ;

totalWaitTime = totalWaitTime + 0.5;
end

end

if totalWaitTime >= 20
fprintf ('No response from HES after waiting.\n');
end

end

function performConnectionDisconnection(t, meter)
% Define possible states
1

states = struct('Disconnected', 0, 'Connected', 1,

ReadyForReconnection', 2);

% Read the initial meter state from the meter structure

fprintf ('Current meter state: %d\n', meter.connectionState);

% Create message with current state and instant current
information
message = sprintf ('CONNECTION |MeterID:%s|State:%d]|
InstantCurrent :%.2f"',
meter .devicelID, meter.connectionState, meter
.instantCurrent) ;

write(t, message, "char");




end

fprintf ('Sent connection state and instant current info: %s\n'

, message);

% Allow some time for the server to process and respond

pause (2); % Adjust this pause duration if necessary

% Continuously check for response from HES
totalWaitTime = 0;
while totalWaitTime < 20 ) 20 seconds timeout, adjust as
needed
if t.NumBytesAvailable > 0
response = char(read(t, t.NumBytesAvailable, "char"));

fprintf ('Received response: Ys\n', response);

% Parse and update meter state based on HES response

if contains(response, 'ACK|State:')
newState = extractBetween(response, 'ACK|State:',
1)
meter.connectionState = str2double (newState{1});

fprintf ('Updated meter state to: %d\n', meter.
connectionState) ;
end
break;
else
pause(0.5); % Wait a little before checking again
totalWaitTime = totalWaitTime + 0.5;
end

end

if totalWaitTime >= 20
fprintf ('No response from HES after waiting.\n');

end




function performClockSynchronization(t, meter)
% Use the pre-initialized local time from the meter structure

localTime = char(meter.localTime); J Convert to string

% Create message with current local time

message = sprintf ('CLOCK_SYNC|MeterID:%s|LocalTime:%s', meter.
deviceID, localTime);

write(t, message, "char");

fprintf ('Sent clock synchronization request: %s\n', message);

% Allow some time for the server to process and respond

pause (2) ;

% Continuously check for response from HES
totalWaitTime = 0;
while totalWaitTime < 20 7 20 seconds timeout
if t.NumBytesAvailable > O
response = char(read(t, t.NumBytesAvailable, "char"));

fprintf ('Received response: Ys\n', response);

% Parse and update meter time based on HES response

if contains (response, 'ACK|NewTime:')
newTime = extractAfter (response, 'ACK|NewTime:');
meter.localTime = datetime(newTime, 'InputFormat',
'yyyy-MM-dd HH:mm:ss', 'TimeZone', 'local');

fprintf ('Updated meter time to: %s\n', newTime);
end
break;
else
pause(0.5); J Wait before checking again
totalWaitTime = totalWaitTime + 0.5;

end




end

if totalWaitTime >= 20
fprintf ('No response from HES after waiting.\n');
end

end

function performQualityOfSupplyReporting(t, meter)
% Create a message with quality of supply data
message = sprintf ('QUALITY_REPORT|MeterID:%s|InstVoltagell:%.2
f|InstCurrentll:%.2f|InstPower:%.2f|VoltageSagLl:%d]|
VoltageSwelllL1l:%d|PowerFailureCount:%d"',
meter.devicelID, meter.instVoltagell, meter.instCurrentll,
meter.instTotalActivePower , meter.voltageSagll, meter.
voltageSwelllLl, meter.powerFailureCount);
write(t, message, "char");

fprintf ('Sent quality of supply report: %s\n', message);

% Wait for acknowledgment from HES

pause (2) ;

if t.NumBytesAvailable > O
response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received response: ’s\n', response);

else
fprintf ('No response from HES.\n');

end

end
function performLoadManagementByRelay (t, meter)
% Monitor active demand and relay status

currentDemand = meter.activeDemandImport;

% Create a message to send current relay status and demand




message = sprintf ('LOAD_MANAGEMENT |MeterID:%s|CurrentDemand
:%.2f |RelayStatus:%d"',
meter.deviceID, currentDemand, meter.relayStatus);
write(t, message, "char");

fprintf ('Sent load management report: %s\n', message);

% Wait for a response or command from HES
pause (2) ;
if t.NumBytesAvailable > 0
response = char(read(t, t.NumBytesAvailable, "char"));

fprintf ('Received response: %s\n', response);

% Process HES command
if contains(response, 'COMMAND|Relay:0N"')
meter .relayStatus = 1; J Turn relay ON
fprintf ('Relay turned ON.\n');
elseif contains (response, 'COMMAND|Relay:O0FF")
meter.relayStatus = 0; ) Turn relay OFF
fprintf ('Relay turned OFF.\n');
end
else
fprintf ('No response from HES.\n');
end

end

function performFirmwareUpgrade (t, meter)
% Simulate downloading firmware
fprintf ('Starting firmware download...\n');
pause(2); ’ Simulate download time
firmwareVersion = sprintf('vy.1f', meter.

currentFirmwareVersion + 0.1);




% Create message to send firmware download completion and
version

message = sprintf ('FIRMWARE_UPGRADE |MeterID:%s|NewVersion:%s|
Status:Downloaded',
meter .deviceID, firmwareVersion);

write(t, message, "char");

fprintf ('Sent firmware upgrade status: %s\n', message);

% Wait for verification response from HES
pause (2) ;
if t.NumBytesAvailable > 0
response = char(read(t, t.NumBytesAvailable, "char"));

fprintf ('Received response: %s\n', response);

% Check if the firmware is verified
if contains(response, 'VERIFIED')
% Activate new firmware
meter.currentFirmwareVersion = str2double(extractAfter
(firmwareVersion, 'v'));
fprintf ('Firmware version updated to %s\n',
firmwareVersion);
else
fprintf ('Firmware verification failed.\n');
end
else
fprintf ('No response from HES.\n');
end

end

function performMeterSupervision(t, meter)
% Simulate event detection
tamperDetected = meter.tamperStatus;

powerQutages = meter.powerOutageCount;




errorCode = meter.errorCode;

unexpectedReset = meter.unexpectedResetDetected;

% Create message with meter supervision status
message = sprintf ('SUPERVISION_REPORT |MeterID:%s|Tamper :7%d|
PowerOutages :%d|ErrorCode:%d|UnexpectedReset :%d",
meter.devicelD, tamperDetected, power(Outages, errorCode,
unexpectedReset) ;
write(t, message, "char");

fprintf ('Sent meter supervision report: %s\n', message);

% Wait for acknowledgment from HES
pause (2) ;
if t.NumBytesAvailable > O
response = char(read(t, t.NumBytesAvailable, "char"));

fprintf ('Received response: ’%s\n', response);

% Reset unexpected reset flag after reporting
meter.unexpectedResetDetected = 0;

else
fprintf ('No response from HES.\n');

end

end

function performConsumerInformationUpdate(t, meter)

% Create a message with consumer information

message = sprintf ('CONSUMER_INFO|MeterID:%s|ConsumerName:%s |
ConsumerAddress:’s|TariffCategory:%s|AccountNumber :%s|
EmailAddress:%s|PhoneNumber:%s|ContractType:%s|
AvgMonthlyConsumption:%.2f|PeakDemand:%.2f|BillingCycle:%s |
EnergyEfficiencyRating:%s',
meter .devicelD, meter.consumerName, meter.consumerAddress,

meter.tariffCategory, meter.accountNumber , meter.




emailAddress, meter.phoneNumber, meter.contractType,

meter.averageMonthlyConsumption, meter.peakDemand,

meter.billingCycle, meter.energyEfficiencyRating);
write(t, message, "char");

fprintf ('Sent consumer information: Y%s\n', message);

% Wait for acknowledgment from HES

pause (2) ;

if t.NumBytesAvailable > 0
response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received response: %s\n', response);

else
fprintf ('No response from HES.\n');

end

end

function performCommunicationSupervision(t, meter)

% Select a random event from the initialized communication

events
eventId = randi([1l, length(meter.communicationEvents)]);
eventName = meter.communicationEvents{eventId};

timestamp = datestr(now, 'yyyy-mm-dd HH:MM:SS');

% Create a message with event information
message = sprintf ('COMM_EVENT |MeterID:%s|EventID:%d|EventName
:hs|Timestamp:%s',
meter .deviceID, eventId, eventName,

timestamp) ;

% Send message to HES
write(t, message, "char");

fprintf ('Sent communication event: %s\n', message);




end

% Wait for acknowledgment from HES

pause (2) ;

if t.NumBytesAvailable > O
response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received response: ’%s\n', response);

else
fprintf ('No response from HES.\n');

end

function performOutageSupervision(t, meter)

% Check if outage notifications are enabled
if meter.outageNotificationEnabled

% Simulate an outage event

outageEvent = 'Total Power QOutage';

timestamp = datestr(now, 'yyyy-mm-dd HH:MM:SS');

% Create message for outage notification
message = sprintf ('0UTAGE |MeterID:%s|Event:%s|Timestamp:%s
| Destination:%s"',
meter.devicelID, outageEvent, timestamp,

meter .predefinedDestinationAddress) ;

% Send outage notification to HES
write(t, message, "char");

fprintf ('Sent outage notification: %s\n', message);

% Wait for acknowledgment from HES

pause (2) ;

if t.NumBytesAvailable > 0
response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received response: Y%s\n', response);

else




fprintf ('No response from HES.\n');
end
else
fprintf ('Outage notification is disabled.\n');
end

end

function performRemoteParameterConfiguration(t, meter)
% Create a message with the current configuration
message = sprintf ('CONFIG|MeterID:%s|ScrollMode:%d|
EnergyFormat :%d|DemandFormat :%d|VoltageFormat :%d|
CurrentFormat:%d|AlarmFilter:%d|Message:%s',
meter.deviceID, meter.scrollDisplayMode, meter.
displayDataFormat.energy,
meter.displayDataFormat.demand, meter.displayDataFormat.
voltage, meter.displayDataFormat.current,

meter.alarmDisplayFilter , meter.consumerMessage);

% Send current configuration to HES
write(t, message, "char");

fprintf ('Sent current configuration: %s\n', message);

% Wait for configuration update from HES
totalWaitTime = O0;
while totalWaitTime < 20 7 20 seconds timeout, adjust as
needed
if t.NumBytesAvailable > O
data = char(read(t, t.NumBytesAvailable, "char"));

fprintf ('Received configuration update: %s\n', data);

% Parse configuration update

parsedData = split(data, '[');




if length(parsedData) < 9
fprintf ('Error: Incomplete message received.\n');
writeline(t, 'ERROR|Incomplete Configuration
Message');
return;

end

% Apply configuration update
meter.scrollDisplayMode = str2double(extractAfter (

parsedData{3}, 'ScrollMode:'));

meter.displayDataFormat.energy str2double (

extractAfter (parsedData{4}, 'EnergyFormat:'));

meter.displayDataFormat.demand str2double (
extractAfter (parsedData{5}, 'DemandFormat:'));

meter .displayDataFormat.voltage = str2double(
extractAfter (parsedData{6}, 'VoltageFormat:'));

meter .displayDataFormat.current = str2double(
extractAfter (parsedData{7}, 'CurrentFormat:'));

meter .alarmDisplayFilter = str2double(extractAfter (
parsedData{8}, 'AlarmFilter:'));

meter.consumerMessage = extractAfter (parsedData{9}, '

Message:');

fprintf ('Updated Meter Configuration:\n');
fprintf ('Scroll Display Mode: %d seconds\n', meter.
scrollDisplayMode) ;
fprintf ('Display Data Format: Energy=%d, Demand=Y%d,
Voltage=%d, Current=Yd\n',
meter.displayDataFormat.energy, meter.
displayDataFormat.demand, meter.
displayDataFormat.voltage, meter.

displayDataFormat.current) ;




fprintf ('Alarm Display Filter: %d\n', meter.
alarmDisplayFilter) ;
fprintf ('Consumer Message: %s\n', meter.

consumerMessage) ;

% Send acknowledgment back to the HES
ackMessage = sprintf ('ACK|MeterID:%s|
ConfigUpdateSuccess', meter.devicelID);

writeline (t, ackMessage);
fprintf ('Response sent: ’%s\n', ackMessage);
break;

else
pause(0.5); % Wait a little before checking again
totalWaitTime = totalWaitTime + 0.5;

end

end

if totalWaitTime >= 20
fprintf ('No configuration update received from HES after
waiting.\n');
end

end

function performWarningMessageManagement (t, meter)
% Check current load against load limit
if meter.currentload > meter.loadLimit
% Create warning message
warningMessage = sprintf ('WARNING|MeterID:%s|CurrentLoad:
d|LoadLimit:%d|Destination:%s"',
meter .devicelD, meter.currentlLoad, meter.loadLimit,

meter .warningDestinationAddress) ;




% Send warning message
write(t, warningMessage, "char");

fprintf ('Sent warning message: %s\n', warningMessage);

% Wait for acknowledgment from HES
pause (2);
if t.NumBytesAvailable > O
response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received response: %s\n', response);
else
fprintf ('No acknowledgment received from HES.\n');
end
else
fprintf('Load within limits. No warning sent.\n');
end

end

A.4 Head End System Simulation Code

function simulateHES(ip, port)
% Create a TCP/IP server
t = tcpserver (ip, port, 'Timeout', 30);

fprintf ('Simulated HES running on %s:%d\n', ip, port);

while true
if t.Connected
% Check if there is data available
if t.NumBytesAvailable > O
data = read(t, t.NumBytesAvailable, "char");

fprintf ('Received message: Ys\n', data);

if contains(data, 'REGISTER|')




processRegistration(t, data);
elseif contains(data, 'TARIFF|"')
processTariffProgramming (t, data);
elseif contains(data, 'ON_DEMAND_READ| ')
processOnDemandReading (t, data);
elseif contains(data, 'PERIODIC_READ]| ")
processPeriodicReadings (t, data);
elseif contains(data, 'CONNECTION]| ')
processConnectionDisconnection(t, data);
elseif contains (data, 'CLOCK_SYNC]| ")
processClockSynchronization(t, data);
elseif contains(data, 'QUALITY_REPORT]|"')
processQuality0fSupply(t, data);
elseif contains(data, 'LOAD_MANAGEMENT]| ')
processLoadManagement (t, data);
elseif contains(data, 'FIRMWARE_UPGRADE]| ')
processFirmwareUpgrade (t, data);
elseif contains (data, 'SUPERVISION_REPORT]| ")
processMeterSupervision(t, data);
elseif contains (data, 'CONSUMER_INFO| ")
processConsumerInformation(t, data);
elseif contains(data, 'COMM_EVENT]| ')
processCommunicationEvent (t, data);
elseif contains(data, '0OUTAGE]| ")
processOutageNotification(t, data);

elseif contains(data, 'CONFIG]|')

processRemoteParameterConfiguration(t, data);

elseif contains (data, 'WARNING]| ')
processWarningMessage (t, data);
else

writeline(t, 'ERROR|Invalid Message');

fprintf ('Response sent: ERROR|Invalid Message\

n');




end
end
else
pause(0.1); % Brief pause to avoid busy-waiting
end
end

end

function processRegistration(t, data)
% Process registration
writeline(t, 'ACK|Registration Successful');
fprintf ('Response sent: ACK|Registration Successfull\n');

end

function processTariffProgramming(t, data)
% Parse current and new tariff info from the meter
fprintf ('Processing tariff programming...\n');

parsedData = split(data, '|');

% Debugging: Display the parsed data
fprintf ('Parsed data:\n');

disp(parsedData) ;

% Check if the parsed data has the expected length

if length(parsedData) < 5
fprintf ('Error: Incomplete message received.\n');
writeline(t, 'ERROR|Incomplete Message');
return;

end

% Extract values using regular expressions for robustness

category = regexp(parsedData{3}, 'Category:(.*)', 'tokemns',

once');




currentRate = regexp(parsedData{4}, 'CurrentRate:(.*)', '

tokens', 'once');
newRate = regexp(parsedData{5}, 'NewRate:(.*)', 'tokens', '
once');

% Handle the extraction when values are missing
if isempty(category) || isempty(currentRate) || isempty (
newRate)
fprintf ('Error: Unable to extract values from the message
An');
writeline(t, 'ERROR|Invalid Message Format');
return;

end

category = category{1l}; 7 Extract the token from the cell

array
currentRate = currentRate{1l};
newRate = newRate{1};

% Check if the message includes a LifelineRate (specific for
Domestic)
if strcmp(category, 'Domestic') && length(parsedData) >= 6
lifelineRate = regexp(parsedData{6}, 'LifelineRate:(.*)"',
'"tokens', 'once');
if "isempty(lifelineRate)
lifelineRate = lifelineRateq{1};
fprintf ('Category: %s, Current Rate: Y%s, New Rate: s,
Lifeline Rate: %s\n',
category, currentRate, newRate, lifelineRate) ;
end
else

fprintf ('Category: %s, Current Rate: %s, New Rate: %s\n',




category, currentRate, newRate) ;

end

% Simulate tariff update logic
fprintf ('Tariff for category %s updated from %s to %s.\n',

category, currentRate, newRate);

% Send acknowledgment back to the meter with the applied new
rate

ackMessage = sprintf ('ACK|Category:%s|AppliedNewRate:%s"',
category, newRate) ;

writeline (t, ackMessage);

fprintf ('Response sent: %s\n', ackMessage);

end

function processOnDemandReading(t, data)
% Process on-demand reading request
fprintf ('Processing on-demand reading...\n');

parsedData = split(data, '|');

% Extract MeterID and energy values from the message
meterID = regexp(parsedData{2}, 'MeterID:(\w+)', 'tokens', '

once');

activeImport regexp (parsedData{4}, 'ActiveImport:(\d+\.\d+)'

, '"tokens', 'once');

activeExport regexp (parsedData{5}, 'ActiveExport:(\d+\.\d+)'
, 'tokens', 'once');

reactivelmport = regexp(parsedData{6}, 'Reactivelmport:(\d+\.\
d+)', 'tokens', 'once');

reactiveExport = regexp(parsedData{7}, 'ReactiveExport:(\d+\.\

d+)', 'tokens', 'once');

% Handle cases where extraction fails




if isempty(meterID) || isempty(activeImport) || isempty (
activeExport) || isempty(reactiveImport) || isempty(
reactiveExport)
fprintf ('Error: Unable to extract values from the message
An');
writeline(t, 'ERROR|Invalid Message Format');
return;

end

% Convert extracted values from strings

meterID = meterID{1};

activeImport str2double (activeImport{1});

activeExport str2double (activeExport{1});

reactivelmport str2double (reactivelImport{1});

reactiveExport str2double (reactiveExport{1});

% Print the extracted values

fprintf ('MeterID: %s\n', meterID);

fprintf ('Active Import: %.2f kWh\n', activeImport);
fprintf ('Active Export: %.2f kWh\n', activeExport);
fprintf ('Reactive Import: %.2f kVARh\n', reactivelmport);

fprintf ('Reactive Export: %.2f kVARh\n', reactiveExport);

% Prepare a response message acknowledging the request

responseMessage = sprintf ('ACK|MeterID:%s|ReadComplete |
ActiveImport:%.2f|ActiveExport:%.2f|Reactivelmport:%.2f|
ReactiveExport:%.2f"',
meterID, activeImport, activeExport, reactivelmport,

reactiveExport) ;

% Send the response back to the meter
writeline(t, responseMessage);

fprintf ('Response sent: Js\n', responseMessage);




end

function processPeriodicReadings(t, data)

% Process periodic reading data
fprintf ('Processing periodic reading data...\n');

parsedData = split(data, '[');

% Extract MeterID and reading values from the message

meterID = regexp(parsedData{2}, 'MeterID:(\w+)', 'tokens', '
once');

cumulativeImport = regexp(parsedData{3}, 'CumulativeImport:(\d
+\.\d+)', 'tokens', 'once');

cumulativeExport = regexp(parsedData{4}, 'CumulativeExport:(\d
+\.\d+) ', 'tokemns', 'once');

rateImportTl = regexp(parsedData{5}, 'RatelmportTi:(\d+\.\d+)'
, 'tokens', 'once');

rateExportTl = regexp(parsedData{6}, 'RateExportTil:(\d+\.\d+)'

, 'tokens', 'once');

% Handle cases where extraction fails

if isempty(meterID) || isempty(cumulativeImport) || isempty(
cumulativeExport) || isempty(rateImportTl) || isempty(
rateExportT1)
fprintf ('Error: Unable to extract values from the message

An');

writeline (t, 'ERROR|Invalid Message Format');
return;

end

% Convert extracted values from strings
meterID = meterID{1};
cumulativeImport = str2double(cumulativeImport{1});

cumulativeExport = str2double(cumulativeExport{1});




end

rateImportTi1 str2double(rateImportT1{1});

rateExportT1 str2double(rateExportT1{1});

% Print the extracted values

fprintf ('MeterID: Y%s\n', meterID);

fprintf ('Cumulative Import: %.2f kWh\n', cumulativeImport);
fprintf ('Cumulative Export: %.2f kWh\n', cumulativeExport);
fprintf ('Rate Import Ti: 7%.2f kWh\n', rateImportT1l);

fprintf ('Rate Export Ti: 7.2f kWh\n', rateExportT1);

% Simulate processing and logging the data
fprintf ('Periodic reading data processed and logged for

billing.\n');

% Send acknowledgment back to the meter
ackMessage = sprintf ('ACK|MeterID:Js|ReadProcessed', meterID);
writeline(t, ackMessage);

fprintf ('Response sent: ’%s\n', ackMessage);

function processConnectionDisconnection(t, data)

% Process connection/disconnection with instant current check
fprintf ('Processing connection/disconnection...\n');

parsedData = split(data, '[');

if length(parsedData) < 4
fprintf ('Error: Incomplete message received.\n');
writeline(t, 'ERROR|Incomplete Message');
return;

end

% Extract the current state and instant current from the

message




currentState = str2double(extractAfter (parsedData{3}, 'State:'
D)
instantCurrent = str2double(extractAfter (parsedData{4},

1

InstantCurrent:'));

% Define possible states
states = struct('Disconnected', 0, 'Connected', 1, '

ReadyForReconnection', 2);

fprintf ('Current State: %d\n', currentState);

fprintf ('Instant Current: %.2f A\n', instantCurrent);

% Define current threshold for disconnection

currentThreshold = 25.0; ) Threshold in Amperes

% User menu for action selection

fprintf ('Select an action:\n');

fprintf('1l. Connect the disconnected meter\n');
fprintf('2. Disconnect the connected meter\n');
fprintf('3. Instantly disconnect if exceeds threshold\n');

choice = input('Enter your choice (1-3): ');

% Decide on the action based on user choice
switch choice
case 1
if currentState == states.Disconnected
fprintf ('Connecting meter...\n');
newState = states.Connected;
else
fprintf ('Meter is already connected.\n');
newState = currentState;
end

case 2




if currentState == states.Connected
fprintf ('Disconnecting meter...\n');
newState = states.Disconnected;

else

fprintf ('Meter is already disconnected.\n');

newState = currentState;
end
case 3
if currentState == states.Connected && instantCurrent

> currentThreshold
fprintf ('Instant current exceeds threshold.
Disconnecting meter...\n');
newState = states.Disconnected;
else
fprintf ('No change required.\n');
newState = currentState;
end
otherwise
fprintf ('Invalid choice. No action taken.\n');
newState = currentState;

end

% Send acknowledgment back to the meter with the new state
ackMessage = sprintf ('ACK|State:%d', newState);
writeline(t, ackMessage);

fprintf ('Response sent: %s\n', ackMessage);

end

function processClockSynchronization(t, data)
% Process clock synchronization
fprintf ('Processing clock synchronization...\n');

parsedData = split(data, '[');




if length(parsedData) < 3
fprintf ('Error: Incomplete message received.\n');
writeline(t, 'ERROR|Incomplete Message');
return;

end

meterID = extractAfter (parsedData{2}, 'MeterID:');

localTime = extractAfter (parsedData{3}, 'LocalTime:');

fprintf ('Meter ID: Y%s, Local Time: %s\n', meterID, localTime);

% Get current accurate time
accurateTime = datetime('now', 'TimeZone', 'UTC+2', 'Format',
'yyyy-MM-dd HH:mm:ss');

newTime = char (accurateTime); J Convert to string

fprintf ('Setting new time to: %s\n', newTime);

% Send acknowledgment back to the meter with the new time
ackMessage = sprintf ('ACK|NewTime:%s', newTime) ;
writeline(t, ackMessage);

fprintf ('Response sent: s\n', ackMessage);

end

function processQualityOfSupply(t, data)
% Process quality of supply report
fprintf ('Processing quality of supply report...\n');

parsedData = split(data, '[');

if length(parsedData) < 8
fprintf ('Error: Incomplete message received.\n');
writeline(t, 'ERROR|Incomplete Message');

return;




end

% Extract values from the message

meterID = extractAfter (parsedData{2}, 'MeterID:');

instVoltagelLl = str2double(extractAfter (parsedData{3}, '
InstVoltageLl: '));

instCurrentLl = str2double(extractAfter (parsedData{4}, '
InstCurrentLl:'));

instPower = str2double(extractAfter (parsedData{5}, 'InstPower:
"))

voltageSagll = str2double(extractAfter (parsedData{6}, '
VoltageSagLl:'));

voltageSwelllLl = str2double(extractAfter (parsedData{7}, '
VoltageSwellLl:'));

powerFailureCount = str2double(extractAfter (parsedData{8}, '

PowerFailureCount:'));

fprintf ('Meter ID: %s\n', meterID);

fprintf ('Instantaneous Voltage L1: J.2f V\n', instVoltagelLl);
fprintf ('Instantaneous Current L1: 7.2f A\n', instCurrentLl);
fprintf ('Instantaneous Power: %.2f W\n', instPower);

fprintf ('Voltage Sag Count L1: %d\n', voltageSagLl);

fprintf ('Voltage Swell Count L1: %d\n', voltageSwellLl);

fprintf ('Power Failure Count: %d\n', powerFailureCount);

% Example logic: Check for abnormal conditions
if instVoltagelLl < 210 || instVoltageLl > 250
fprintf ('Warning: Voltage L1 out of normal range!\n');

end

if voltageSaglLl > 5
fprintf ('Alert: High number of voltage sags detected!\n');

end




% Send acknowledgment back to the meter
writeline(t, 'ACK|QualityReportReceived');
fprintf ('Response sent: ACK|QualityReportReceived\n');

end

function processLoadManagement (t, data)
% Process load management report
fprintf ('Processing load management report...\n');

parsedData = split(data, '[');

if length(parsedData) < 4
fprintf ('Error: Incomplete message received.\n');
writeline(t, 'ERROR|Incomplete Message');
return;

end

% Extract values from the message

meterID = extractAfter (parsedData{2}, 'MeterID:');
currentDemand = str2double(extractAfter (parsedData{3},
CurrentDemand: '));

relayStatus = str2double(extractAfter (parsedData{4}, '

RelayStatus:'));

fprintf ('Meter ID: %s\n', meterID);
fprintf ('Current Demand: %.2f kW\n', currentDemand);

fprintf ('Relay Status: %d\n', relayStatus);

% Example logic: Command to manage relay
if currentDemand > 20 J Example threshold
fprintf ('Demand is high. Sending command to turn off relay
An');
writeline (t, 'COMMAND |Relay:0FF');




elseif relayStatus == 0
fprintf ('Demand is normal. Sending command to turn on
relay.\n');
writeline(t, 'COMMAND|Relay:0N"');
else
writeline(t, 'ACK|No Action Required');
fprintf ('No action required.\n');
end

end

function processFirmwareUpgrade (t, data)
% Process firmware upgrade status
fprintf ('Processing firmware upgrade...\n');

parsedData = split(data, '[');

if length(parsedData) < 4
fprintf ('Error: Incomplete message received.\n');
writeline(t, 'ERROR|Incomplete Message');
return;

end

% Extract values from the message
meterID = extractAfter (parsedData{2}, 'MeterID:');
newVersion = extractAfter (parsedData{3}, 'NewVersion:');

status = extractAfter (parsedData{4}, 'Status:');

fprintf ('Meter ID: %s\n', meterID);
fprintf ('New Firmware Version: %s\n', newVersion);

fprintf ('Status: Y%s\n', status);

% Simulate firmware verification process
if strcmp(status, 'Downloaded’)

fprintf ('Verifying firmware...\n');




pause(1); 7% Simulate verification time

verified = rand() > 0.2; % Randomly verify firmware with

80% success rate

if verified

fprintf ('Firmware verified successfully.\n');

writeline(t, 'VERIFIED|Firmware upgrade verified.');

else

fprintf ('Firmware verification failed.\n');

writeline(t, 'FAILED|Firmware verification failed.

end
end

end

function processMeterSupervision(t, data)
% Process meter supervision report
fprintf ('Processing meter supervision report...\n');

parsedData = split(data, '|');

if length(parsedData) < 6
fprintf ('Error: Incomplete message received.\n');
writeline (t, 'ERROR|Incomplete Message');
return;

end

% Extract values from the message

meterID = extractAfter (parsedData{2}, 'MeterID:');

tamperDetected = str2double (extractAfter (parsedData{3},
Tamper: '));

powerOutages = str2double(extractAfter (parsedData{4}, '

PowerOutages: '));

"D

errorCode = str2double(extractAfter (parsedData{5}, 'ErrorCode:

"))




unexpectedReset = str2double(extractAfter (parsedData{6}, '

UnexpectedReset:'));

fprintf ('Meter ID: Y%s\n', meterID);
fprintf (' Tamper Detected: %d\n', tamperDetected);
fprintf ('Power Outages: %d\n', powerOutages);
fprintf ('Error Code: %d\n', errorCode);

fprintf ('Unexpected Reset: %d\n', unexpectedReset);

% Example logic: Alert if any issues are detected
if tamperDetected
fprintf ('Alert: Tamper detected on meter %s!\n', meterID);

end

if powerQOutages > 0
fprintf ('Alert: ’%d power outages reported by meter %s!'!\n',
powerOutages , meterID);

end

% Handle different error codes
switch errorCode
case 1
fprintf ('Error: Low battery warning on meter %s.\n',
meterID);
case 2
fprintf ('Error: Communication failure with meter ¥%s.\n
', meterID);
case 3
fprintf ('Error: Internal sensor malfunction on meter %
s.\n', meterID);
otherwise

if errorCode > O




fprintf ('Error: Unknown error code 7%d reported by
meter %s.\n', errorCode, meterID);
end

end

if unexpectedReset
fprintf ('Alert: Unexpected reset detected on meter Y%s!\n',
meterID) ;

end

% Send acknowledgment back to the meter
writeline(t, 'ACK|SupervisionReportReceived');
fprintf ('Response sent: ACK|SupervisionReportReceived\n');

end

function processConsumerInformation(t, data)
% Process consumer information
fprintf ('Processing consumer information...\n');

parsedData = split(data, '|');

if length(parsedData) < 13
fprintf ('Error: Incomplete message received.\n');
writeline(t, 'ERROR|Incomplete Message');
return;

end

% Extract values from the message

meterID = extractAfter (parsedData{2}, 'MeterID:');

consumerName = extractAfter (parsedData{3}, 'ConsumerName:');
consumerAddress = extractAfter (parsedData{4}, 'ConsumerAddress
DI

tariffCategory = extractAfter (parsedData{5}, 'TariffCategory:'
)




accountNumber = extractAfter (parsedData{6}, 'AccountNumber:');

emailAddress = extractAfter (parsedData{7}, 'EmailAddress:');

phoneNumber = extractAfter (parsedData{8}, 'PhonelNumber:');

contractType = extractAfter (parsedData{9}, 'ContractType:');

avgMonthlyConsumption = str2double(extractAfter (parsedData
{10}, 'AvgMonthlyConsumption:'));

peakDemand = str2double(extractAfter (parsedData{11}, '
PeakDemand:'));

billingCycle = extractAfter (parsedData{12}, 'BillingCycle:');

energyEfficiencyRating = extractAfter (parsedData{13},

EnergyEfficiencyRating:');

fprintf ('Meter ID: %s\n', meterID);
fprintf ('Consumer Name: %s\n', consumerName) ;
fprintf (' Consumer Address: %s\n', consumerAddress);
fprintf ('Tariff Category: %s\n', tariffCategory);
fprintf ('Account Number: %s\n', accountNumber);
fprintf ('Email Address: %s\n', emailAddress);
fprintf ('Phone Number: %s\n', phoneNumber) ;
fprintf ('Contract Type: %s\n', contractType);
fprintf ('Average Monthly Consumption: %.2f kWh\n',
avgMonthlyConsumption) ;
fprintf ('Peak Demand: 7%.2f kW\n', peakDemand);
fprintf ('Billing Cycle: %s\n', billingCycle);
fprintf ('Energy Efficiency Rating: %s\n',

energyEfficiencyRating);

% Simulate additional processing if necessary
% For example, update consumer records or prepare billing

information

% Send acknowledgment back to the meter

writeline(t, 'ACK|ConsumerInfoReceived');




fprintf ('Response sent: ACK|ConsumerInfoReceived\n');

end

function processCommunicationEvent (t, data)
% Parse communication event from the meter
fprintf ('Processing communication event...\n');

parsedData = split(data, '[');

if length(parsedData) < 5
fprintf ('Error: Incomplete message received.\n');
writeline(t, 'ERROR|Incomplete Message');
return;

end

eventId = extractAfter (parsedData{3}, 'EventID:');
eventName = extractAfter (parsedData{4}, 'EventName:');

timestamp = extractAfter (parsedData{5}, 'Timestamp:');

fprintf ('Event ID: Y%s, Event Name: %s, Timestamp: %s\n',

eventId, eventName, timestamp);

% Log the event (this could involve appending to a file or
database)
fprintf ('Logging event: ID=Ys, Name=%s, Timestamp=Ys\n',

eventId, eventName, timestamp);

% Send acknowledgment back to the meter

ackMessage = sprintf ('ACK|EventID:%s|Logged', eventId);
writeline(t, ackMessage);

fprintf ('Response sent: %s\n', ackMessage);

end

function processOutageNotification(t, data)




end

% Parse outage notification data
fprintf ('Processing outage notification...\n');

parsedData = split(data, '[');

if length(parsedData) < 5
fprintf ('Error: Incomplete message received.\n');
writeline(t, 'ERROR|Incomplete Message');
return;

end

eventId = parsedData{2};
event = extractAfter (parsedData{3}, 'Event:');
timestamp = extractAfter (parsedData{4}, 'Timestamp:');

destination = extractAfter (parsedData{5}, 'Destination:');

fprintf ('Outage Event: %s, Timestamp: %s, Destination: %s\n',

event, timestamp, destination);

% Log the outage event (for record-keeping)
fprintf ('Logging outage event: Event=Ys, Timestamp=is,

Destination=%s\n', event, timestamp, destination);

% Send acknowledgment back to the meter
ackMessage = sprintf ('ACK|Event:%s|Logged', event);
writeline(t, ackMessage);

fprintf ('Response sent: %s\n', ackMessage);

function processRemoteParameterConfiguration(t, data)

% Assume data is already received and passed to the function

fprintf ('Processing configuration message from meter...\n');

% Parse configuration message from meter




parsedData = split(data, '|');

if length(parsedData) < 9
fprintf ('Error: Incomplete configuration message received
An');
writeline(t, 'ERROR|Incomplete Configuration Message');
return;

end

meterID = extractAfter (parsedData{2}, 'MeterID:');

scrollMode = extractAfter (parsedData{3}, 'ScrolllMode:');
energyFormat = extractAfter (parsedData{4}, 'EnergyFormat:');
demandFormat = extractAfter (parsedData{b}, 'DemandFormat:');
voltageFormat = extractAfter (parsedData{6}, 'VoltageFormat:');
currentFormat = extractAfter (parsedData{7}, 'CurrentFormat:');
alarmFilter = extractAfter (parsedData{8}, 'AlarmFilter:');

consumerMessage = extractAfter (parsedData{9}, 'Message:');

% Log the current configuration

fprintf ('Current Meter Configuration:\n');

fprintf ('MeterID: %s\n', meterID);

fprintf ('Scroll Mode: %s seconds\n', scrollMode);

fprintf ('Display Data Formats - Energy: %s, Demand: s,
Voltage: %s, Current: %s\n',
energyFormat , demandFormat, voltageFormat, currentFormat);

fprintf ('Alarm Display Filter: Y%s\n', alarmFilter);

fprintf ('Consumer Message: %s\n', consumerMessage);

% Ask the user to update each parameter

fprintf ('\nEnter new configuration settings for the meter.\n')

b

% Update Scroll Display Mode




fprintf('1. Scroll Display Mode Options:\n');

fprintf (' 1. 10 seconds\n');
fprintf (' 2. 30 seconds\n');
fprintf (' 3. 60 seconds\n');
fprintf (' 4. 240 seconds\n');
fprintf (' 5. Deactivate (255)\n');

scrollChoice = input('Select a new scroll display mode (1-5):
")

switch scrollChoice

case 1

scrollMode = '10';
case 2

scrollMode = '30';
case 3

scrollMode = '60"';
case 4

scrollMode = '240"';
case 5

scrollMode = '255"';

otherwise
fprintf ('Invalid choice. Keeping current setting.\n');

end

% Update Display Data Formats

fprintf('2. Display Data Format Options:\mn');

fprintf (' 1. Format Type 1\n');
fprintf (' 2. Format Type 2\n');
fprintf (' 3. Format Type 3\n');
fprintf (' 4. Format Type 4\n');

energyChoice = input('Select a new energy display format (1-4)
")




demandChoice = input('Select a new demand display format (1-4)

")

voltageChoice = input('Select a new voltage display format
(1-4): ");

currentChoice = input('Select a new current display format
(1-4): ");

energyFormat = num2str (energyChoice);

demandFormat = num2str (demandChoice) ;

voltageFormat = num2str (voltageChoice);

currentFormat = num2str (currentChoice) ;

% Update Alarm Display Filter
fprintf('3. Alarm Display Filter:\mn');

fprintf (' 0. Disabled\n');

fprintf (' 1. Enabled\n');

alarmChoice = input('Select alarm display filter status (0 or
: )3

if alarmChoice == 0 || alarmChoice == 1
alarmFilter = num2str(alarmChoice);

else

fprintf ('Invalid choice. Keeping current setting.\n');

end

% Update Consumer Message

consumerMessage = input('Enter new consumer message: ', 's');

% Create update message
updateMessage = sprintf ('CONFIG_UPDATE|MeterID:%s|ScrollMode:
s|EnergyFormat :%s|DemandFormat :%s|VoltageFormat :%s|
CurrentFormat:%s|AlarmFilter:%s|Message:%s"',
meterID, scrollMode, energyFormat,

demandFormat , voltageFormat,




currentFormat, alarmFilter,
consumerMessage) ;
writeline(t, updateMessage);

fprintf ('Sent updated configuration: Y%s\n', updateMessage);

% Wait for acknowledgment from the meter

pause (2) ;

if t.NumBytesAvailable > O
response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received response: %s\n', response);

else
fprintf ('No response from meter.\n');

end

end

function processWarningMessage(t, data)
% Parse warning message
fprintf ('Processing warning message...\n');

parsedData = split(data, '[');

if length(parsedData) < 5

fprintf ('Error: Incomplete warning message received.\n');

writeline(t, 'ERROR|Incomplete Warning Message');
return;

end

meterID = extractAfter (parsedData{2}, 'MeterID:');
currentlLoad = str2double(extractAfter (parsedData{3}, '

CurrentLoad:'));

loadlimit = str2double(extractAfter (parsedData{4}, 'LoadlLimit:

"))

destination = extractAfter (parsedData{5}, 'Destination:');




% Log the warning

fprintf ('Warning from MeterID: %s\n', meterID);

fprintf ('Current Load: %d, Load Limit: %d\n', currentload,
loadLimit) ;

fprintf ('Message sent to: %s\n', destination);

% Acknowledge the warning message

ackMessage = sprintf ('ACK|Warning received from MeterID:%s',
meterID) ;

writeline (t, ackMessage);

fprintf ('Response sent: Js\n', ackMessage);

end

A.5 Head End System Simulation Code - Perform
All Tests and Plot Variant

function simulateMeterAllTests (meter, hesIP, hesPort)
% Create TCP/IP client

t = tcpclient (hesIP, hesPort, 'Timeout', 30);

% Initialize test results
testResults = struct('Registration', false, 'Tariff', false, '
OnDemand', false,
'Periodic', false, 'Connection', false, '
ClockSync', false,
'Quality ', false, 'LoadMgmt', false, '
Firmware', false,
'Supervision', false, 'ConsumerInfo',

false, 'CommSupervision', false,




'Outage', false, 'RemoteConfig', false, '

Warning', false);

% UCLl - Meter Registration Test

if all(isfield(meter, {'deviceID', 'ipAddress', 'systemTitle'
1))
sendRegistrationNotification(t, meter);
testResults.Registration = true;

end

% UC2 - Remote Tariff Programming Test

if isfield(meter, 'consumerCategory')
performRemoteTariffProgramming (t, meter);
testResults.Tariff = true;

end

% UC3 - On-Demand Reading Test

if all(isfield(meter, {'activeEnergylmport', '
activeEnergyExport', 'reactiveEnergyImport', '
reactiveEnergyExport'}))
requestOnDemandReading (t, meter) ;

testResults.0OnDemand = true;

end

% UC4 - Periodic Reading Test

if all(isfield(meter, {'cumulativeActiveImport', '
cumulativeActiveExport', 'rateActivelImportTl', '

rateActiveExportT1'}))

sendPeriodicReadings (t, meter);

testResults.Periodic = true;

end

% UC5 - Connection/Disconnection Test




if all(isfield(meter, {'connectionState', 'instantCurrent'}))
performConnectionDisconnection(t, meter);
testResults.Connection = true;

end

% UC6 - Clock Synchronization Test

if isfield(meter, 'localTime')
performClockSynchronization(t, meter);
testResults.ClockSync = true;

end

% UC7 - Quality of Supply Test

if all(isfield(meter, {'instVoltageLl', 'instCurrentLl', '
instTotalActivePower', 'voltageSagLl', 'voltageSwellL1l', '
powerFailureCount'}))
performQuality0fSupplyReporting(t, meter);
testResults.Quality = true;

end

% UC8 - Load Management by Relay Test

if all(isfield(meter, {'activeDemandImport', 'relayStatus'}))
performLoadManagementByRelay (t, meter);
testResults.LoadMgmt = true;

end

% UC9 - Firmware Upgrade Test

if isfield(meter, 'currentFirmwareVersion')
performFirmwareUpgrade (t, meter) ;
testResults.Firmware = true;

end

% UC10 - Meter Supervision Test




if all(isfield (meter, {'tamperStatus', 'powerOutageCount', '
errorCode', 'unexpectedResetDetected'}))

performMeterSupervision(t, meter);

testResults.Supervision = true;

end

% UC11l - Consumer Information Test

if all(isfield(meter, {'consumerName', 'consumerAddress', '
tariffCategory', 'accountNumber', 'emailAddress',6 '
phoneNumber', 'contractType', 'averageMonthlyConsumption',
'peakDemand', 'billingCycle', 'energyEfficiencyRating'}))

performConsumerInformationUpdate (t, meter);

testResults.ConsumerInfo = true;

end

% UC12 - Communication Supervision Test

if all(isfield(meter, {'signalStrength', 'dataErrorRate', '
connectionUptime', 'communicationEvents'}))

performCommunicationSupervision(t, meter);
testResults.CommSupervision = true;

end

% UC13 - Outage Supervision Test

if all(isfield(meter, {'outageNotificationEnabled', '
predefinedDestinationAddress'}))
performOutageSupervision(t, meter);

testResults.Outage = true;

end
% UC1l4 - Remote Parameter Configuration Test
if all(isfield(meter, {'scrollDisplayMode', 'displayDataFormat

', 'alarmDisplayFilter', 'consumerMessage'}))

performRemoteParameterConfiguration(t, meter);




testResults.RemoteConfig = true;

end

% UC15 - Warning Message Management Test

if all(isfield(meter, {'warningDestinationAddress', 'loadLimit

', 'currentLoad'}))
performWarningMessageManagement (t, meter);
testResults.Warning = true;

end

% Cancel TCP connection

clear t;

% Plot results

plotTestResults (testResults);
%hplotTestResultsHeatmap (testResults);
%plotTestResultsRadar (testResults);
%plotTestResultsTable (testResults);

end

function plotTestResults(testResults)
% Convert structure to a table for easy plotting
resultsTable = struct2table(testResults);
testNames = resultsTable.Properties.VariableNames;
testOutcomes = double(table2array (resultsTable)); 7’ Convert

logical to double

% Assign -1 to failed tests

testOutcomes (testOutcomes == Q) = -1;

% Create categorical array with the specified order
testNamesCategorical = categorical(testNames, testNames, '

Ordinal', true);




end

% Create a figure for the results

figure;
b = bar(testNamesCategorical, testOutcomes, 'FaceColor', 'flat
")

% Set colors: green for passed (1), red for failed (-1)
for i = 1:length(testOutcomes)
if testlOutcomes (i) == 1
b.CData(i, :) = [0 1 0]; % Green
elseif testOutcomes(i) == -1
b.CData(i, :) = [1 0 0]; % Red
end

end

% Adjust the y-axis to only show -1, 0, and 1
ylim([-1.5, 1.5]);

yticks ([-1, 0, 11);

yticklabels ({'Failed', '', 'Passed'});

ylabel ('Test Outcome');
title('Simulation Test Results');
set(gca, 'XTickLabelRotation', 45);

grid on;

function plotTestResultsHeatmap(testResults)

% Convert structure to a table for easy plotting
resultsTable = struct2table(testResults);

testNames = resultsTable.Properties.VariableNames;




testOutcomes = double(table2array(resultsTable)); 7 Convert

logical to double (1 or 0)

% Prepare data for heatmap
dataMatrix = testOutcomes; J Use test outcomes directly as

data matrix

% Create vectors for X and Y axis labels

xLabels = categorical(testNames) ;

yLabels {'Test Status'l}; 7% Single row indicating status
% Ensure dataMatrix is 2D for heatmap

dataMatrix = reshape(dataMatrix, [1, length(dataMatrix)]);

% Create a heatmap with the appropriate data

figure;

heatmap (xLabels, yLabels, dataMatrix,
'"Colormap', parula, 'ColorbarVisible', 'on',

CellLabelColor', 'none');

title ('Heatmap of Test Results');

xlabel ('Test Cases');

ylabel ('Status');

end

function plotTestResultsRadar (testResults)
% Convert structure to a table for easy plotting
resultsTable = struct2table(testResults);
testNames = resultsTable.Properties.VariableNames;

testOutcomes = table2array(resultsTable);




% Create a radar chart

figure;

polarplot (linspace (0, 2*pi, length(testOutcomes)+1), [
testOutcomes, testOutcomes(1)], '-o');

ax = gca;

ax.ThetaTick = linspace(0, 360, length(testOutcomes)+1);

ax.ThetaTickLabel = [testNames, testNames (1)];

ax.RLim = [0, 1];

title ('Radar Chart of Test Results');

end

function plotTestResultsTable(testResults)
% Convert structure to a table for easy display

resultsTable = struct2table(testResults);

% Display the results table
disp('Test Results Summary:');
disp(resultsTable);

end

% Function to send registration notification
function sendRegistrationNotification(t, meter)
registrationMessage = sprintf ('REGISTER|MeterID:%s|IP:%s|
SystemTitle:%s"',
meter.devicelD, meter.ipAddress,

meter.systemTitle) ;

write(t, registrationMessage, "char");
fprintf ('Sent registration message: ’%s\n', registrationMessage
)3

% Wait for and process response
pause (1) ;

if t.NumBytesAvailable > 0




response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received response: Y%s\n', response);

else
fprintf ('No response from HES.\n');

end

end

function performRemoteTariffProgramming(t, meter)

% Define tariffs based on consumer category with valid field

names
tariffs = struct(...
'Domestic', struct('lifelineRate', '0.05', 'rate', '797.3'
),
'"Commercial', struct('rate', '791.9'),
'"Medium_Industrial', struct('rate', '502.9'),
'Large_Industrial', struct('rate', '502.9'),
'Street_Lighting', struct('rate', '370.0")

)

% Determine current tariff based on the consumer category
currentCategory = strrep(meter.consumerCategory, ' ', '_'"); %
Replace spaces with underscores

currentTariff = tariffs.(currentCategory);

% Display available tariff options

fprintf ('Current tariff for Y%s is Y%s.\n', currentCategory,
currentTariff.rate);

fprintf ('Select a new tariff rate from the options below:\n');

availableRates = fieldnames (tariffs);

for i = l:length(availableRates)
rate = tariffs.(availableRates{i}).rate;

fprintf('%d. %s Rate: Y%s\n', i, availableRates{i}, rate);




end

% Get user selection

choice = input('Enter the number corresponding to your choice:
")
if choice < 1 || choice > length(availableRates)

fprintf ('Invalid choice. Using current rate.\n');
newRate = currentTariff.rate;

else

newRate tariffs.(availableRates{choicel}) .rate;

end

% Create message with current and new tariff information
message = sprintf ('TARIFF|MeterID:%s|Category:%s|CurrentRate:Y
s|NewRate:%s',
meter.deviceID, currentCategory,

currentTariff.rate, newRate);

% 0nly include LifelineRate for Domestic tariffs
if strcmp(currentCategory, 'Domestic')
message = sprintf('Ys|LifelineRate:%s', message,

currentTariff.lifelineRate);

end
write(t, message, "char");
fprintf ('Sent tariff change request: %s\n', message);

% Allow some time for the server to process and respond

pause (2); % Adjust this pause duration if necessary

% Continuously check for response from HES

totalWaitTime = O0;




while totalWaitTime < 20 ) 20 seconds timeout, adjust as
needed

if t.NumBytesAvailable > O

response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received response: %s\n', response);
break;

else

pause (0.5); 7% Wait a little before checking again
totalWaitTime = totalWaitTime + 0.5;
end

end

if totalWaitTime >= 20
fprintf ('No response from HES after waiting.\mn');
end

end

function requestOnDemandReading(t, meter)

% Create the on-demand reading request message including meter
parameters

message = sprintf ('ON_DEMAND_READ|MeterID:%s|Request:0nDemand |
ActiveImport:%.2f|ActiveExport:%.2f|Reactivelmport :%.2f|
ReactiveExport:%.2f"',
meter.devicelID, meter.activeEnergyImport, meter.

activeEnergyExport,

meter.reactiveEnergyImport, meter.reactiveEnergyExport);

% Send the request to the HES
write(t, message, "char");

fprintf ('Sent on-demand reading request: %s\n', message);

% Wait for the response from HES

pause (2) ;




totalWaitTime = 0;
while totalWaitTime < 20 % Timeout after 20 seconds
if t.NumBytesAvailable > O
response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received on-demand reading response: %s\n',
response) ;
break;
else
pause (0.5) ;
totalWaitTime = totalWaitTime + 0.5;
end

end

if totalWaitTime >= 20
fprintf ('No response from HES after waiting.\n');
end

end

function sendPeriodicReadings(t, meter)

% Generate periodic reading data

cumulativeImport = meter.cumulativeActiveImport; 7 Active
energy import cumulative

cumulativeExport = meter.cumulativeActiveExport; 7 Active
energy export cumulative

ratelmportTl = meter.rateActivelmportTl; % Active
energy import for rate T1

rateExportTl = meter.rateActiveExportTl; % Active

energy export for rate T1

% Create message with periodic reading information

message = sprintf ('PERIODIC_READ|MeterID:%s|CumulativelImport
:%.2f | CumulativeExport:%.2f |RateImportTl:%.2f|RateExportT1
h.2f",




meter.deviceID, cumulativeImport,
cumulativeExport, rateImportTil,

rateExportTl);

% Send the message to the HES
write(t, message, "char");

fprintf ('Sent periodic reading data: %s\n', message);

% Wait for acknowledgment from HES

pause (2) ;

totalWaitTime = 0;

while totalWaitTime < 20 Y Timeout after 20 seconds

if t.NumBytesAvailable > O

response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received acknowledgment: %s\n', response);
break;

else
pause (0.5) ;
totalWaitTime = totalWaitTime + 0.5;

end

end

if totalWaitTime >= 20
fprintf ('No response from HES after waiting.\n');
end

end

function performConnectionDisconnection(t, meter)
% Define possible states
states = struct('Disconnected', 0, 'Connected', 1, '

ReadyForReconnection', 2);

% Read the initial meter state from the meter structure




fprintf ('Current meter state: %d\n', meter.connectionState);

% Create message with current state and instant current
information

message = sprintf ('CONNECTION |MeterID:%s|State:%d]|
InstantCurrent :%.2f"',

meter .devicelD, meter.connectionState, meter
.instantCurrent) ;
write(t, message, "char");
fprintf ('Sent connection state and instant current info: %s\n'

, message);

% Allow some time for the server to process and respond

pause(2); % Adjust this pause duration if necessary

% Continuously check for response from HES
totalWaitTime = O0;
while totalWaitTime < 20 7% 20 seconds timeout, adjust as
needed
if t.NumBytesAvailable > O
response = char(read(t, t.NumBytesAvailable, "char"));

fprintf ('Received response: Y%s\n', response);

% Parse and update meter state based on HES response

if contains(response, 'ACK|State:')
newState = extractBetween(response, 'ACK|State:',
1)
meter.connectionState = str2double(newState) ;

fprintf ('Updated meter state to: %d\n', meter.
connectionState) ;
end
break;

else




pause (0.5); 7% Wait a little before checking again
totalWaitTime = totalWaitTime + 0.5;
end

end

if totalWaitTime >= 20
fprintf ('No response from HES after waiting.\n');
end

end

function performClockSynchronization(t, meter)
% Use the pre-initialized local time from the meter structure

localTime = char(meter.localTime); 7 Convert to string

% Create message with current local time

message = sprintf ('CLOCK_SYNC|MeterID:%s|LocalTime:%s', meter.
deviceID, localTime);

write(t, message, "char");

fprintf ('Sent clock synchronization request: %s\n', message);

% Allow some time for the server to process and respond

pause (2) ;

% Continuously check for response from HES
totalWaitTime = O0;
while totalWaitTime < 20 % 20 seconds timeout
if t.NumBytesAvailable > O
response = char(read(t, t.NumBytesAvailable, "char"));

fprintf ('Received response: %s\n', response);

% Parse and update meter time based on HES response
if contains(response, 'ACK|NewTime:')

newTime = extractAfter (response, 'ACK|NewTime:');




meter.localTime = datetime(newTime, 'InputFormat',
'yyyy-MM-dd HH:mm:ss', 'TimeZone', 'local');
fprintf ('Updated meter time to: %s\n', newTime);
end
break;
else
pause(0.5); 7 Wait before checking again
totalWaitTime = totalWaitTime + 0.5;
end

end

if totalWaitTime >= 20
fprintf ('No response from HES after waiting.\n');
end

end

function performQualityOfSupplyReporting(t, meter)
% Create a message with quality of supply data
message = sprintf ('QUALITY_REPORT|MeterID:%s|InstVoltagelLl:%.2
f|InstCurrentll:%.2f| InstPower:%.2f|VoltageSagll:%d]
VoltageSwellLl:%d|PowerFailureCount:%d"',
meter.deviceID, meter.instVoltagelLl, meter.instCurrentLl,
meter.instTotalActivePower , meter.voltageSaglLl, meter.
voltageSwellll, meter.powerFailureCount);
write(t, message, "char");

fprintf ('Sent quality of supply report: %s\n', message);

% Wait for acknowledgment from HES

pause (2) ;

if t.NumBytesAvailable > 0
response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received response: %s\n', response);

else




fprintf ('No response from HES.\n');
end

end

function performLoadManagementByRelay (t, meter)
% Monitor active demand and relay status

currentDemand = meter.activeDemandImport;

% Create a message to send current relay status and demand
message = sprintf ('LOAD_MANAGEMENT |MeterID:%s|CurrentDemand
:%.2f |RelayStatus:%d"',
meter.deviceID, currentDemand, meter.relayStatus);
write(t, message, "char");

fprintf ('Sent load management report: %s\n', message);

% Wait for a response or command from HES
pause (2) ;
if t.NumBytesAvailable > O
response = char(read(t, t.NumBytesAvailable, "char"));

fprintf ('Received response: Y%s\n', response);

% Process HES command
if contains(response, 'COMMAND|Relay:0N"')
meter .relayStatus = 1; 7% Turn relay ON
fprintf ('Relay turned ON.\n');
elseif contains(response, 'COMMAND|Relay:0FF')
meter.relayStatus = 0; % Turn relay OFF
fprintf ('Relay turned OFF.\n');
end
else
fprintf ('No response from HES.\n');
end

end




function performFirmwareUpgrade(t, meter)
% Simulate downloading firmware
fprintf ('Starting firmware download...\n');
pause(2); ’ Simulate download time
firmwareVersion = sprintf('vy.1f', meter.

currentFirmwareVersion + 0.1);

% Create message to send firmware download completion and
version

message = sprintf ('FIRMWARE_UPGRADE |MeterID:%s|NewVersion:Js |
Status:Downloaded',
meter.deviceID, firmwareVersion);

write(t, message, "char");

fprintf ('Sent firmware upgrade status: %s\n', message);

% Wait for verification response from HES
pause (2) ;
if t.NumBytesAvailable > O
response = char(read(t, t.NumBytesAvailable, "char"));

fprintf ('Received response: %s\n', response);

% Check if the firmware is verified
if contains(response, 'VERIFIED')
% Activate new firmware
meter.currentFirmwareVersion = str2double(extractAfter
(firmwareVersion, 'v'));
fprintf ('Firmware version updated to %s\n',
firmwareVersion) ;
else
fprintf ('Firmware verification failed.\n');
end

else




fprintf ('No response from HES.\n');
end

end

function performMeterSupervision(t, meter)
% Simulate event detection
tamperDetected = meter.tamperStatus;
powerQutages = meter.powerOutageCount;
errorCode = meter.errorCode;

unexpectedReset = meter.unexpectedResetDetected;

% Create message with meter supervision status
message = sprintf ('SUPERVISION_REPORT|MeterID:%s|Tamper :7%d|
PowerOutages:%d|ErrorCode:%d|UnexpectedReset :%d",
meter.deviceID, tamperDetected, powerQOutages, errorCode,
unexpectedReset) ;
write(t, message, "char");

fprintf ('Sent meter supervision report: %s\n', message);

% Wait for acknowledgment from HES
pause (2) ;
if t.NumBytesAvailable > O
response = char(read(t, t.NumBytesAvailable, "char"));

fprintf ('Received response: Y%s\n', response);

% Reset unexpected reset flag after reporting
meter.unexpectedResetDetected = 0;

else
fprintf ('No response from HES.\n');

end

end

function performConsumerInformationUpdate(t, meter)




end

% Create a message with consumer information
message = sprintf ('CONSUMER_INFO|MeterID:%s|ConsumerName:%s |
ConsumerAddress:’s|TariffCategory:%s|AccountNumber :%s|
EmailAddress:%s|PhoneNumber:%s|ContractType:%s|
AvgMonthlyConsumption:%.2f|PeakDemand:%.2f|BillingCycle:%s |
EnergyEfficiencyRating:%s',
meter .devicelD, meter.consumerName, meter.consumerAddress,
meter.tariffCategory, meter.accountNumber , meter.
emailAddress, meter.phoneNumber, meter.contractType,
meter.averageMonthlyConsumption, meter.peakDemand,
meter .billingCycle, meter.energyEfficiencyRating);
write(t, message, "char");

fprintf ('Sent consumer information: %s\n', message);

% Wait for acknowledgment from HES

pause (2) ;

if t.NumBytesAvailable > O
response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received response: ’%s\n', response);

else
fprintf ('No response from HES.\n');

end

function performCommunicationSupervision(t, meter)

% Select a random event from the initialized communication

events
eventId = randi([1l, length(meter.communicationEvents)]);
eventName = meter.communicationEvents{eventId};

timestamp datestr (now, 'yyyy-mm-dd HH:MM:SS');

% Create a message with event information




end

message = sprintf ('COMM_EVENT |MeterID:%s|EventID:%d|EventName
:%s|Timestamp:%s"',
meter .devicelID, eventId, eventName,

timestamp) ;

% Send message to HES
write(t, message, "char");

fprintf ('Sent communication event: %s\n', message);

% Wait for acknowledgment from HES

pause (2) ;

if t.NumBytesAvailable > 0
response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received response: %s\n', response);

else
fprintf ('No response from HES.\n');

end

function performQutageSupervision(t, meter)

% Check if outage notifications are emnabled
if meter.outageNotificationEnabled

% Simulate an outage event

outageEvent = 'Total Power Outage';

timestamp = datestr (now, 'yyyy-mm-dd HH:MM:SS');

% Create message for outage notification
message = sprintf ('0UTAGE|MeterID:%s|Event:%s|Timestamp:%s
| Destination:¥%s"',
meter .deviceID, outageEvent, timestamp,

meter .predefinedDestinationAddress) ;

% Send outage notification to HES




write(t, message, "char");

fprintf ('Sent outage notification: %s\n', message);

% Wait for acknowledgment from HES
pause (2) ;
if t.NumBytesAvailable > O
response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received response: %s\n', response);
else
fprintf ('No response from HES.\n');
end
else
fprintf ('Outage notification is disabled.\n');
end

end

function performRemoteParameterConfiguration(t, meter)
% Create a message with the current configuration
message = sprintf ('CONFIG|MeterID:%s|ScrollMode:%d|
EnergyFormat :%d|DemandFormat :%d|VoltageFormat :%d|
CurrentFormat:%d|AlarmFilter:%d|Message:%s"',
meter.deviceID, meter.scrollDisplayMode, meter.
displayDataFormat .energy,
meter.displayDataFormat.demand, meter.displayDataFormat.
voltage, meter.displayDataFormat.current,

meter.alarmDisplayFilter , meter.consumerMessage) ;

% Send current configuration to HES
write(t, message, "char");

fprintf ('Sent current configuration: %s\n', message);

% Wait for configuration update from HES

totalWaitTime = 0;




while totalWaitTime < 20 ) 20 seconds timeout, adjust as
needed
if t.NumBytesAvailable > O
data = char(read(t, t.NumBytesAvailable, "char"));

fprintf ('Received configuration update: Y%s\n', data);

% Parse configuration update

parsedData = split(data, '[|');

if length(parsedData) < 9
fprintf ('Error: Incomplete message received.\n');
writeline(t, 'ERROR|Incomplete Configuration
Message');
return;

end

% Apply configuration update
meter.scrollDisplayMode = str2double(extractAfter(
parsedData{3}, 'ScrollMode:'));
meter.displayDataFormat.energy = str2double(
extractAfter (parsedData{4}, 'EnergyFormat:'));
meter .displayDataFormat.demand = str2double(
extractAfter (parsedData{5}, 'DemandFormat:'));
meter .displayDataFormat.voltage = str2double(
extractAfter (parsedData{6}, 'VoltageFormat:'));
meter .displayDataFormat.current = str2double(
extractAfter (parsedData{7}, 'CurrentFormat:'));
meter .alarmDisplayFilter = str2double(extractAfter(
parsedData{8}, 'AlarmFilter:'));
meter.consumerMessage = extractAfter (parsedData{9}, '

Message:');

fprintf ('Updated Meter Configuration:\n');




fprintf ('Scroll Display Mode: %d seconds\n', meter.
scrollDisplayMode) ;
fprintf ('Display Data Format: Energy=%d, Demand=Yd,
Voltage=Y%d, Current=}d\n',
meter.displayDataFormat.energy, meter.
displayDataFormat.demand, meter.
displayDataFormat.voltage, meter.
displayDataFormat.current) ;
fprintf ('Alarm Display Filter: %d\n', meter.
alarmDisplayFilter) ;
fprintf ('Consumer Message: %s\n', meter.

consumerMessage) ;

% Send acknowledgment back to the HES
ackMessage = sprintf ('ACK|MeterID:Ys |
ConfigUpdateSuccess', meter.devicelD);

writeline(t, ackMessage);
fprintf ('Response sent: ’%s\n', ackMessage);
break;

else
pause(0.5); 7% Wait a little before checking again
totalWaitTime = totalWaitTime + 0.5;

end

end

if totalWaitTime >= 20
fprintf ('No configuration update received from HES after
waiting.\n');
end

end

function performWarningMessageManagement (t, meter)




% Check current load against load limit
if meter.currentload > meter.loadLimit
% Create warning message
warningMessage = sprintf ('WARNING|MeterID:%s|CurrentLoad:
d|LoadLimit:%d|Destination:%s"',
meter .devicelD, meter.currentlLoad, meter.loadLimit,

meter .warningDestinationAddress) ;

% Send warning message
write(t, warningMessage, "char");

fprintf ('Sent warning message: %s\n', warningMessage);

% Wait for acknowledgment from HES
pause (2) ;
if t.NumBytesAvailable > 0
response = char(read(t, t.NumBytesAvailable, "char"));
fprintf ('Received response: Ys\n', response);
else
fprintf ('No acknowledgment received from HES.\n');
end
else
fprintf ('Load within limits. No warning sent.\n');
end

end

A.6 HES Simulation Output - Meter 1

>> simulateHES('127.0.0.1"', 502)

Simulated HES running on 127.0.0.1:502

Received message: REGISTER|MeterID:1234567890|IP:192.168.1.100]|
SystemTitle:MeterSystemTitle

Response sent: ACK|Registration Successful




Received message: ON_DEMAND_READ|MeterID:1234567890|Request:
OnDemand | ActiveImport :952.36| ActiveExport :60.99|ReactiveImport
:30.88| ReactiveExport :25.78

Processing on-demand reading...

MeterID: 1234567890

Active Import: 952.36 kWh

Active Export: 60.99 kWh

Reactive Import: 30.88 kVARh

Reactive Export: 25.78 kVARh

Response sent: ACK|MeterID:1234567890| ReadComplete|Activelmport
:952.36| ActiveExport :60.99| ReactiveImport:30.88|ReactiveExport
:25.78

Received message: PERIODIC_READ|MeterID:1234567890]
CumulativeImport:1024.94| CumulativeExport:115.34|RatelmportT1l
:191.46 | RateExportT1:12.00

Processing periodic reading data...

MeterID: 1234567890

Cumulative Import: 1024.94 kWh

Cumulative Export: 115.34 kWh

Rate Import T1: 191.46 kWh

Rate Export T1: 12.00 kWh

Periodic reading data processed and logged for billing.

Response sent: ACK|MeterID:1234567890| ReadProcessed

Received message: CLOCK_SYNC|MeterID:1234567890|LocalTime
:2024-08-14 20:43:42

Processing clock synchronization...

Meter ID: 1234567890, Local Time: 2024-08-14 20:43:42

Setting new time to: 2024-08-14 20:39:59

Response sent: ACK|NewTime:2024-08-14 20:39:59

Received message: QUALITY_REPORT|MeterID:1234567890| InstVoltageLl
:203.88| InstCurrentll:4.95| InstPower:710.23| VoltageSagLl:10]
VoltageSwellL1l:4|PowerFailureCount :2

Processing quality of supply report...




Meter ID: 1234567890

Instantaneous Voltage L1: 203.88 V

Instantaneous Current L1: 4.95 A

Instantaneous Power: 710.23 W

Voltage Sag Count L1: 10

Voltage Swell Count L1: 4

Power Failure Count: 2

Warning: Voltage L1 out of normal range!

Alert: High number of voltage sags detected!

Response sent: ACK|QualityReportReceived

Received message: LOAD_MANAGEMENT |MeterID:1234567890| CurrentDemand
:19.71|RelayStatus:0

Processing load management report...

Meter ID: 1234567890

Current Demand: 19.71 kW

Relay Status: O

Demand is normal. Sending command to turn on relay.

Received message: FIRMWARE_UPGRADE |MeterID:1234567890|NewVersion:
vl.1|Status:Downloaded

Processing firmware upgrade...

Meter ID: 1234567890

New Firmware Version: vi1.1

Status: Downloaded

Verifying firmware...

Firmware verified successfully.

Received message: SUPERVISION_REPORT|MeterID:1234567890| Tamper:1|
PowerQOutages :0| ErrorCode:0| UnexpectedReset:1

Processing meter supervision report...

Meter ID: 1234567890

Tamper Detected: 1

Power Outages: O

Error Code: 0

Unexpected Reset: 1




Alert: Tamper detected on meter 1234567890!

Alert: Unexpected reset detected on meter 1234567890!

Response sent: ACK|SupervisionReportReceived

Received message: CONSUMER_INFO|MeterID:1234567890| ConsumerName:
John Kato|ConsumerAddress:456 Kampala Rd, Kampala|
TariffCategory:Residential |AccountNumber : ACC123456789 |
EmailAddress: john.katoQexample.com|PhoneNumber : +256701234567 |
ContractType:Standard Residential |AvgMonthlyConsumption:419.35]|
PeakDemand:4.45|BillingCycle:Monthly|EnergyEfficiencyRating:A

Processing consumer information...

Meter ID: 1234567890

Consumer Name: John Kato

Consumer Address: 456 Kampala Rd, Kampala

Tariff Category: Residential

Account Number: ACC123456789

Email Address: john.kato@example.com

Phone Number: +256701234567

Contract Type: Standard Residential

Average Monthly Consumption: 419.35 kWh

Peak Demand: 4.45 kW

Billing Cycle: Monthly

Energy Efficiency Rating: A

Response sent: ACK|ConsumerInfoReceived

Received message: COMM_EVENT|MeterID:1234567890|EventID:3]
EventName:Start local communication|Timestamp:2024-08-14
20:40:13

Processing communication event...

Event ID: 3, Event Name: Start local communication, Timestamp:
2024-08-14 20:40:13

Logging event: ID=3, Name=Start local communication, Timestamp
=2024-08-14 20:40:13

Response sent: ACK|EventID:3]|Logged




Received message: OUTAGE|MeterID:1234567890|Event:Total Power
Outage | Timestamp :2024-08-14 20:40:15|Destination:HES_MAIN

Processing outage notification...

Outage Event: Total Power Outage, Timestamp: 2024-08-14 20:40:15,
Destination: HES_MAIN

Logging outage event: Event=Total Power Outage, Timestamp
=2024-08-14 20:40:15, Destination=HES_MAIN

Response sent: ACK|Event:Total Power QOutage|Logged

Received message: CONFIG|MeterID:1234567890|ScrollMode:1]|
EnergyFormat:1|DemandFormat:1|VoltageFormat:1|CurrentFormat :1|
AlarmFilter:0|Message:Welcome

Processing configuration message from meter...

Current Meter Configuration:

MeterID: 1234567890

Scroll Mode: 1 seconds

Display Data Formats - Energy: 1, Demand: 1, Voltage: 1, Current:
1

Alarm Display Filter: O

Consumer Message: Welcome

Enter new configuration settings for the meter.
1. Scroll Display Mode Options:

1. 10 seconds

2. 30 secomnds

3. 60 secomnds

4. 240 seconds

5. Deactivate (255)
Select a new scroll display mode (1-5): 1
2. Display Data Format Options:

1. Format Type 1

2. Format Type 2
3. Format Type 3
4 4

Format Type




Select a new energy display format (1-4): 2

Select a new demand display format (1-4): 3

Select a new voltage display format (1-4): 1

Select a new current display format (1-4): 2

3. Alarm Display Filter:
0. Disabled
1. Enabled

Select alarm display filter status (0 or 1): 1

Enter new consumer message: Hello

Sent updated configuration: CONFIG_UPDATE|MeterID:1234567890|
ScrollMode:10| EnergyFormat :2| DemandFormat :3|VoltageFormat : 1|
CurrentFormat:2|AlarmFilter:1|Message:Hello

Received response: ACK|MeterID:1234567890|ConfigUpdateSuccess

A.7 Meter Simulation Output - Meter 1

Sent registration message: REGISTER|MeterID:1234567890]IP
:192.168.1.100| SystemTitle:MeterSystemTitle

Received response: ACK|Registration Successful

Sent on-demand reading request: ON_DEMAND_READ|MeterID:1234567890]
Request:0nDemand | ActiveImport :952.36| ActiveExport:60.99|
ReactiveImport :30.88|ReactiveExport:25.78

Received on-demand reading response: ACK|MeterID:1234567890]
ReadComplete|ActiveImport :952.36| ActiveExport:60.99|

ReactiveImport :30.88| ReactiveExport:25.78

Sent periodic reading data: PERIODIC_READ|MeterID:1234567890]
CumulativeImport :1024.94| CumulativeExport:115.34|RateImportT1
:191.46 | RateExportT1:12.00

Received acknowledgment: ACK|MeterID:1234567890|ReadProcessed




Sent clock synchronization request: CLOCK_SYNC|MeterID:1234567890 |
LocalTime :2024-08-14 20:43:42
Received response: ACK|NewTime:2024-08-14 20:39:59

Updated meter time to: 2024-08-14 20:39:59

Sent quality of supply report: QUALITY_REPORT|MeterID:1234567890]
InstVoltagelL1:203.88| InstCurrentLl1:4.95| InstPower:710.23]
VoltageSagLl:10|VoltageSwelllLl:4|PowerFailureCount:2

Received response: ACK|QualityReportReceived

Sent load management report: LOAD_MANAGEMENT |MeterID:1234567890 |
CurrentDemand :19.71|RelayStatus:0

Received response: COMMAND |Relay:0N

Relay turned ON.

Starting firmware download...

Sent firmware upgrade status: FIRMWARE_UPGRADE |MeterID:1234567890]
NewVersion:vl.1|Status:Downloaded

Received response: VERIFIED|Firmware upgrade verified.

Firmware version updated to vi.1

Sent meter supervision report: SUPERVISION_REPORT|MeterID
:1234567890| Tamper : 1 | PowerOutages :0| ErrorCode : 0| UnexpectedReset
01

Received response: ACK|SupervisionReportReceived

Sent consumer information: CONSUMER_INFO|MeterID:1234567890 |
ConsumerName: John Kato|ConsumerAddress:456 Kampala Rd, Kampalal|
TariffCategory:Residential|AccountNumber :ACC123456789 |
EmailAddress: john.katoQexample.com|PhoneNumber : +256701234567 |
ContractType:Standard Residential|AvgMonthlyConsumption:419.35|

PeakDemand:4.45|BillingCycle:Monthly|EnergyEfficiencyRating:A




Received response: ACK|ConsumerInfoReceived

Sent communication event: COMM_EVENT |MeterID:1234567890|EventID:3]|
EventName:Start local communication|Timestamp:2024-08-14
20:40:13

Received response: ACK|EventID:3|Logged

Sent outage notification: OUTAGE|MeterID:1234567890|Event:Total
Power Outage|Timestamp:2024-08-14 20:40:15|Destination:HES_MAIN

Received response: ACK|Event:Total Power OutagelLogged

Sent current configuration: CONFIG|MeterID:1234567890|ScrollMode
:1|EnergyFormat:1|DemandFormat:1|VoltageFormat:1|CurrentFormat
:1|AlarmFilter:0| Message:Welcome

Received configuration update: CONFIG_UPDATE |MeterID:1234567890 |
ScrollMode :10| EnergyFormat :2| DemandFormat :3|VoltageFormat : 1|

CurrentFormat:2|AlarmFilter:1|Message:Hello

Updated Meter Configuration:

Scroll Display Mode: 10 seconds

Display Data Format: Energy=2, Demand=3, Voltage=1, Current=2
Alarm Display Filter: 1

Consumer Message: Hello

Response sent: ACK|MeterID:1234567890| ConfigUpdateSuccess

Load within limits. No warning sent.

A.8 HES Simulation Output - Meter 2

>> simulateHES('127.0.0.1"', 502)
Simulated HES running on 127.0.0.1:502




Received message: REGISTER|MeterID:21564789|IP:192.168.1.100]|
SystemTitle:MeterSystemTitle
Response sent: ACK|Registration Successful
Received message: TARIFF|MeterID:21564789|Category:Domestic|
CurrentRate:797.3| NewRate:502.9|LifelineRate:0.05
Processing tariff programming...
Parsed data:
{'TARIFF' }
{'MeterID:21564789"' }
{'Category:Domestic'}
{'CurrentRate:797.3'}
{'NewRate :502.9"' }
{'LifelineRate:0.05"'}

Category: Domestic, Current Rate: 797.3, New Rate: 502.9, Lifeline
Rate: 0.05

Tariff for category Domestic updated from 797.3 to 502.9.

Response sent: ACK|Category:Domestic|AppliedNewRate:502.9

Received message: PERIODIC_READ|MeterID:21564789| CumulativeImport
:1128.30| CumulativeExport:10.54|RateImportT1:468.93]
RateExportT1:13.46

Processing periodic reading data...

MeterID: 21564789

Cumulative Import: 1128.30 kWh

Cumulative Export: 10.54 kWh

Rate Import T1: 468.93 kWh

Rate Export T1: 13.46 kWh

Periodic reading data processed and logged for billing.

Response sent: ACK|MeterID:21564789|ReadProcessed

Received message: CONNECTION|MeterID:21564789]|State:1|
InstantCurrent :18.46

Processing connection/disconnection...

Current State: 1




Instant Current: 18.46 A

Select an action:

1. Connect the disconnected meter

2. Disconnect the connected meter

3. Instantly disconnect if exceeds threshold

Enter your choice (1-3): 1

Meter is already connected.

Response sent: ACK|State:1

Received message: CLOCK_SYNC|MeterID:21564789|LocalTime:2024-08-14
21:23:04

Processing clock synchronization...

Meter ID: 21564789, Local Time: 2024-08-14 21:23:04

Setting new time to: 2024-08-14 21:22:51

Response sent: ACK|NewTime:2024-08-14 21:22:51

Received message: QUALITY_REPORT|MeterID:21564789| InstVoltagell
1227 .48 | InstCurrentll:4.45| InstPower :1415.26| VoltageSagLl:3|
VoltageSwelllL1l:4|PowerFailureCount :2

Processing quality of supply report...

Meter ID: 21564789

Instantaneous Voltage L1: 227.48 V

Instantaneous Current L1: 4.45 A

Instantaneous Power: 1415.26 W

Voltage Sag Count L1: 3

Voltage Swell Count L1: 4

Power Failure Count: 2

Response sent: ACK|QualityReportReceived

Received message: LOAD_MANAGEMENT |MeterID:21564789 | CurrentDemand
:20.39|RelayStatus:1

Processing load management report...

Meter ID: 21564789

Current Demand: 20.39 kW

Relay Status: 1

Demand is high. Sending command to turn off relay.




Received message: FIRMWARE_UPGRADE|MeterID:21564789|NewVersion:vl
.1/ Status:Downloaded

Processing firmware upgrade...

Meter ID: 21564789

New Firmware Version: vi1.1

Status: Downloaded

Verifying firmware...

Firmware verification failed.

Received message: SUPERVISION_REPORT|MeterID:21564789| Tamper:1|
PowerQOutages:1|ErrorCode:0| UnexpectedReset:1

Processing meter supervision report...

Meter ID: 21564789

Tamper Detected: 1

Power Outages: 1

Error Code: O

Unexpected Reset: 1

Alert: Tamper detected on meter 21564789!

Alert: 1 power outages reported by meter 21564789!

Alert: Unexpected reset detected on meter 21564789!

Response sent: ACK|SupervisionReportReceived

Received message: OUTAGE|MeterID:21564789|Event:Total Power Outage
| Timestamp :2024-08-14 21:23:03|Destination:HES_MAIN

Processing outage notification...

Outage Event: Total Power Outage, Timestamp: 2024-08-14 21:23:03,
Destination: HES_MAIN

Logging outage event: Event=Total Power QOutage, Timestamp
=2024-08-14 21:23:03, Destination=HES_MAIN

Response sent: ACK|Event:Total Power Outage|Logged

Received message: CONFIG|MeterID:21564789|ScrollMode:1]
EnergyFormat :1|DemandFormat:1|VoltageFormat:1|CurrentFormat :1|
AlarmFilter:0|Message:Welcome

Processing configuration message from meter...

Current Meter Configuration:




MeterID: 21564789

Scroll Mode: 1 seconds

Display Data Formats - Energy: 1, Demand: 1, Voltage: 1, Current:
1

Alarm Display Filter: O

Consumer Message: Welcome

Enter new configuration settings for the meter.
1. Scroll Display Mode Options:
1. 10 seconds
2. 30 seconds
3. 60 seconds
4. 240 seconds
5. Deactivate (255)
Select a new scroll display mode (1-5): 2
2. Display Data Format Options:
1. Format Type 1
2. Format Type 2
3. Format Type 3
4. Format Type 4
Select a new energy display format (1-4): 1
Select a new demand display format (1-4): 2
Select a new voltage display format (1-4): 3
Select a new current display format (1-4): 4
3. Alarm Display Filter:
0. Disabled
1. Enabled
Select alarm display filter status (0 or 1): 1
Enter new consumer message: Hello Jack
Sent updated configuration: CONFIG_UPDATE|MeterID:21564789|
ScrollMode :30| EnergyFormat : 1| DemandFormat :2| VoltageFormat : 3|
CurrentFormat:4|AlarmFilter:1|Message:Hello Jack

Received response: ACK|MeterID:21564789|ConfigUpdateSuccess




A.9 Meter Simulation Output - Meter 2

Sent registration message: REGISTER|MeterID:21564789|IP
:192.168.1.100| SystemTitle:MeterSystemTitle

Received response: ACK|Registration Successful

Current tariff for Domestic is 797.3.

Select a new tariff rate from the options below:

1. Domestic Rate: 797.3

2. Commercial Rate: 791.9

3. Medium_Industrial Rate: 502.9

4. Large_Industrial Rate: 502.9

5. Street_Lighting Rate: 370.0

Enter the number corresponding to your choice: 3

Sent tariff change request: TARIFF|MeterID:21564789]|Category:
Domestic|CurrentRate:797.3| NewRate:502.9|LifelineRate:0.05

Received response: ACK|Category:Domestic|AppliedNewRate:502.9

Sent periodic reading data: PERIODIC_READ |MeterID:21564789|
CumulativeImport:1128.30| CumulativeExport:10.54|RateImportTl1
:468.93| RateExportT1:13.46

Received acknowledgment: ACK|MeterID:21564789|ReadProcessed

Current meter state: 1
Sent connection state and instant current info: CONNECTION|MeterID
221564789 | State:1| InstantCurrent :18.46

Received response: ACK|State:1l

Updated meter state to:




Sent clock synchronization request: CLOCK_SYNC|MeterID:21564789|
LocalTime :2024-08-14 21:23:04
Received response: ACK|NewTime:2024-08-14 21:22:51

Updated meter time to: 2024-08-14 21:22:51

Sent quality of supply report: QUALITY_REPORT|MeterID:21564789|
InstVoltagelL1:227.48| InstCurrentll:4.45| InstPower :1415.26|
VoltageSagLl:3|VoltageSwelllLl:4|PowerFailureCount :2

Received response: ACK|QualityReportReceived

Sent load management report: LOAD_MANAGEMENT |MeterID:21564789 |
CurrentDemand :20.39|RelayStatus:1

Received response: COMMAND |Relay:O0FF

Relay turned OFF.

Starting firmware download...

Sent firmware upgrade status: FIRMWARE_UPGRADE |MeterID:21564789|
NewVersion:vl.1|Status:Downloaded

Received response: FAILED|Firmware verification failed.

Firmware verification failed.
Sent meter supervision report: SUPERVISION_REPORT|MeterID
:21564789| Tamper : 1| PowerOutages :1|ErrorCode :0| UnexpectedReset: 1

Received response: ACK|SupervisionReportReceived

Sent outage notification: OUTAGE|MeterID:21564789|Event:Total
Power Outage|Timestamp:2024-08-14 21:23:03|Destination:HES_MAIN

Received response: ACK|Event:Total Power QOutage|Logged

Sent current configuration: CONFIG|MeterID:21564789| ScrollMode:1|
EnergyFormat:1|DemandFormat:1|VoltageFormat:1|CurrentFormat :1|

AlarmFilter:0|Message:Welcome




Received configuration update: CONFIG_UPDATE|MeterID:21564789|
ScrollMode :30| EnergyFormat : 1| DemandFormat :2| VoltageFormat : 3|

CurrentFormat:4|AlarmFilter:1|Message:Hello Jack

Updated Meter Configuration:

Scroll Display Mode: 30 seconds

Display Data Format: Energy=1, Demand=2, Voltage=3, Current=4
Alarm Display Filter: 1

Consumer Message: Hello Jack

Response sent: ACK|MeterID:21564789| ConfigUpdateSuccess

Load within limits. No warning sent.

A.10 HES Simulation Output - Meter 3

>> simulateHES('127.0.0.1"', 502)
Simulated HES running on 127.0.0.1:502
Received message: REGISTER|MeterID:1541874|IP:192.168.1.100]
SystemTitle:MeterSystemTitle
Response sent: ACK|Registration Successful
Received message: TARIFF|MeterID:1541874|Category:Domestic|
CurrentRate:797.3| NewRate:370.0|LifelineRate:0.05
Processing tariff programming...
Parsed data:
{'TARIFF' }
{'MeterID:1541874"' }
{'Category:Domestic'}
{'CurrentRate:797.3'}
{'NewRate:370.0"' }
{'LifelineRate:0.05"'}




Category: Domestic, Current Rate: 797.3, New Rate: 370.0, Lifeline
Rate: 0.05

Tariff for category Domestic updated from 797.3 to 370.0.

Response sent: ACK|Category:Domestic|AppliedNewRate:370.0

Received message: ON_DEMAND_READ|MeterID:1541874|Request:0OnDemand |
ActiveImport:545.41|ActiveExport :26.65|Reactivelmport:7.68]
ReactiveExport:8.43

Processing on-demand reading...

MeterID: 1541874

Active Import: 545.41 kWh

Active Export: 26.65 kWh

Reactive Import: 7.68 kVARh

Reactive Export: 8.43 kVARh

Response sent: ACK|MeterID:1541874|ReadComplete|Activelmport
:545.41| ActiveExport :26.65| ReactiveImport:7.68|ReactiveExport
:8.43

Received message: PERIODIC_READ|MeterID:1541874| Cumulativelmport
:696.08| CumulativeExport :105.43 | RateImportT1:328.71]
RateExportT1:43.77

Processing periodic reading data...

MeterID: 1541874

Cumulative Import: 696.08 kWh

Cumulative Export: 105.43 kWh

Rate Import T1: 328.71 kWh

Rate Export T1: 43.77 kWh

Periodic reading data processed and logged for billing.

Response sent: ACK|MeterID:1541874|ReadProcessed

Received message: CONNECTION|MeterID:1541874]|State:1]
InstantCurrent :20.36

Processing connection/disconnection...

Current State: 1

Instant Current: 20.36 A

Select an action:




1. Connect the disconnected meter

2. Disconnect the connected meter

3. Instantly disconnect if exceeds threshold

Enter your choice (1-3): 2

Disconnecting meter...

Response sent: ACK|State:0

Received message: CLOCK_SYNC|MeterID:1541874|LocalTime:2024-08-15
00:56:05

Processing clock synchronization...

Meter ID: 1541874, Local Time: 2024-08-15 00:56:05

Setting new time to: 2024-08-15 00:51:52

Response sent: ACK|NewTime:2024-08-15 00:51:52

Received message: QUALITY_REPORT|MeterID:1541874| InstVoltagell
:223.12| InstCurrentl1:8.61| InstPower :955.38| VoltageSagLl:7]|
VoltageSwellL1l:1|PowerFailureCount:2

Processing quality of supply report...

Meter ID: 1541874

Instantaneous Voltage L1: 223.12 V

Instantaneous Current L1: 8.61 A

Instantaneous Power: 955.38 W

Voltage Sag Count L1: 7

Voltage Swell Count L1: 1

Power Failure Count: 2

Alert: High number of voltage sags detected!

Response sent: ACK|QualityReportReceived

Received message: LOAD_MANAGEMENT |MeterID:1541874|CurrentDemand
:21.95|RelayStatus:0

Processing load management report...

Meter ID: 1541874

Current Demand: 21.95 kW

Relay Status: O

Demand is high. Sending command to turn off relay.




Received message: FIRMWARE_UPGRADE|MeterID:1541874|NewVersion:vl
.1/ Status:Downloaded

Processing firmware upgrade...

Meter ID: 1541874

New Firmware Version: vi1.1

Status: Downloaded

Verifying firmware...

Firmware verified successfully.

Received message: SUPERVISION_REPORT|MeterID:1541874| Tamper:0|
PowerQOutages:1|ErrorCode:2| UnexpectedReset:1

Processing meter supervision report...

Meter ID: 1541874

Tamper Detected: O

Power Outages: 1

Error Code: 2

Unexpected Reset: 1

Alert: 1 power outages reported by meter 1541874!

Error: Communication failure with meter 1541874.

Alert: Unexpected reset detected on meter 1541874!

Response sent: ACK|SupervisionReportReceived

Received message: CONSUMER_INFO|MeterID:1541874| ConsumerName:
Mazinger |ConsumerAddress :420 High Road, Kampala|TariffCategory:
Residential |AccountNumber:ACC123456789 |EmailAddress:mazinger.z@
example.com|PhoneNumber : +257701234567 | ContractType:Standard
Residential | AvgMonthlyConsumption :468.89| PeakDemand:4.34]
BillingCycle:Monthly |EnergyEfficiencyRating:A

Processing consumer information...

Meter ID: 1541874

Consumer Name: Mazinger

Consumer Address: 420 High Road, Kampala

Tariff Category: Residential

Account Number: ACC123456789

Email Address: mazinger.zQ@example.com




Phone Number: +257701234567

Contract Type: Standard Residential

Average Monthly Consumption: 468.89 kWh

Peak Demand: 4.34 kW

Billing Cycle: Monthly

Energy Efficiency Rating: A

Response sent: ACK|ConsumerInfoReceived

Received message: COMM_EVENT|MeterID:1541874|EventID:4|EventName:
End local communication|Timestamp:2024-08-15 00:52:06

Processing communication event...

Event ID: 4, Event Name: End local communication, Timestamp:
2024-08-15 00:52:06

Logging event: ID=4, Name=End local communication, Timestamp
=2024-08-15 00:52:06

Response sent: ACK|EventID:4]|Logged

Received message: OUTAGE|MeterID:1541874|Event:Total Power Outage|
Timestamp:2024-08-15 00:52:08|Destination:HES_MAIN

Processing outage notification...

Outage Event: Total Power (Outage, Timestamp: 2024-08-15 00:52:08,
Destination: HES_MAIN

Logging outage event: Event=Total Power Outage, Timestamp
=2024-08-15 00:52:08, Destination=HES_MAIN

Response sent: ACK|Event:Total Power QOutage|Logged

Received message: CONFIG|MeterID:1541874|ScrollMode:1|EnergyFormat
:1|DemandFormat:1|VoltageFormat:1|CurrentFormat:1|AlarmFilter
:0|Message:Welcome

Processing configuration message from meter...

Current Meter Configuration:

MeterID: 1541874

Scroll Mode: 1 seconds

Display Data Formats - Energy: 1, Demand: 1, Voltage: 1, Current:
1

Alarm Display Filter: O




Consumer Message: Welcome

Enter new configuration settings for the meter.
1. Scroll Display Mode Options:
1. 10 seconds
2. 30 seconds
3. 60 secomnds
4. 240 seconds
5. Deactivate (255)
Select a new scroll display mode (1-5): 4
2. Display Data Format Options:
1. Format Type 1
2. Format Type 2
3. Format Type 3
4. Format Type 4
Select a new energy display format (1-4): 4
Select a new demand display format (1-4): 3
Select a new voltage display format (1-4): 2
Select a new current display format (1-4): 1
3. Alarm Display Filter:
0. Disabled
1. Enabled
Select alarm display filter status (0 or 1): 1
Enter new consumer message: Arms out
Sent updated configuration: CONFIG_UPDATE|MeterID:1541874|
ScrollMode :240| EnergyFormat :4|DemandFormat :3|VoltageFormat : 2|
CurrentFormat:1|AlarmFilter:1|Message:Arms out

Received response: ACK|MeterID:1541874|ConfigUpdateSuccess

A.11 DMeter Simulation Output - Meter 3




Sent registration message: REGISTER|MeterID:1541874]IP
:192.168.1.100| SystemTitle:MeterSystemTitle

Received response: ACK|Registration Successful

Current tariff for Domestic is 797.3.

Select a new tariff rate from the options below:

1. Domestic Rate: 797.3

2. Commercial Rate: 791.9

3. Medium_Industrial Rate: 502.9

4. Large_Industrial Rate: 502.9

5. Street_Lighting Rate: 370.0

Enter the number corresponding to your choice: 5

Sent tariff change request: TARIFF|MeterID:1541874|Category:
Domestic|CurrentRate:797.3|NewRate:370.0|LifelineRate:0.05

Received response: ACK|Category:Domestic|AppliedNewRate:370.0

Sent on-demand reading request: ON_DEMAND_READ|MeterID:1541874|
Request:0nDemand | ActiveImport :545.41| ActiveExport :26.65|
ReactiveImport :7.68| ReactiveExport :8.43

Received on-demand reading response: ACK|MeterID:1541874]
ReadComplete|ActiveImport :545.41| ActiveExport :26.65|

ReactiveImport :7.68| ReactiveExport :8.43

Sent periodic reading data: PERIODIC_READ|MeterID:1541874|
CumulativeImport :696.08| CumulativeExport:105.43|RateImportT1
:328.71| RateExportT1:43.77

Received acknowledgment: ACK|MeterID:1541874|ReadProcessed

Current meter state: 1
Sent connection state and instant current info: CONNECTION|MeterID
11541874 | State:1| InstantCurrent :20.36

Received response: ACK|State:0




Updated meter state to:

Sent clock synchronization request: CLOCK_SYNC|MeterID:1541874|
LocalTime :2024-08-15 00:56:05

Received response: ACK|NewTime:2024-08-15 00:51:52

Updated meter time to: 2024-08-15 00:51:52

Sent quality of supply report: QUALITY_REPORT|MeterID:1541874]
InstVoltagelLl1:223.12| InstCurrentlL1:8.61| InstPower :955.38]|
VoltageSagLl:7|VoltageSwellLl:1|PowerFailureCount:2

Received response: ACK|QualityReportReceived

Sent load management report: LOAD_MANAGEMENT |MeterID:1541874|
CurrentDemand :21.95|RelayStatus:0

Received response: COMMAND |Relay:OFF

Relay turned OFF.

Starting firmware download...

Sent firmware upgrade status: FIRMWARE_UPGRADE |MeterID:1541874|
NewVersion:vl.1|Status:Downloaded

Received response: VERIFIED|Firmware upgrade verified.

Firmware version updated to vl.1
Sent meter supervision report: SUPERVISION_REPORT|MeterID:1541874]
Tamper :0| PowerQOutages :1|ErrorCode:2|UnexpectedReset:1

Received response: ACK|SupervisionReportReceived

Sent consumer information: CONSUMER_INFO|MeterID:1541874|
ConsumerName: Mazinger |ConsumerAddress :420 High Road, Kampalal]
TariffCategory:Residential |AccountNumber : ACC123456789 |
EmailAddress:mazinger.zQexample.com|PhoneNumber : +257701234567 |

ContractType:Standard Residential |AvgMonthlyConsumption:468.89|




PeakDemand:4.34|BillingCycle:Monthly|EnergyEfficiencyRating:A

Received response: ACK|ConsumerInfoReceived

Sent communication event: COMM_EVENT|MeterID:1541874|EventID:4]
EventName:End local communication|Timestamp:2024-08-15 00:52:06

Received response: ACK|EventID:4|Logged

Sent outage notification: OUTAGE|MeterID:1541874|Event:Total Power
Outage|Timestamp :2024-08-15 00:52:08| Destination:HES_MAIN

Received response: ACK|Event:Total Power OutagelLogged

Sent current configuration: CONFIG|MeterID:1541874|ScrollMode:1|
EnergyFormat:1|DemandFormat:1|VoltageFormat:1|CurrentFormat :1|
AlarmFilter:0|Message:Welcome

Received configuration update: CONFIG_UPDATE|MeterID:1541874|
ScrollMode :240| EnergyFormat :4|DemandFormat :3|VoltageFormat : 2|

CurrentFormat:1|AlarmFilter:1|Message:Arms out

Updated Meter Configuration:

Scroll Display Mode: 240 seconds

Display Data Format: Energy=4, Demand=3, Voltage=2, Current=1
Alarm Display Filter: 1

Consumer Message: Arms out

Response sent: ACK|MeterID:1541874|ConfigUpdateSuccess

Load within limits. No warning sent.




Appendix B

Sustainable Development Goals

The implementation of smart metering technology in Uganda, particularly through
the UMEME OneSait project, aligns with global efforts to promote sustainability,
innovation, and development. This project contributes significantly to the realiza-
tion of the United Nations Sustainable Development Goals (SDGs) [58]. Specifi-
cally, it plays a vital role in advancing two of the SDGs: Goal 7, "Affordable and

Clean Energy," and Goal 9, "Industry, Innovation, and Infrastructure."

B.1 Goal 7: Affordable and Clean Energy

Goal 7 aims to "ensure access to affordable, reliable, sustainable, and modern en-
ergy for all [58]." In many developing nations, access to electricity remains limited,
particularly in rural areas. Uganda, like many other African countries, has strug-
gled with providing widespread access to electricity. The OneSait smart metering
project aligns closely with this goal by modernizing the country’s electricity dis-
tribution infrastructure, contributing to the increased availability and reliability
of energy.

Smart metering enables more efficient monitoring and management of energy
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resources, which is crucial for both utility companies and consumers. By offering
real-time data on energy consumption, smart meters help to optimize the distri-
bution of electricity, reducing losses and ensuring that power is supplied where it
is needed most. This contributes to the affordability of electricity by minimizing
waste and allowing for more precise billing, ensuring consumers only pay for what
they use. It also facilitates demand-side management, which helps in load bal-
ancing and minimizing power outages, particularly in areas with underdeveloped
infrastructure.

Additionally, the smart meters deployed in this project provide a pathway for
integrating renewable energy sources, such as solar power, into the grid. Uganda’s
energy mix, heavily reliant on hydropower, is increasingly incorporating other re-
newable energy sources like solar, which contributes to the country’s sustainability
efforts. Smart meters can help track the contribution of these renewable sources
and provide data that can be used to further optimize the generation and con-
sumption of clean energy. In doing so, the project aligns with the objective of

achieving universal access to affordable and clean energy, as outlined in SDG 7.

B.2 Goal 9: Industry, Innovation, and Infrastruc-
ture

Goal 9 emphasizes the importance of building resilient infrastructure, promoting
inclusive and sustainable industrialization, and fostering innovation [58]. The One-
Sait project is a prime example of how innovative technology can improve infras-
tructure, particularly in the utility sector. The transition from traditional meters
to smart meters represents a significant innovation in how energy consumption is
measured, billed, and managed.

By implementing IDIS-compliant smart meters, the project enhances the re-



silience of Uganda’s electricity infrastructure. One key benefit of smart metering
is its ability to detect outages and provide real-time data to utility companies,
allowing for faster response times and more efficient repairs. This is particularly
important in developing nations, where infrastructure is often vulnerable to dis-
ruptions. The smart meters also support the implementation of more sophisticated
grid management techniques, such as time-of-use pricing, which encourages con-
sumers to shift their energy consumption to off-peak times, thereby reducing strain
on the grid during peak hours.

Moreover, the project fosters sustainable industrialization by improving the
efficiency of electricity distribution and consumption. Industries rely on a stable
and reliable power supply to function effectively, and smart meters contribute to
this by ensuring that electricity is used efficiently and that outages are minimized.
The project also opens up opportunities for further innovation within the energy
sector, including the integration of more advanced technologies such as artificial in-
telligence and machine learning, which could be used to optimize grid management
and predict maintenance needs.

Finally, this project exemplifies how partnerships between public utilities, pri-
vate companies, and international organizations can drive innovation and infras-
tructure development in developing nations. By collaborating with IDIS and ad-
hering to international standards, UMEME and its partners are ensuring that
Uganda’s electricity infrastructure is built to a high standard, capable of support-
ing future growth and development in the energy sector. This directly contributes
to the achievement of Goal 9 by promoting the development of resilient and sustain-

able infrastructure that can support long-term industrialization and innovation.
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