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Stopping LLMs from Going Rogue:
A Control Barrier Approach to Text Generation

João Pedro Silvestre1, Álvaro Rodrı́guez Abella1 and Paulo Tabuada1

Abstract— The rapid integration of large language models
(LLMs) into our everyday lives has outpaced safety consid-
erations aimed at protecting users from toxic outputs and
preventing malicious actors from generating harmful text at
scale. As a result, LLMs have been exploited by bots capable of
producing vast amounts of harmful and toxic content, enabling
users to manipulate online opinions and, in some cases, create
dangerous online environments.

Our work addresses this issue by developing a framework
for designing safety filters that preclude toxic outputs. To
achieve this, we leverage Control Barrier Functions (CBFs)
which enable the design of closed-loop systems that remain
safe. We consider the continuous-time model of an LLM, where
tokens are regarded as the state of the model, and prove that
by only controlling the first token, any function satisfying mild
assumptions becomes a CBF. Our approach can be utilized to
design LLMs capable of ensuring safety of its outputs without
significantly affecting the original model’s behavior.

I. INTRODUCTION

The introduction of transformers [1] marked a turning
point in natural language processing, with early works such
as the GPT [2] already representing a breakthrough over
older techniques such as the Long Short Term Memory
models [3]. Increasingly sophisticated models, such as GPT-
4 [4] and DeepSeek [5] have recently emerged, capable of
generating text nearly indistinguishable from human output
[6]. Unfortunately, due to the rapid speed at which progress
has been made, safety concerns have been overshadowed.
One work which details some overlooked problems is [7],
where it is shown that large language models (LLMs) may
generate toxic outputs, from apparently innocuous prompts.

Our understanding of these systems has lagged behind
the massive increases in their size and complexity, leaving
no other option but to treat them as black boxes [8]. This
motivated two distinct research approaches. On the empirical
side, many studies analyze tokens at each layer to decipher
model behavior [9]. Other recent studies have explored
the capacity that LLMs have to generate self-explanations,
mainly showing that these explanations may still not be
trusted [10]. These type of approaches have been leveraged
to design adaptations to the model to address the toxicity
problem [11]. However, due to their empirical nature, it
remains a challenge to properly control LLMs and stop
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toxic text generation while providing any type of formal
guarantees. In fact, some works even suggest safeguards may
be easily bypassed [12], [13].

On the theoretical side, recent works have leveraged the
mathematical model proposed in [?] to analyze LLM behav-
ior and derive asymptotic conclusions [14], [15]. Notably, to
derive such results, these works typically make simplifying
assumptions that limit their direct use, such as the absence
of feedforward layers. Nevertheless, such methods allow
the interpretation of LLMs as dynamical systems and, once
practical limitations are overcome, control techniques will
enable the improvement of model safety.

While some works have used control tools such as optimal
control to tackle the toxicity problem [16], one particular
concept that immediately comes to mind is safety. By sep-
arating the state space into safe and unsafe sets, and by
constraining tokens to the safe set, it may be possible to
preclude toxic outputs. Seminal works such as [17] have
laid the groundwork for modern safety techniques, typically
based on control barrier functions (CBFs).

Some works have used a CBF approach to the toxicity
problem [18]. However, unlike our approach, they act after
the model has computed the probability distribution of the
next token, filtering that distribution if necessary.

In this paper, tokens leading to toxic text are considered
unsafe states and sufficient conditions for designing CBFs
that constrain tokens within the safe states are established.
To achieve this, we first extend the continuous-time model
derived in [?] to better reflect the actual transformer model.
Furthermore, we assume that the first token can be controlled
throughout the model for any given prompt. We then prove
that any generic function can serve as a CBF, provided that
there always exists a direction in which its value changes.
Therefore, our slight modification of the original model is
sufficient to ensure that the output never becomes toxic.

Our contributions are threefold:
1) The continuous-time model of an LLM [?] is extended

to model feedforward layers.
2) Sufficient conditions for designing CBFs preventing

toxic outputs are presented.
3) It is proved that controlling only the first token is

sufficient to keep the generated tokens within the safe
set.

Notations

Let r, s, k ∈ N = {1, 2, . . .}. Points in the Euclidean
space Rr are regarded as column vectors and denoted by
x = (x1, . . . , xr) ∈ Rr. Tuples of k points are denoted by



x = (x1, . . . , xk) ∈ (Rr)
k (note the different font). Similarly,

the space of r × s real matrices is denoted by Rr×s. In
particular, Ir ∈ Rr×r denotes the identity matrix. Tuples
of matrices are denoted by A = (A1, . . . , Ak) ∈ (Rr×s)

k.
Lastly, the tangent space of a smooth manifold M at p ∈M
and its elements are denoted by TpM and Xp ∈ TpM ,
respectively. Given another smooth manifold N and a smooth
map ϕ :M → N , i.e., ϕ ∈ C∞(M,N), its tangent map is
denoted by Tϕ : TM → TN .

Preliminaries on safety and control barrier functions

In this section we give a brief overview of control barrier
functions (CBFs) to better contextualize our work. First,
consider a nonlinear control system of the form:

ẋ = f(t, x) + g(t, x) · u, (t, x) ∈ R≥0 × Rn+1, (1)

where u ∈ Rm is the input of the sys-
tem, m ∈ N, f : R≥0 × Rn+1 → Rn+1 and
g : R≥0 × Rn+1 → R(n+1)×m are piece-wise continuous
in t and locally Lipschitz continuous in x, and R≥0

denotes the non-negative reals. Henceforth, we assume
that (1) is forward-complete, i.e., for each x0 ∈ Rn+1

and piece-wise continuous input u : R≥0 → Rn+1, the
solution of the controlled system, ẋ = f(t, x)+g(t, x) ·u(t),
(t, x) ∈ R≥0 × Rn+1, with initial condition x0 at t0 = 0 is
uniquely defined for all t ∈ R≥0.

Definition 1.1: A set C ⊂ Rn+1 is forward invariant if,
for each initial condition x0 ∈ C, the solution of (1) with
initial condition x0 at t0 = 0 remains in C for each t ∈ R≥0.
Furthermore, a set C is said to be safe for the system (1) if
it is forward invariant.

Control barrier functions [17] provide a structured method
to design controllers that guarantee safety for sets of the form
S = h−1(R≥0), where h ∈ C1(Rn+1). Henceforth, the Lie
derivative of h with respect to f is denoted by Lfh = dh(f).
Analogously, we denote Lgh = (Lg1h, . . . , Lgmh), where
g = (g1, . . . , gm) ∈ R(n+1)×m.

Definition 1.2 (Control Barrier Function [17]): A func-
tion h ∈ C1(Rn+1) is a control barrier function (CBF) for
(1) on S = h−1(R≥0) if there exists1 α ∈ Ke

∞ such that, for
each (t, x) ∈ R≥0 × S, we have:

sup
u∈Rm

(Lfh+ Lgh · u) ≥ −α ◦ h.
Note that, although h is time-independent, the Lie derivatives
Lfh and Lgh depend on t as the vector fields f and g are
time-dependent. The existence of a CBF implies the non-
emptiness of the set of safe inputs (the argument (t, x) ∈
R≥0 × Rn+1 is omitted for brevity):

KCBF = {u ∈ Rm | Lfh+ Lgh · u ≥ −α ◦ h},

Lastly, [17, Theorem 2] ensures that any safe controller k :
R≥0 × S → Rm, i.e., one satisfying k(t, x) ∈ KCBF(t, x)
for each (t, x) ∈ R≥0 × S guarantees safety. In practice, if
there are no additional constraints on the input, a sufficient

1An extended class K function, α ∈ Ke
∞, is a strictly increasing

function α : R → R such that α(0) = 0, limr→∞ α(r) = ∞ and
limr→−∞ α(r) = −∞.

condition for h to be a CBF is (Lgh)(t, x) ̸= 0 for each
(t, x) ∈ R≥0 × S.

Higher-order barrier functions [19] constitute an exten-
sion of CBFs that are useful when the Lie derivative Lgh
vanishes and, thus, h is not a CBF in the standard sense.
In this work, we will only need second-order CBFs. Given
h ∈ C2(Rn+1) and α ∈ Ke

∞ ∩ C1(R) , we define the exten-
sion h1 ∈ C1(R≥0 × Rn+1) of h by:

h1(t, x) = (dh)x(f(t, x)) + α(h(x)). (2)

Similarly, let h−1
1 (R≥0)

◦ = {x ∈ Rn+1 | h1(0, x) ≥ 0}.
Definition 1.3 (Second-order CBF, adapted from [20]):

A second-order control barrier function for (1) is a function
h ∈ C2(R2) for which there exist α ∈ Ke

∞ ∩ C1(R),
α1 ∈ Ke

∞ and D ⊂ Rn+1 open such that:

S = h−1(R≥0) ∩ h−1
1 (R≥0)

◦ ⊂ D,

with h1 as in (2), and we have that Lgh = 0 and:

sup
u∈Rm

(Lfh1 + Lgh1 · u) ≥ −α1 ◦ h1. (3)

In [20, Theorem 1] it is shown that the set S is safe
provided the control input belongs to the following set (again,
we omit the argument (t, x) ∈ R≥0 ×D for brevity):

KCBFH = {u ∈ Rm | Lfh1 + Lgh1 · u ≥ −α ◦ h1}.

Similarly to standard CBFs, the condition (Lgh1)(t, x) ̸=
0 for each (t, x) ∈ R≥0 × D is sufficient to prove that h is
a second-order CBF for (1) (provided (Lgh)(t, x) = 0).

II. CONTROLLED DYNAMICS OF TRANSFORMERS

In the following, let n, d, k, h ∈ N be fixed parameters.
In this section, we start by defining the configuration space
of the transformer, which is essentially the ellipsoid onto
which the normalization at the end of each layer projects
to. Afterward, we detail the attention mechanism present in
every modern transformer and conclude with the discrete-
time model for the transformer as well as the corresponding
continuous-time first-order approximation. Readers not inter-
ested in the intricacies of transformers can directly jump to
the continuous-time model (7).

A. Configuration space

Let n, d, k, h ∈ N. A symmetric, positive-definite matrix
W ∈ R(n+1)×(n+1) defines an inner product on Rn+1:

⟨Xx, Yx⟩W = X⊤
x W Yx,

for each Xx, Yx ∈ TxRn+1 and x ∈ Rn+1. The corre-
sponding norm is denoted by |Xx|W = (X⊤

x W Xx)
1/2. The

points of Rn+1 of unit norm with respect to W define an
n-dimensional ellipsoid, which is denoted by:

En
W = {y ∈ Rn+1 | y⊤Wy = 1}.

As we consider a transformer consisting of k tokens, the
resulting state space is the Cartesian product of k copies of
the ellipsoid, i.e., (En

W )k = En
W × . . .× En

W︸ ︷︷ ︸
k-times

.



Similarly, consider the ellipsoid projection:

πW : Rn+1
0 → En

W , x 7→ πW (x) = x |x|−1
W ,

where Rn+1
0 = Rn+1 − {0}. Its tangent map at each

x ∈ Rn+1
0 , TxπW : TxRn+1

0 → TπW (x)En
W , is given by:

TxπW ·Xx = |x|−1
W

(
In+1 − x x⊤W |x|−2

W

)
·Xx,

for each Xx ∈ TxRn+1
0 . In particular, for y ∈ En

W , we have
TyπW ·Xy =

(
In+1 − y y⊤W

)
·Xy.

The standard Euclidean metric on Rn+1
0 induces a Rie-

mannian metric g on En
W , whose Levi–Civita connection

is denoted by ∇g. In turn, the induced metric on the
product manifold (En

W )k and its Levi–Civita connection are,
respectively, denoted by g = g ⊕ . . .⊕ g︸ ︷︷ ︸

k−times

and ∇g.

B. Self-attention mechanism

Let y ∈ (En
W )k and P ∈

(
R(n+1)×(n+1)

)h
. For each head

1 ≤ η ≤ h, the η-th (full) self attention matrix is defined as:

Aη =
(
αη
ij

)
2≤i≤k,
1≤j≤k

∈ R(k−1)×k,

where, for each 1 ≤ i, j ≤ k, i ̸= 1:

αη
ij(P,y) =

1

Zη
i (P,y)

exp(y⊤i Pη yj),

Zη
i (P,y) =

√
n+ 1

k∑
j=1

exp(y⊤i Pη yj).

The first token is excluded since its dynamics will be
controlled, as explained in the next section. Alternatively,
we may consider the so-called auto-regressive (also known
as causal or masked) self-attention. In that case, the sum in
the definition of Zη

i runs from j = 1 to i, and αη
ij = 0

whenever j > i. The results in this paper are valid for both
the full and the auto-regressive architectures, so we do not
explicitly differentiate between them.

C. Discrete-time transformer model

While there are several transformer models, most of
them inherit the basic structure of the original model [1].
In essence, as detailed in [21], each transformer layer is
composed of two parts: the feed-forward layer and the self-
attention mechanism, each with its own skip connection
and normalization. The model presented in [?] made the
simplifying assumption that feedforward layers were absent.
In this section we present a discrete-time model including
both layers.

Formally, for each l ∈ N and 1 ≤ η ≤ h, let:

Pη(l), Uη(l) ∈ R(n+1)×(n+1),

W1(l),W
⊤
2 (l) ∈ Rd×(n+1),

b1(l) ∈ Rd, b2(l) ∈ Rn+1.

The discrete self-attention and feed-forward maps:

f̃sa,i : N× (En
W )k × R≥0 → Rn+1,

f̃ff : N× En
W × R≥0 → Rn+1,

1 < i ≤ k, are defined as:

f̃sa,i(l,y, τ) = yi + τ

h∑
η=1

k∑
j=1

αη
ij(P(l),y)Uη(l) yj ,

f̃ff(l, y, τ) =W2(l)Σ
(
W1(l) y + b1(l)

)
+ b2(l),

respectively. In the previous expressions, τ ∈ R≥0 is a small
training weight usually absorbed into the matrices Uη(l), 1 ≤
η ≤ h. In turn, we denote by fsa,i = πW ◦ f̃sa,i and fff =
πW ◦ f̃ff the corresponding normalized maps. In the previous
expression, we denote Σ(z) = (σ(z1), . . . , σ(zd)) for each
z = (z1, . . . , zd) ∈ Rd, where σ : R → R is some activation
function.

To allow for designing CBFs, we alter the transformer
architecture by assuming we can arbitrarily steer the first
token. This approach has three main advantages: (1) we
minimize the number of controlled tokens, (2) we can better
approximate the original model by selecting a control input
which is as close to the original model dynamics as possible,
and (3) this control input is sufficient to keep the system safe,
as will be shown in Section III.

Thus, for each y ∈ (En
W )k, u ∈ Rn+1, k ∈ N and τ > 0,

the discrete-time model for the controlled transformer reads:

yi(l + 1) = πW
(
yi(l) + τ u

)
, (4)

if i = 1, and

yi(l + 1) = πW
(
fsa,i(l,y, τ) + τ f̃ff(l, fsa,i(l,y, τ))

)
, (5)

for 1 < i ≤ k.
Remark 2.1: This choice of architecture is conceptually

similar to prefixing [22], a technique where an additional
prefix is added to the LLM’s prompt to steer it away from
toxicity. Our approach is a form of pre-fixing where we
only use one token but, rather than keeping it constant, we
steer it to keep the system safe. Hence, we propose to alter
the architecture by adding a controller that steers the single
token pre-fixing the prompt. The design of such controller is
outside the scope of this paper.

D. Continuous-time attention model

Let (M, g) be a Riemannian manifold (recall that, for
the ellipsoid, M = En

W , we utilize the Riemannian metric
induced by the Euclidean metric on Rn+1

0 ). The flow of a
(forward-complete) vector field Y ∈ X(M) is denoted by
Y τ :M →M , τ ≥ 0. A map ϕ : M × R≥0 → M is a
first order approximation to Y τ if there exist T > 0 and
ξ :M → R≥0 such that dg(Y τ (m), ϕ(m, τ)) ≤ ξ(m) τ2 for
each τ ∈ [0, T ] and m ∈ M , where dg is the Riemannian
distance on M .

Let us compute the best first order approximation of
the discrete model introduced in the previous section. Let
(t,y) ∈ R≥0 × (En

W )k. For i = 1, we have:

d

dτ

∣∣∣∣
τ=0

πW
(
y1(t) + τ u

)
= Ty1

πW · u.



Similarly, for 1 < i ≤ k, it is readily obtained:

d

dτ

∣∣∣∣
τ=0

πW
(
fsa,i(t,y, τ) + τ f̃ff(t, fsa,i(t,y, τ))

)
= Tyi

πW ·
(
f̃sa,i(t,y) + f̃ff(t, yi)

)
.

In the previous expression, the continuous self-attention map,
f̃sa,i : R≥0 × (En

W )k → Rn+1, and feed-forward map, f̃ff :
R≥0 × En

W → Rn+1, are defined as:

f̃sa,i(t,y) =

h∑
η=1

k∑
j=1

αη
ij(P(t),y)Uη(t) yj ,

f̃ff(t, y) =W2(t) Σ
(
W1(t) y + b1(t)

)
+ b2(t),

respectively. In turn, the corresponding normalized maps are
respectively denoted by fsa,i(t,y) = TyiπW · f̃sa,i(t,y) and
fff(t, y) = TyπW · f̃ff(t, y).

By gathering the previous expressions, we conclude that,
for each (t,y, u) ∈ R≥0×(En

W )k×Rn+1, the best first order
approximation in τ of the discrete model (4), (5) is given by:

ẏi =

{
Ty1πW · u, i = 1,

fsa,i(t,y) + fff(t, yi), 1 < i ≤ k.
(6)

By denoting:

fsa(t,y) =
(
0, fsa,2(t,y), . . . , fsa,k(t,y)

)
,

fff(t,y) =
(
0, fff(t, y2), . . . , fff(t, yk)

)
,

g(t, y) =
(
TyπW , 0, . . . , 0

)
,

the previous model may be equivalently expressed as:

ẏ = fsa(t,y) + fff(t,y) + g(t, y1) · u. (7)

Let f : R≥0 × (En
W )k → T (En

W )k be the time-dependent
vector field defined as f(t,y) = fsa(t,y) + fff(t,y).

When comparing this model to the one in [?], the main
difference is the additional sum of the feedforward layer and
the control input. Furthermore, thanks to our choices, the
system (7) is control affine, which simplifies the computation
of safe control inputs and ensures that the set of safe inputs
KCBF is convex.

Remark 2.2: Note that (7) is forward-complete, since the
vector fields are smooth and the system evolves on a compact
manifold without boundary.

III. SAFETY OF CONTROLLED LLMS

In this section, we approach the toxicity problem as a
safety problem, specifically, our goal is to constrain the last
token, yk, to a region where the corresponding sentence
is not toxic. We focus on the last token because LLMs
generate text sequentially: the prompt is converted into a set
of tokens, the initial state of the transformer, and propagated
through the transformer for a finite amount of time. After this
propagation, the last token is used to predict the next token
which is appended at the end of the prompt to create a new
initial state. The process is then repeated starting from this
new initial state. Therefore, to prevent toxic outputs, we want

to ensure the last token does not lead to a toxic sentence. We
thus employ a classifier that transforms the initial state y0(0)
and the last token at the current state yk(t) into the toxicity
score of the sentence formed by appending the predicted next
token, based on yk(t), to the sequence of tokens defined by
the initial state y0(0).

A toxicity classifier is a map ck : (En
W )k+1 → R≥0

that assigns a toxicity score to each sequence of tokens
(y01, . . . , y

0
k, y), where y0 = (y01, . . . , y

0
k) and y corre-

spond to the initial sequence fed to the transformer and
the generated token at the k-th pass, respectively. Given
that the initial sequence is constant, we may consider the
map h0 : En

W → R≥0 defined as h0(y) = ck
(
y01, . . . , y

0
k, y
)
.

Henceforth, we will assume that h0 ∈ C2(En
W ,R≥0). Let us

consider the map h ∈ C2
(
(En

W )k
)

defined as:

h(y) = −h0(yk) + γ, (8)

where γ > 0 is a fixed toxicity threshold. The rest of the
paper is devoted to show that h is a second-order CBF for
(7). Note that (dh)y = −(dh0)yk

. Given α ∈ Ke
∞ ∩ C1(R),

we consider the map h1 ∈ C1
(
R≥0 × (En

W )k
)

defined as:

h1(t,y) = −(dh0)yk
(fk(t,y)) + α(−h0(yk) + γ). (9)

This maps corresponds to the auxiliary function (2),
since (dh)y(f(t,y)) = −(dh0)yk

(fk(t,y)). Our approach is
based on the observation that (Lgh)(t,y) = 0 for (t,y) ∈
R≥0 × (En

W )k for any h induced by a toxicity classifier ck
and thus we need a higher-order CBF.

The analysis in this paper requires the classifier to be C2.
If needed, we can always approximate a less regular classifier
with one of class C2.

This approach naturally increases the computational foot-
print of word generation due to the safety filter. However,
since the constraints are linear, the increase is relatively
modest.

A. Generic surjectivity of the vector field derivative

In this section, we investigate the partial derivative of
the last component of the self-attention vector field, fsa,k,
with respect to the first token, y1. We conclude that, for
each (t,y) ∈ R≥0 × (En

W )k, it has maximum rank (and,
thus, defines an isomorphism) for almost every choice of
the matrices (P(t),U(t)). In turn this will ensure that we
can provide sufficient conditions on h alone without being
dependent on the state.

For each (t,y) ∈ R≥0 × (En
W )k and 1 ≤ i ≤ k, let us

introduce the following linear map:

ψi(t,y) = Tyk
πW · ∂f̃sa,k

∂yi
(t,y) : Tyi

En
W → Tyk

En
W ,

where we denote f̃sa,k =
(
f̃1sa,k, . . . , f̃

n+1
sa,k

)
and

∂f̃sa,k
∂yi

=

(
∂f̃µsa,k
∂yνi

)
1≤µ,ν≤n+1

.



In the same vein, let us introduce the map:

Ξ(y) :
(
R(n+1)×(n+1)

)2h
→ R(n+1)×(n+1),

defined as:

Ξ(y)(P,U) =

h∑
η=1

αη
k1(P,y)Uη Aη(P,y),

where we denote:

Aη(P,y) = In+1 +

y1 −
k∑

j=1

αη
kj(P,y) yj

 y⊤k Pη.

Lemma 3.1: For each (t,y) ∈ R≥0 × (En
W )k, we have:

∂f̃sa,k
∂y1

(t,y) = Ξ(y)(P(t),U(t)).

Proof: For brevity, we omit the arguments of the maps.
Firstly, a computation shows that:

∂αη
kj

∂y1
= αη

kj (δj1 − αη
k1) y

⊤
k Pη,

where δj1 denotes the Kronecker delta. From this, we con-
clude:

∂f̃sa,k
∂y1

=

h∑
η=1

Uη

αη
k1 In+1 +

k∑
j=1

yj
∂αη

kj

∂y1


=

h∑
η=1

αη
k1 Uη

In+1 +

y1 −
k∑

j=1

αη
kj yj

 y⊤k Pη

 .

The previous lemma shows the parametric dependence of
∂f̃sa,k/∂y1(t,y) (and, thus, of ψ1(t,y)) on the matrices
(P(t),U(t)). The next results ensure that ψ1(t,y) is sur-
jective (and, thus, a linear isomorphism) for almost every
choice of these matrices.

Proposition 3.1: Let (t,y) ∈ R≥0×(En
W )k. Then the map

ψ1(t,y) : Ty1En
W → Tyk

En
W is surjective for almost every

(P(t),U(t)) ∈
(
R(n+1)×(n+1)

)2h
.

Proof: The map Ξ̃(y) :
(
R(n+1)×(n+1)

)2h → R
defined as Ξ̃(y)(P,U) = detΞ(y)(P,U) is real analytic.
Indeed, the exponential and the determinant are real an-
alytic, and the functions Zη

k (·,y) :
(
R(n+1)×(n+1)

)h → R,
1 ≤ η ≤ h, never vanish, whence Ξ̃(y) is real analytic.
Moreover, Ξ̃(y) is not identically zero: for instance, let
P0 = (0n+1, . . . ,0n+1), where 0n+1 is the zero matrix
of size n + 1, and U0 = (In+1, . . . , In+1). Then we
get αη

k1(P0,y0) = (k
√
n+ 1)−1, 1 ≤ η ≤ h, and,

thus, Ξ̃(y)(P0,U0) =
(
h/(k

√
n+ 1)

)n+1 ̸= 0. As a
result, Ξ̃(y)−1(0) has zero measure (cf., for example, [23]
for an elementary proof). From Lemma 3.1, we conclude
that rank

(
∂f̃sa,k/∂y1

)
(t,y) = n + 1 for almost every

(P(t),U(t)) ∈
(
R(n+1)×(n+1)

)2h
. Subsequently, we have

that rankψ1(t,y) = n = dimTyk
En
W , where we used that

rankTyk
πW = n. Thus, ψ1(t,y) is surjective for almost

every (P(t),U(t)) ∈
(
R(n+1)×(n+1)

)2h
.

B. Dynamics of the control barrier function

In this section we present the main result of the paper,
Corollary 3.1, showing that the function h ∈ C2

(
(En

W )k
)

defined in (8) is a second-order CBF for the dynamics
of the transformer (7). We can thus leverage this CBF to
prevent toxic outputs. Corollary 3.1 is a direct consequence
of Theorem 3.1.

We start with the following technical lemma.
Lemma 3.2: For each (t,y, u) ∈ R≥0 × (En

W )k × Rn+1,
we have ∇g

g(t,y1)·ufsa,k(t,y) = ψ1(t,y) · Ty1
πW · u.

Proof: Let Γij,σ
µν,l ∈ C∞ ((En

W )k
)
, 1 ≤ i, j, l ≤ k,

1 ≤ µ, ν, σ ≤ n+ 1, be the Christoffel symbols of g, and
denote ∂µ = (0, . . . , 1︸︷︷︸

µ-th position

, . . . , 0), 1 ≤ µ ≤ n+1, which

allows for writing Ty1πW ·u =
∑n+1

µ=1 ξ
µ
1 (y1, u) ∂µ ∈ Ty1En

W ,
for some ξµ1 (y1, u) ∈ R, 1 ≤ µ ≤ n + 1. Therefore, a
computation using that Γij,σ

µν,l ̸= 0 only when i = j = l (as
the product metric is block diagonal and, thus, it does not
mix different copies of En

W ), and Tyk
πW does not depend

on y1, leads to ∇g
g·ufsa,k = ψ1 · Ty1

πW · u.
Now let us compute the Lie derivative of the auxiliary

function h1 with respect to the control field.
Proposition 3.2: Consider the function introduced

in (9), h1 ∈ C1
(
R≥0 × (En

W )k
)
. Then, for each

(t,y,u) ∈ R≥0 × (En
W )k × Rn+1, we have:

(Lgh1)(t,y) · u = −(dh0)yk
(ψ1(t,y) · Ty1

πW · u) .

where α′ : R≥0 → R>0 denotes the derivative of α.
Proof: Note that ∇g

g(t,y1)·ufff(t, yk) = 0, since
g(t, y1) · u does not depend on yk. Similarly, we have:

(dh)y(g(t, y1) · u) = (dh0)yk
(0) = 0.

From this and (7), we obtain:

(Lgh1)(t,y) · u = −(dh0)yk
(ψ1(t,y) · Ty1

πW · u) ,

where we used Lemma 3.2 for the last equality.
We are ready to give a sufficient condition for h to be

a second-order CBF for the controlled dynamics of the
transformer.

Theorem 3.1: Let h ∈ C2
(
(En

W )k
)

be as in (8), h1 be as
in (9), and D ⊂ (En

W )k open be such that:

S = h−1(R≥0) ∩ h−1
1 (R≥0)

◦ ⊂ D.

If the following assumptions hold true:
1) (dh0)yk

̸= 0 for each y ∈ D − intS, where intS
denotes the interior of S.

2) ψ1(t,y) : Ty1
En
W → Tyk

En
W is surjective for each

(t,y) ∈ R≥0 ×D.
Then h is a second-order CBF for the control dynamics of
the transformer (7).

Proof: From Definition 1.3, h is a second-order CBF
for controlled dynamics of the transformer if (Lgh)(t,y) = 0
and (3) holds for each (t,y) ∈ R≥0 ∩D. The first condition
is straightforward; namely:

(Lgh)(t,y) = (dh)y(g(t, y1)) = (dh0)yk
(0) = 0.



For the second condition, we choose α1 ∈ Ke
∞

as α1(r) = (|Lm|/hm) r, where we denote
Lm = inf(t,y)∈R≥0×H(Lfh1)(t,y), as well as
hm = inf(t,y)∈R≥0×H h1(t,y). Note that the following
set:

H = (dh0 ◦ πk)−1(0) = {y ∈ D | (dh0)yk
= 0yk

},

where πk : D → En
W is the projection onto the k-th

copy, is closed (in D and, thus, in (En
W )k as D is open).

Moreover, assumption 1) implies that H ⊂ intS. Hence,
the closeness of H, together with the fact that h1(t,y) > 0
for each (t,y) ∈ R≥0 × intS, ensure that hm > 0. Given
(t,y) ∈ R≥0 ×D, we distinguish two cases:

1) y ∈ D −H. Consider the following map:

Rn+1 → R, u 7→ (Lgh1)(t,y) · u,

From Proposition 3.2, as well as the facts that
(dh0)yk

̸= 0 and ψ1(t,y) is surjective, we conclude
that the previous map is surjective and, thus, (3) holds.

2) y ∈ H. By construction, h1(t,y) ≥ hm, whence:

α1(h1(t,y)) ≥ |Lm| ≥ −(Lfh1)(t,y),

and (3) holds.

By gathering Proposition 3.1 and Theorem 3.1, we arrive
at the main result of the paper.

Corollary 3.1: Let D ⊂ (En
W )k open be such that:

S = h−1(R≥0) ∩ h−1
1 (R≥0)

◦ ⊂ D,

with h and h1 as in (8) and (9), respectively. If (dh0)yk
̸= 0

for each y ∈ D − intS, then h is a second-order CBF for
the control dynamics of the transformer (6) for almost every
(P(t),U(t)) ∈

(
R(n+1)×(n+1)

)2h
, t ∈ R≥0.

Note that S ⊂ h−1(R≥0) ⊂ {y ∈ (En
W )k | h0(yk) ≤ γ}.

This guarantees that the toxicity of the output remains below
the threshold γ provided the initial condition lies in the safe
set S and the control inputs are chosen to be in KCBFH(t,y)
for each (t,y) ∈ R≥0 × S.

The strength of this result lies in the weak assumptions
placed on the function h0, which are a consequence of
the new transformer architecture proposed in this paper.
We simply ask for the absence of points (interpreted as
sentences) where the linearization of h0 is identically zero
and thus where h would fail to describe how toxicity changes
in a small neighborhood of that sentence.

IV. CONCLUSION

In this paper, the problem of toxicity in LLM text gener-
ation has been addressed. Firstly, a continuous-time model
explicitly describing the feedforward layers of transformers
was derived. We then proposed a new architecture in which
the first token can be steered and is regarded as a controlled
token. This enabled us to show that any C2 function satisfy-
ing a mild non-degeneracy condition can be used to construct
a CBF for almost every choice of the parameters of the
transformer (key, query and value matrices).
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