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SPECIFIC DATA OF THE SUBJECT

Prerequisites

There are no prerequisites for this course.

Learning outcomes

Introduction to the normative and legal aspects related to data protection and privacy, as well as its direct relationship with Cybersecurity

according to the regulatory and legislative framework
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Theoretical legal framework on data privacy and involved sectors. (4hrs)

Review of the legal bases that regulate privacy: concepts, general and sectoral regulations, and the most relevant jurisprudence.

Legislation on protection of personal and confidential data (GDPR- General Data Protection Regulation). (6hrs)

Content of the Organic Law 3/2018, of December 5, on the Protection of Personal Data and guarantee of digital rights. The General Data
Protection Regulation of the EU, and Law 1/2019, of February 20, on Business Secrets. Theoretical - practical analysis of the main

implications regarding the rights of individuals in the security of their data, and procedural aspects of guarantee.

European directives and cybersecurity / privacy agencies. (5hrs)

Introduction, functions and relationship within the companies, organizations and the privacy authorities. Data Protection Agency.

Regulations that affect the processing of personal data: National Security Scheme ENS, NIS-D, MPD. (2hrs)

Details of the regulations, regulatory bodies, and compliance issues.

Regulations that affect the processing of personal data: National Security Scheme ENS, NIS-D, MPD. (3hrs)

Details of the regulations, regulatory bodies, and compliance issues.

Security breaches (2hrs)

Management of security breaches that affect personal data.

Security of suppliers in the supply chain. Third party regulations. (2hrs)

Principles of ensuring privacy and security controls in the supply chain. Third party regulations.

Aspects to take into account in the management of projects related to cybersecurity and privacy. (8hrs)

Project management to meet privacy and security requirements from design. Security by default concept.

TEACHING METHODOLOGY

General methodological aspects of the subject

e Master classes

e Resolution of practical cases

EVALUATION AND CRITERIA

Ratings

Grading system:
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® Preparation and Participation in debates and problem solving classes (50%)
® Final exam. May consist on multiple-choice questions, open questions or both. The final exam could be replaced by an individual

report. (50%)
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