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Abstract-

Deepfake images, synthetic images created using digital software, continue to
present a serious threat to online platforms. This is especially relevant for
biometric verification systems, as deepfakes that attempt to bypass such measures
increase therisk of imper sonation, identity theft and scams. Although research on
deepfake image detection has provided many high-perfor ming classifiers, many of
these commonly used detection models lack generalizability across different
methods of deepfake generation. For companies and governments fighting
identify fraud, a lack of generalization is challenging, as malicious actors may use
a variety of deepfake image-generation methods available through online
wrappers. Thiswork explores if combining multiple classifiers into an ensemble
model can improve generalization without losing performance across different
generation methods. It also considers current methods of deepfake image
generation, with a focus on publicly available and easily accessible methods. We
compare our framework against its underlying models to show how companies
can better respond to emer ging deepfake generation methods.
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