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SISTEMA DE DETECCION DE DDOS A TASA DE
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Exn e=te Trabajo de Fin de Master (TFM) s i dizetincho, boplementado v valicdnado solbre
hardware de consumo un sistema de deteccion de atagques DDoS a velocidad de linea,
empleando ¢l Kit de Desarrollo del Plano de Datos (DPDR) v estructuras de datos
profabilisticas  Octobketel,. 5S¢ han  desarrollado dos modos  de deteccion
complomentarios: DPL-Sketch, que incorpera earacteristicas derivadas de b cargaoitil de
los paguctes para puixhoen prevision, ¥ Sewcl-ADY, que opera exclusivamente sobre
eabererad v permanees oficaz eom indeperdencia del cifrado del trafico. Ambos modos
emplean LightGEM para ls clasificaciin multiclase de eatoree categorias de tréfico. El
sistema mantiene 1n proccsamienta de hasta 16,90 Gbps sin pérdida de paquetes en
hardware a travds dde 14 trabajadores parafelos, emitiendo las primeras alertas de detecci
dnoeptre 31 v 9 me=, wdi= de un ordes de magnitud mds rdpido que los sistemas
comparables descritos en la literatura.

Palabras clave: deteccidn de DDoS, DPDK, OctoSketeh, estructuras probabilisticas,
aprendizaje automatico, procesamniento a velocidad de linea, seguridad de redes, trafico
cifrado.

1. Introduccidn

Los ataques de Denegacién de Servicio Distribinda (DDoS) siguen siendo una de las
amenazas mas disruptivas para la infraestructura de red moderna, con volimenes de
ataque que superan regularmente varias decenas de gigabits por segundo. La deteccion
e entom atmcpuees en enlaces de adta veloesdad plastes sin reto fundunental; b pilade oed
ilel picleo Linux process coino maximo &3 Mpps oo hardware de oo, onenlns
quo un enlece Ethernet de 25 Chps con trunas de tamano minime pusde genernr hasitn
37 Mpps, es decir, un orden de magnitud por encima de la copacicdad del oicleo.

Una restriccion estructural adicional procele b b mebopeion gevwernlioedn o protooo-lis
cifrados coma TLS 13, QUIC v tineles VN, Los enfocues que s¢ basan en 1o Inspeccion
Profunda de Paguetes (DP] resultan inheentemwente inelicaces conmdo 183 cargns itiles
son opacas. Un dietector practioo dels aBordar los cuatro retos dee forma simultanes:
aperaciin a velocklad de linea, memaria seotada y fija, transparencia ante el cifrado, y

precision en la clasificacion nnalticlass,



2. Definicidn del Proyecto

Este trabajo se propone disetior ¢ implementar un sistema de deteccion de DDoS que
satisfivga zele objetivos espoecifices: (i) precesamiento de paquetes a velocidad de linea
sln pérdidas en hoardware; (i) monitorkscion de triafico con memoria fija y acotada me-
diante estrsctiras probabilisticas: (iii) mgenieria de caracteristicias estricturada para
represenl e hores tanto consckentes de ln emrga del como exelusbvis de eoboeera; (iv) pre-
cisitn de clasilicacion equivalente sin inspeedion de carga @il (v) nferencia en tiempo
real rdpida, con deteccidn en decenas de milisegundos; v (vi) validacion reproducible
en infraestructura de acceso piblico.

El sistema se construye sohre DPDK para E/S de paquetes sin paso por el micleo,
Ortalketeh (variante Connt-Min-kketeh ce 8 filas x 4096 columnas, 640,1 KB por tra-
b fackor ) para ln apregackin de tralico Jrn protocolo, y Light GBM para la clasificacion
embebida con gradient boosting Todes los componentes son de cédigo abierto y los
experimentos ¢ realizan en Cloawd Lals ugilizando trafico sintético generado signiendo

la taxonomia de atagques CIC-DDoS2010.

3. Descripcion del Sistema

El Hlujo de deteccidn comprende tres capas funcionales, ilustradas en la Figura 3.



Figure 3: Arquitectura del sistema de deteccion DDoS con OctoSketch.

El camino rapido asigna los paquetes enlrantes o wio die 14 hilos tralajsdon= DBIPLIK
mediante Receive Side Scaling (RSS). Cada trabajador actualiza su instancin local de
OctoSketch, consumiendo solo /21,56% de los eheles disponildes por paguete, v acominla
contidores durante unn ventans desfizant= de 50 ms. DEP1-Sketch constniye un vector
de eorncteristions de T dimensiones comSinando 47 cotadores devivivdos de caboeera
vob 28 estadisticns de carga atl, Sketcr- ADY emples 12 instancus de shedh por
pratacabs pars pradiscir i vweetar de B damensionss sxclisivn de eabesera, estrictiral-
peenle Tnmee ol cilrado, Al Gl de cada ventana, el micleo coopdinador alinwita
el vector al modelo LightGBM v emite una alerta de nivel de confianza (NORAMAL /
ELEVADO / ALTO / CRITICO).

4. Resultados

La 'labla 2 resume el rendimiento de clasilicacidn ofiline de ambos modos sobse ol
conjunto de datos recopilado en CloudLah.

Mada Caractor(sticas wF1 (%) wF1 cifrado (%) A (pp)
DPL-Sketch T3 (cabecera + curga acll) 99,81 8T7.35 —12.46
Sketch-ADV G4 (solo cabecera) 98,54 98.54 0,00

Table 2: Rendimiento de clasificacién: DPI-Sketch vs. Sketch-ADV (Light GBM. tax-
ancmmin CIC-DDaS2019, 14 clases),

Ambox mosdos se desplegaron en ol by de proehas de ClondLab frente a diversos
esecennrios de atague en vivo fentre ellos, ana ioodacion UDP o 16,0950 Glps, un Wel-
DIDeS & 828 Ghps v un atague multivector a 13,16 Ghps) sin ninguna pérdida de
paquetes en hardware, DPI-Sketch emite su primera alerta entre 31 v 56 ms, gracias a
la ripida acumulacion de patrones de bytes de carga titil dentro de la primera ventana.
Sketeh-ADV aleanza confianza HIGH o CRITICAL entre 56 y 94 ms segin el tipo
e atague. pecesitunde une o dog ventas para que los ratios de sketch por protocolo
eonverjan. Ambas eifras contrastan favorsblemente con las latencias >800 ms descritas

parn selens srominaraliles on o ifeeal o,
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Figure 4: Laténcia o privoem aberta pos tipo de atague pacn DPL-Sketch v Sketcls-
ADV en el baneo de prucbas en vivo,

5. Conclusiones

El sistema enmple los seis objetivos planteados. Mantiene operacién a velocidad de
linea hasta 16,90 Gbps sin pérdida de pacpeetes en hardware, conserv una buella de
memoria acotada por trabajador (640.1 KB en DPI-Sketch, 8.1 MDB en Sketeh-ADV)
con independencia de la intensidad del atague, ¥ emite by prioves deteceltn en menos de
T ms oo bodhis bos csaovnnning en vive, Sketcli- ADY se dentifion como bn configuraeion

de produccon recommaxdsda: #8.54% de F1 pondersdo, inmusnided total ol cifondo ¥
cumplimicnto de las restricciones legales ¢ de povacidad goe impaden la inspeceion de
carga 1til en un miumero creciente de entornos de produccion. La brecha global de
precisién respecto a DPI-Sketch se reduce a 1,27 pp v es operacionalmente desprecia-
bl paen doee de las eatores elases de t-dfico.  El sistema completo estd construido
sobre componentes de oidigo abierto v evaluado sobre un conjunto de datos piblico,
garanthzando sa reprodocibilidad sin neocsidad de hardware ni software propictario.
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Abstract

In this Master's Thesis (TFM), a line-rate Lr005 QeTection SyStem NAS Deen aesigneda,
implemented, and validated on commodity hardware using the Data Plane Develop-
ment Kit (DPDK) and OctoSketeh probabilistic data atroctorea, Tws eomplemens
tary detection mwades have beon develsped; DPESketeh, which ncorporates pavionmsd-
derived features for maximum aconracy, md Sketch-ADY, which operates exclusively
on packet headors and pomains offective regardless of traffic encrypiion. Both maocdes
employ Light GBM for multi-class classification of fourteen traffic categories. The sys-
tem sustains processing at up to 16.90 Gbps with zero hardware packet loss across 14
parallel workers, delivering first detection alerts within 31-94 ms, more than an order
of magnitude faster than comparable systems reported in the literature.

Keywords: DDoS detection, DPDEK, OctoSketch, probabilistic sketches, machine

learning, line-rate processing, network security, encrvpted traffic.

1. Introduction

Distributed Denial of Service (DDoS) attacks remain among the most disruptive threats
to modern network infrastructure, with peak attack volumes regularly exceeding tens
of gigabits per second, Detecting these astacks at high-speed links poses a fundamen-
tal engineering challenge: the conventional Linux kernel networking stack processes
at most 3-5 Mpps on commodity hardware, while a 25 Gbps Ethernet link carrying
minimum-size frames can generate up to 37 Mpps, an order of magnitude bevond the

kernel's processing capacity.

A further structural constraint arises from the widespread adoption of encrvpled poo
tocols such as TLS 1.3, QUIC. and VPN tunnela Detection appronches that rely an
Deep Packet Inspection (D1 are inheremtly ineffective once pavioads are opague. A
proctical detector must therefore addres= all four challenges simultaneonsly: line-rave
operation, bounded lxed memory, encryption transparency, and multi-class classifica-
tion aceuracy.

2. Proaject’s Definition

This work set= out to design and implecwnt o DDoS detection system satisfying =ix
specilic objectives: (i) sustained Hie-rate packet processing without hardware drops;



(i) bounded, fied-memory trallic monitering using probabilistie sketoches: (5ii) strue-
tured feature engineering for both paybad-aware and header-only  representations;
(iv) near-equivalent classification accuracy without payload inspection; (v) fast in-
line real-time inference, with detection in tens of milliseconds: and (vi) reproducible
testhed validation an publicly acessible mfrastrmetune

The system = bllt on DPDK for kerpeldwposs packet 1/0, OetoSketeh (an S-row =
096 column Cotrt Mize-Shetedr variam, 8401 KB per worker) {or per provecol wrallie
aggregation, and LightGBM for embedded gradient-boosted classification. All compo-
nents are open-source, and experiments are conducted on CloudLab using synthetically
generated traffic modelled after the CIC-DDoS2019 attack taxonomy.

3. System Description

The detection pipeline comprises three functional layers, illustrated in Figure 1.

Fignre 1; FEwl-toeend architecture of the OctoSketeh DDoS detection system.

The fast path assigns Incoming packets to one of 14 parallel DPDK worker threads
via Receive Side Scallngs (RSS)1 Each warker upddates 1ts local OctoSketel instanece,
consuming only =1.50% of fst-path cyols per packer, mwd accomulates connters over
a 50 ms sliding window, DPI1-Sketch constructs s Th-dimensional festure vector



coumbining 47 leader-derive] commters wich 28 paviond statstice, Sheteh-ADY s

12 per-protocs] shetell tmtanees 1o produce a 64-dimensions! header-only veetor thiat
is structurally unatfected by encryption. At the end of each window the coordinator
core feeds the vector to Light GBM and raises a NORMAL / ELEVATED / HIGH /
CRITICAL alert

d. Remulis

Table 1 swmmarises the offline classification performance of both modes on the CloudLab-

collected dataset.

Mode Features wF1 (%) wF1 encrypted (o) A (pp)
DPI-Sketch 75 (header + payload) — 99.81 87.35 —12.46
Sketch-ADV 64 (header only) 98.54 98.54 0.00

Table 1. Classification performance: DPI-Sketch vs. Sketch-ADV (LightGBM, CIC-
DDo52019-based taxonomy, 14-class).

Baoth mades were deploved an the Choudlab testbed against various live attack scenar-
i (inchisding o UDP Aood at 16,90 Ghps, & WebDDoS at 8.28 Ghps, and a multi-vector
mized attsck ot 1316 Ghps) with zero imissed NIC drops throughout. Figure 2 com-
pares the first-alert latency of both modes across the three attack types. DPI-Sketch
raisas ite first alert at 31-56 mx, driven by rapid accumulation of payload byte patterns
within the first window. Sketch-ADV reaches HIGH or CRITICAL confidence at 56-
94 ms depending on attack type, requiring one to two windows for per-protocol sketch
ratios to converge. Both figures compare favourably against the =800 ms latencies

reported for comparable systems in the literatare.
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Fizure 2: First-alert latency per attack type for DPI-Sketch and Sketch-ADV on the
live testhed.

5. Conclusions



The system meets all six =tated objectives U sustaies lie-mie operation at up o
16.90 Ghps with zero hardware packet bes, maintains & bounded per-worker memory
footprint (640.1 KB for DPI-Sketch, 8.1 MB for Sketch-ADV) regardless of attack
intensity, and delivers first detection within 100 ms in all live scenarios. Sketch-ADV
is identified as the recommended production confipuration: U8 54% weighted F1, full
encryption immunity, and compliance with privacy constraints that preclude payiomsd
inspection in a growing share of production snvironments, The 127 pp globa] pecurey
gap relative to DPL-Sketeh is operationaly negligible for twelve of the fourteen traffic
clisass, The entire svstem 15 hadlt on cpen-source components and evaluated on a
publicly availabbe datased, ensuring full reproducibility without proprietary appliances.
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1.1 Problem Statement

Distributed Denial of Service (DDoS) atiacks remain one of the most prevalent and
damaging threats to modern network infrastructure. These attacks aim to exhaust the
resuvarees of A target gvstem, such as bagdwidlh, procesing capacity, or memery, by
Aooding it with massive volnmes of malie-ous tenffie from mbiple diserlinted sourees,
Aconndingg Lo recent indusbery meporks [[I !l. DS nbtmcks beve goroearn Bl s i fregpeency
and in magnitude, with peak attack volumes regularly exceeding tens of gigabits per

second and, in extreme cases, reaching the terabit scale.

The detection of DDoS atuscks st high-speed network links poses a fundamental engi-
peering challenge. The comventionnl Linex kernel networking stack processes packets
through a series of interrapts, context switches, and memory copies that limit its
throughput to approximately 3 to 5 million packets per second (Mpps) on commodity
hardware [3]. However, o 23CGhps Ethemnet link carrying minimum-size packets (64
Livtis) e gennerate up to 37 Mpps [, vhich is an order of magnitude beyond the
kernel's processing capiscity. This gap hetween the required and achievable packet pro-
pebing rabes means that o kernel-basod detecton would eviiably drop a sigallbeant
portion of the wraffic, leaving atcacks undbtected.

Existing approaches to DDoS detection can be broadly classified into two categories.
On one hand, threshold-based systems apply simple rules over traffic statistics (e.g.,
packets per second exceeding a predefined value) and can operate at high speed, but
thoy lack the ability to accurately classify different attack types and are prone to
False positives (51, O the other hand, machine learning-based systems can distinguish
among multiple attack caregories with high accuracy, but they typically rely on offline
or near-real-time processing with detection latencies exceeding 800 ms, as reported in
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rocent. works such ws MULTELF (6], Suea lavencies are unseceptable in enviroumeits
where even a few hundred millsecomds of amletectond attack trafhic can coeee signifieam
service degradation.

A third challenge concerns the memory and computational cost of tracking per-fow
traffic state. A high-spood lnk may corey millions of concurrent Hows: storig exact
commers Tor cach Mow In o conventbonal hash table rexqulres meory ]:ll:'-l':l]:u:lllll,r:l|||| Tk
tlee monilser of active Bows. A a rave of 14 Mpps on a 10 Gbps link, & table with 451
entries and 64 B of state per entry already occupies 256 MB, and the random access
patterns ol hash lookups cause frequent last-level cache misses that degrade throughput
as packet rates increase. A practical detection system must therefore summarise traffic
statistics in a data structure whose memory footprint is fixed and small, whose access
pattern is cache-friendly, and whose update cost is (J(1) per packet regardless of the
number of active Hows.

A further structural comstraint comes from the widespread adoption of encrypted pro-
tocols such s TLS L3 (7], QUIC [8], ard VPN tunnels, which now account for the
majowrity of Ieternet traffic ). Detectien approaches that rely on Deep Packet In-
spection (DPI), that is, the examination of packet payload contents, are inherently
incompatible with eneryption: once the payload is opaque, payload-derived features
become unavailable regardless of computational resources. This structural incompati-
bility motivates o detection architecturs that derves all trafhie features exclusively from
||nri:-|‘.‘l lasaclers, sawch s soapree [P wddress, destination grort, |:|rnl|.u_'-|:|| Bilel. samd Jnl-l'h"‘l

sren, which remnin visable even in [ully srerypled sesswons.

These chalbemges defise tlwe problinn adcressed in this work: the design and imple-
mentation of & DD6S detoction system cepable of operating at line rate on high-speed
network links, using embedded machine leaming classification to accurately identify
multiple attack types, with a dedicated beader-only operating mode that ensures the
system remains applicable independently of payload encryption. The system must pro-
cess all incoming packets inline, without sampling or mirroring, and deliver detection

decisions within tens of milliseconds, not



This chapter provides a detailed description of the technologies, protocols, tools, and
libraries specifically used throughout the project, with the aim of facilitating its un-
derstanding and follow-up.

2.1 DPDK, Data Plane Development Kit

The Data Plane Development Kit (DPDK) is an open-source framwework, originally
developed by Intel and subsequently domsted to the Linnx Foundation, that provides a
st of libraries and Poll-Modde Drivers (P Dis) for high-spead packet processing entiredy
i user spaen GBS contral poal s tos bypass the Linex kernel networking stack,
oliminating the overhead impo=ed by imterrupt handling, context switches, and memory
copies, s that A stamdard multi-oore sereer can sustain packet processing rates in the
tens of millions of packets per secomd on commoedity hardware.

2.1.1 The Linux Kernel Networking Bottleneck

I this oonvend ional packet processing, modkel, the arrival of a packet at the NIC triggers a
hardwnre intermupt that preempts the car-ently exeenting proeess sawd truesfers control
te u hornel interrupt badber. The hancler copies the packet [roan e KIC's DMA
region iuto a keriel socket buffer (skobuaf s}, wlich is later transferred o wser spoce via
a system call. Each step in this chain carries a non-trivial cost: a hardware interrupt
forces a context switch that flushes TLB entries and evicts the L1/L2 cache lines warm
for the interrupted process, requiring hundreds of nanoseconds of cache rewarming
belore uselul work meswmes. Across the aillions of packets per second amving on a
high-speed link, these por-intermupt penalties seonmulate into a ord throughput ceiling

vl armrrssrrmmleds 1 dnes o & Yoos om ecmaneelite hardlwaree i:“
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The Linux keruel introduced NAPT (New APL s o partiol mitigstion: after the st
hardware bterript signals packet arrival, subsogquent packets e harvested oo sofi-
ware polling loop until the queue drains. amwetking the mlemupl cost over & bateh
of packets rather than paying it per packet [10]. While NAPI sulstantinlly improves
throughput at medderate rates, it does not eliminate the ak buf f allocation, the keenel-
to-user memory copy, of the system call overbead — all of which remain on the per-
packet oritical path for any user-spoce application. A 25 Ghps Erthemet Tink carrving
minimum-size 64-byte frames demands up to 37 Mpps [1], a rate ot which even NAPUs
hatching provides insufficient relief and the kernel networking stack becomes the dom-

inant bottleneck.

: tec J o ]

Figure 2.1: Kernel packet path vs. DPDK userspace path.

2.1.2 Environment Abstraction Layer

The ewre of DPDIK s the Ewwvironment A osstraction Layer (EAL), which runs at appli-
calion startup to perform low-level initia isation and resource reservation. Its respon-
sibilities span four areas [3):

e CPU core affinity. The EAL binds each logical worker thread (lcore) to a
dedicated CPU core using pthread affinity settings, preventing the OS scheduler
from migrating threads and eliminating the cache-rewarming overhead of cross-
core migrations. The lcore-to-CPU mapping is specified at launch via the -1
argument (e.g., =1 0-3 to use cores 0 through 3) or the more flexible --1cores
aption thnt nllows r}q:iim‘r eoTe pinming.

» Hugepage reservation. The EAL allocates large memory pages of 2MB or
1GB from the operating system rathwer than the default 4 KB puges. Hopepeagges

4



reduce the munber of TLE autries respuired to map pocket buller memory, lowering
TLE mbs rates at high packet v, and they provide physically contiguons
memory regions suitable for NIC DMA transfers.

¢ PCI device detection and PMD binding. On startup the EAL scans the
I*C1 bats to cnmerate network inteefaces, then binds each NI to its correspond-
fng Poll-Aisde Driver using the kerael's U0 or VFIO subsystem, This binding
vrasfers ownerslip of the S1C from the kernel diver wthe DPDK PMD, making
the devies invizibde to the OF bat filly sccessible to the DPTIK applicatbon.

a Service initiallsation. The EAL initialises the bogging subsystem, the high-
resolution timer service (rte_timer, and the inter-process communication chan-
nel maed to share pessurees hetwerrs DPDK processes running on the same host.

2.1.3  Poll-Mode Drivers and Zero-Copy Packet 1/0

Instead of waiting for a hardware interrupt to signal packet arrival, DPDI Poll-Mocde
Drivers keep one CPU core in a tight loop eantimuonsiy polling the NIC's receive do-
giriptor rings. The receive path worls as follows: when packets arrive, the NIC writes
their phvsical addresses into the BX deserptor ring via DMA; the PMD reads those de-
seripbors i badclws using rte sthorx burst (), returning up to NV pointers to rte_mbuf
strictures alrendy populated with packes data, with no copy ever made. Processing
thw burst smmortises the overbead of poimer dereferences, branch mispredictions, and
cibche-tuwe Jomds scres all N packets, which is why burst sizes of 16-32 are empirically

optimal for most workloads.

Packets are managed through a mempool, a pre-allocated, lock-free pool of fixed-size
mbufs backed by hugepage memory. Onee the application has finished processing o
packet, it returns the mbul to the pool for rense, avoiding dynamic memory allocation

entirely.

The transmit path is symmetric: to send packets, the application fills an array of
mbuf pointers and calls rte_eth tx burs=z (). which writes the corresponding physical
addresses into the NIC's TX descriptor ring and signals the NIC to initiate DMA.
The PMD then reclaims completed TX descriptors and frees the mbufs back to the
meemmpool once the NIC confirms transmbsdon, This sere-copy deston on both RX amd
TX paths, combinesd with the removal of interrupt latency. is the primary driver of
NPOK's thronehnnt advantase over the Berned sank DL
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DPDK Mempaool with mbufs in Hugepages

Figure 2.2 DPDK memory model: hugepage-backed mempool and zero-copy packet
I/0.

2.1.4 Multi-Core Secaling anc Receive-Side Secaling

DPDK applications tvpically follow oame of twoe execution wesdels fos distriboting work

ACIOSs COores:

¢ Run-to-completion. Each packet is received, processed, and optionally trans-
mitted entirely within a single core, with no landoff 1o anothér thresd. This
eliminates inter-core synchronisation on the critical path and iz the dominan
model for inspection and forwarding worklosds where perspacket processing is
bounded in time.

e Pipeline. The processing ol a packet is split across multiple stages, each exe-
cuted |ry a different core. St-.F!.EI_.' oubputs are |.b.|?|.|~mht| between cores vin lock-froe
ring buffers (rte_ring). The pipeline model is advantageous when different pro-
cessing stages have heterogeneous computation costs or when one stage (e.g.,

eryptographic processing) benefits from being isolated on dedicated cores.

To spread incoming traflic across multiple cores, modern NICy impleanent Beeeive-Side
Scaling (RSS), a hardware feature that computes & Toeplitz hosh over packet hoader
fields and maps the result to one of seversl independent hurdware reocive quenes [3].
Each quens s assigned to n dehiented DFDR worker thread oo 1ts own core. The set
of hepder Belds that Teods the r].I:I'H:iIIiI.'I. hsh, il RES hash j.'l:!ll. iw ::-l'lll.“.rl;l:rriir!-l'-. Ly [
el depdoyusents lsh oo Uee Tull Bye-tupse (source/destinatimon 1P, source/destination
port, protocol) to esure Ut poekets frosm the sune Bow always mesch the sane core,
preserving processing onder.  For workboreds that Urack pes-soairce-1F statistios callwer
than per-flow state, the key can be restricoed to the souree IF address alone, producing



a coarser but sulficient distribution.

Because packets belonging to the same confipured key always hash to the same queue,
per-flow state can be maintained in core-local memory without any locking. DPDK
also enforces NUMA awareness: memory pools are allocated on the same physical
processor socket as the core that will acoiss them, avoiding expensive cross-sockiet
DRAM accesses that would otherwise become m thronghpant bottbeneck on multbsocke
SETVETS,

R55-based packet distribLtion from NIC to DPDK cores
Metwork lnlerface_ Card (WIC)

Incoming

+| DPDK Core 0

I

_.. . *| DPDK Core 1
]

& e || oox o
oo :

Figunre 2.8 DPFDK mualtl-core architscture with Receive-Side Scaling (INSS).

2.1.5 Porformance and Appl cability

Under the copditions deseribed above, s commodity server equipped with s owodern
multi-pore processor can sustain forwanding and inspection rates that scale approxi-
mately lineardy with the number af dediented cores (3. The achievahle throughpin s
strongly influenced by packet size: smaller packetls require more packets per second 1o
fill a given bit-rate link, increasing the per-core packet processing budget. Table 2.1
shows the line-rate packet demands at common [rame sizes [or a 25 Ghps link together

with representative single-core DPDK forwarding throughput.

Table 2.1: Line-rate packet demands and representative single-core DPDIS thronghyine
at 25 Ghps.

rame gize (bytes) Line-rate (Mpoa) Single-core DPDK forwarding

{i-d =37 2.3 eores for ull line rare
128 ~21 -2 eobes sulfcient
e A1 1 eore sufficient

~ti  Well within single-core mdget
~2  Well within single-core budget
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DPDE bes conseguently beeoane the stendard foundation for petwork [anction vie-
tianlisation (NFY), softwiare-defimel petwordang (SDX) data planes, and inline vraflie
analysis. Nodable production depbsvinerts include Cisco’s Vector Packel Processing
(VPP |I 1}, n high-performmnce sofiware router used in telecommunications NFV de-
phovments; Open vEwiteh with DIPTIK acceleration, widely used in cloud hypervisor
environments; and NVIDIA DOCA, the application framework for Bluelield DI'Us
thint expeess= DPDE we its primary packet processing APL These adoptions confirm
that DPDK’s performance model is robust across diverse real-world workloads bevond
the benchmarking context in which it was developed.

2.2 Probabilistic Data Structures: Count-Min Sketch
and OctoSketch

Hipls-sppomd packet processing lesves seey Gonde thoee por packant for comples: dasta stroe-
ture operations.  This section desciibvs the family of peobabilisthe data stooctures

koown s sbefefes, which suwinimacise tralli: statities ina fxel, small memory footprint

with guaranteed crror bounds, Two straetures are diseussads the Coum-Min Skeveh,
which provides the theoretical foundation, and OctoSketch, the specific implementation

adopted in this work.

2.2.1 Sketches and Stream Summaries

A abeteh is o vompact probahilistic summary of a data stream. listead of storing the
exnct valne associneed with each key, s ketch maps keys to a small array of counters
psing one or more basl funotions, sllowiog multiple keys to share the same counter.
The result is a data structure whose memory footpring is fixed and independent of the
number of distinet keyvs in the stream, af the cost of a small, controllable estimation

error caused by hash collisions.

Sketch-based structures offer three properties that make them partieularly well snited
to high-speed network traffic monitoring. First, both update and query operations mu
in (1) time regardless of the number of active flows, making per-packet proeessing oos
predictable and bounded. Second, the memory roquineient = sl st initialisation Eiose
boe ebhoosing the array dimenshons, =0 o dynamic allocation is needed during packet
processiig.  Thind, sketehi= are mergeahee: the sketch maintained by one CPU core
can b coanbiteed with the sketeh of anosher core by element-wise addition, enabling
a natural parallelism model where each worker thread maintalis its own bocal sketch

and a coordinator thread periodically merges them withom anv bocking.
The key trade-ofl is between memory and accuracy. A larger array reduces the prob-

8



ability of lash collisions and teeefome re<luce: sstimation aroor, while o smaller aomy
saves memory. In practice, sketeh dimensions are cosen so that the error 5 bomuded

well below the detection thresholds used in the application.

2.2.2 The Count-Min Sketcls

The Count=Xin Skoerch, proposx] by Cormode and Muthukrishnnm |:|.E|. 15 the founiln-
tional strueture of tlis Taodly. Te consists of & two-dimensonal array of integer coutters
with d rows and w columns, and d independent hash functions hy, ha, ..., hg, each map-
ping a key to one of the w column positions. The structure defines the following set of
operations and guarantecs:

e Initialisation. All dxw counters are aet 1o 2era. 1 Be @ NAESH MIMCTIONS A58 CI0SET
independently and uniformly at random fram a pabrwise-livdependent famibly, one
per row. A common choice for high-speed implementations is the Toeplitz hash,
the same hash family used by NIC hardware for RSS (Section 2.1}, which can
be computed efficiently with bitwise XOR and shift operations, requiring no
multiplication or division on the eritseal poth,

o Update. When a new elemmt witk key « arrives, for each row ¢ € {1,...,d} the
coanter at e column iadicated by bi(2) is incremented by one (or by a weight

v for weighted streams such as byte counts):

Cli, hi(w)] +=v Vie {1,...,d}

s Quory. To estimate the frequency () of key ., the sketch returns the minimum

MEETiFaOT l'r|.|1Hl Hd T -H1I Fimili=

J\&) = mm U, ri(x))

The minimum is taken because hask collisions can only increase a counter, never
docyease i The true [requency s ilerefore alwavs at most (the mwinimn obsepves)
value, making the estimate a guaraatesd overestimnte.

& Merge, T'wo sketches ol identical dimensions bullt over disjoint streains can be
merged into a single sketch representing the union of both streams by element-
wise addition of their counter matrices. This property enables embarrassingly
|'|.n1':a||.|1|f r]r‘]'uln:nlwnlﬁ whero cach tlhosd maintaing a locsl sketch =] & coptrnl
thiresd pericdically aperopates then

& Frror guarantees, With probabiiity at least 1 — 4, the point query satishies
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fiz) = flx)+ el g, where || £l isthe wiad weight inseried. Sottimg w =[]
ated of = [Inf1/8)] nchieves thes bounds. For example, vargeting ¢ = 0.01 (1%
of the total stream weipght) aml & =0.01 yields w = [¢/0.01] & 272 columns and
ff = [l 100] = 5 rows — o structur= of roughly 5KB that fits comfortably in L1
chelve. In practioe, wider arrays of = 4 to 8 rows and w = 1024 to 8192 columns
are common, trading a modest ameeunt of memory for tighter error bounds.

i
m Ciodumsn | Cillanni 2 --- Cobatee  Query
| H W

/ N

Figure 2.4: Count-Min Sketch structure.

2.2.3 OctoSketch

OctoSketch [13] 1= & software monitoring Eamework proposed by Zhang, Chen, and Liu
(WS A2} that addresses n fundnomontal limitation of sketeh-based multi-core mon-
itoring: the kes of online aceursey eansed by periodie full merges. In a conventional
multi-core sketch deployment, each core maintains a loeal sketeh and a coordinator pe-
n';u:i[vﬂ.liy collects ad sums them to oblain a glulm.l view. The :lggn:gatr_-d resili is uul}'
accurate at the moment of the merge; any ¢peery wsued betworn two merge operations

reflects a stale or incomplete snapshot of the trafhie, as ilhistrated m Figare 2.5,
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Figure 2.5: Periodic full-merge (top) vs. OctoSketch continuous delta aggregation (bot-
tom).

OctoSketch solves this with a continuous, della-based aggregation mechanism that op-

erates as follows:

¢ Shadow copy. Each worker core maintains two sketch instances: the active
sketch, which is updated on every incoming packet, and a shadow copy that

mirrors the state last propagated to the coordinator.

¢ Delta computation. At each propagation step, the core computes the cell-wise
difference between the active sketch and the shadow: &E{i, i = Crctivelt, j] -
Capadowlis 7). Only non-zero deltas need to be transmitted, keeping the commu-
nication volume proportional to the number of cells that changed since the last

synchronisation rather than the full sketch size.

s Global sceumulation. The coorlinator mlds sach received deden directly
the global sketeh: Csalt, ] += A&7, 7). Beenuse the global sketeh is npelnted
incrensenially, it reflects the comolstive contrilmtion of all cores ot oy point o

timee, without waiting for a full eellction cycle.

& Shadow update. Afler propugation, the shadow is set equal to the active sketch,
so the next delta captures only the changes made since the enrrent synchronisa-

tion.

A kev proporty of OctoSketch is its generality: it functions as a framework that wraps
existing sketch abrorithoms, including Count-Min Sketch, Count Sketch, and others,
withom modifving their imternal steaetyre. The name Octo refers to the use of 8
hash rows in the underlving sketch, a configuration chosen by the authors to balance

11
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socurney aind caclee eificiency across o witle mange of workloads, The paper evalunges
OctoSketch agaimst nine representavive sketelws on three plitforms (CPU. DPDK, amd
eBPF XDP), reporting up to 4.5 x higher throughpat and 1006 % lower estimatbon
error compared to periodic-merge baselines on DPDE deplovinents |13,

2.3 Machine Learning for Network Traffic Classifi-

cation

Machine learning (ML) has become the standard approach for network traffic classifica-
tion tasks where the number of traffic categories and the variability of attack patterns
make hand-crafted rule systems inpractical to maintain, This section describes the
foundational concepts of supervised classilication and the family of tree-based ensem-
ble methods most relevant to this domain.

2.3.1 Suporvised Classification

Supervised lewrming 1= the branch of mmackine learning concerned with learning a map-
ping f : & = Y from a set of labelled training examples {2, w) L, where 2, € X
is a feature vector and y; € Y is the correspamihing clnss Inhel. In n elassifieation set.
ting, J is a finite set of discrete categories, mich as bemagn, DNS ampdification, or SYN
food, The goald of trmming s to find the parnmetess of [ that minimise a loss fusction
mwrasnring Ehe diserepoawy between predicted and tree labels on the training set, whibe

retmnming the alzhity to geperalise to iy examphes.

Once trained, the model is used in an inference phase: given a new, unlabelled feature
vector X, it produces a predicted class g = f(x). The quality of classification is assessed
nsing metrics derived from the confusion matrix:

e Accuracy: the fraction of correctly classified instances. This metric is misleading
when class distributions are skewed, a classifier that always predicts the majority
class can achieve high aceuracy while detecting nothing.

¢ Precision and recall: precision measures the [raction of positive predictions
that are correct; recall measures the fraction of actual positives that are detected.
The two metrics are in tension: raising the detection threshold increases precision
but reduces recall.

e F1 score: the harmonic mean of precision and recall, F} = 2. % For multi-
class problems with iimbalanced distributions — such as network datasets where
benign traffic dominates, the macro-averaged or weighted-averaged I'l across all

classes is the standard summary metric [14).

12



To sz generalisation, the labelled datnset s partitioned iote o fraindng sel w=ed to fit
e model and a held-ot test sef used exchsively for fimal evaluation. Hyperparametens
are tuned on a separate validafion sel (or via cross-validation folds drawn from the

training data) to avoid contaminating the test set with model selection decisions.

al-omes

Fignre L superassd learming pipeline.

2.3.2 Feature Representation of Network Traffic

A feature vector = a fied-lenath owmesical representation of one observation. For
network traffic classification, observation= are typically defined in one of two ways:

e Time-window granularity: all packets armiving within a fixed interval (e.8.,
30-100ms) are aggregated into a single feature vector, regardless of fow bonnd-
aries. This approach captures aggregate traffic intensity and s well suited to
volumetric attack detection, as it Jdoes not require maimtaining per-fow state
that may grow unboundedly under a fHooding attack.

¢ Flow granularity: packets sharing the same five-tuple (source/destination IP,
source/destination port, protovol) we grouped imto a fow and tracked ot a
tieeont or connection beardown.  Flow-based featurcs are micher and capture
pet-connection behiaviour, but regune scalable Bow-tracking lnlrastoucture and
introduce latency proportional to flow duration.

Regardless of granularity, features summarise the traflic observed during the measure-

ment period. Common feature categories include:

o Volume features: total packet count, byte count, and packets per second within

the window.
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o Stotistiesl fentures: oean, varboce, aod higher momnents of ket botee-
arrivil s or packet s, which caprore the remporal pattern of tralfie.

s Protocol features: fractions of traffic belonging to each protocol (UDP, TCP,
TCMP) or port group, eapturing th= composition of the traffic mix.

e Source concentration features: mefrics such as the fraction of traffic at-
tributable to the top source 1P address or the number of distinet sources, which
distingnish walumetrie attacks (fow sources, high volume) from distributed ones
(many sourcss, moderate individusi volume).

The choice of features directly determines what patterns the model can learn. Features
derived exclusively from packet headers, rather than payload contents, are compatible
with encrvpled traffic and impose o lowsr per-packet extrsctbon cost, making them
well suited 1o lwerate deplovioout, An important practical consideration is that tree-
hased modeds operate by companng indivaluasl feature values apainst threshalds and ane
therefore invartant to monotanic rescaling unlibe distance-basad or nearal models, they
s mind Tedyuine Femtore rmnadiandion or slandsrdsation, which h‘il11i:||:iﬁ.l":li e et reit o
pipeline and eliminates a polential source of train/test data leakage. The mapping [rom
raw packets to feature veetors is deseribed in detail in Chapter 5.

2.3.3 Ensemble Methods: Bagging and Boosting

A single decisbon tree partitions the feature space by applyiog a setqueence of binary
threshold tests on individual features, assmping @ clases labaed (o vacls beal regian. Whike
decision trees are interpretable and fast to evaluate, they suffer from high varianee:
small changes in the training data can producy very diflfereid e Ensermdile nac bosds

address this by combining the predictions of many trees.

= Bagging (Bootstrap Aguregating) trains each tree on o dilferent rnadon boot-
strap sample of the training datn aowd averages their predictions. The eanonical
bagging enscinbbe is Ul Bondom Fares! [14], which additiomally ramndosmises (s
subset of features considered at each split. By decorrelating individual trees,

Random Forest substantially reduces variance without increasing bias.

= Boosting takes o different approsdi: trees are iraimed soquentiolly, with each
tree fitted to the residunl errors of ©ye ensemble boilt <o far. The final prediction
5 a welghted sum of all troes. Thi= sequemtial earrection of errars rednees hiag,
often achieving lower training eror than bagging ar the cost of higler sensitivity
o noksy labeds. Gradient Boosting: [14] franws this provess as gradient deseen
in function space, making it straigbtforward to optimise arbitracy differentialbe



b functions. Modemn implemontafions such ss XGBoost, LightGEM, sl Hist-
Cradient Boosting extend this framework with histograon-based sphi-linding, reg-

ularisation, and native support for missing values.

For structured network traffic data. tree-based ensembles offer several advantages over
decp kearning altermatives such as recurnest neural networks or transformers [14): they
pevgeiire o Pemture sending, oo robast tos irreleviant fontares through gakn-laeeed sl
sefdecthon, amd converge 1o competitive accuracy on ditasets of typical network mont

toring soale (tens of thonsands of lnbelled vindows) in seconds rather than hours. Their
precietions are also lteypretabile via [eatsre importance scores derived from split gains,
which alds in validating that the model is relving on meaningful traffic statistics rather
than dataset artefacts. Section 2.4 describes LightGBMM. the gradient boosting imple-
mentation that combines these properties with a C inference API suitable for embedded

data-plane deployment.

2.4 LightGBEM and Embedded Inference

LigltGEM [1%] &= 0 goadient bosstiog Camework developed by Microsolt Research
that implements the gradient boosted decision tree (GBDT) algorithm with a set of
alporithime impronvinents tarpeling triming speed and memory efficiency. Bevond its
training-time characteristics, Light GBM provides o sell-contained © shared libruey with
a stable C API that allows trained models to Do lonced s exalunted inside arbitoary
C or C++ programs, without any dependency on Pyvihoa or the training enviromomeat,
This property makes it particularly suitable for cmbedding o trained elossifier nto s
data-plane application.

2.4.1 LightGBM Internals

Standard grwdbem boostlng tretss each sscomsive pree by pegformbng an exact greedy
search over all feature valnes to find the split that maximises the gain on the carment
residuals. For datesets with many featusss and mony samples this scan is compuito-
tionally expensive and memory-intensive. LightGBM replaces exact split finding with

two complementary techniques:

s« Histopram-hasasd split Hnding. Each continons feagure is discrotised [nto a
most M bins [1_-..'|||-||;1-|.||_'|.' M = 255] Il:l.' ::n|:||1l||.|-|l|.;r_ a hiskogram of graclbent statistics,
The apitimal splie for a given fentire ik thes found by seanning anly the [ hin
bsonnddaries mtler than all distinet values, reducing the per-split cost from O(n) to
(A H) and the memory reguirensent. from storing sorted feature values to storing
two integers per bin per feature.
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» Leal-wise troe growth, Most GBOT implementations grow trees bevel by Jevel,
splitting all leaves at a given dep® before procoshing to the nexe. LiglheGBA
instead always expands the leaf with tlwe highest gain, repandbess of depth, This
asymmetric growth strategy produces deegser, nuare spoecialised subtrees that con-
verge to lower training loss in fower terations, at the cost af rogquiring an explicit
maximmn-depth constraint to prevent overfitting,

Ligln GEA sl lmplements vwo data red wtion stravegies that Turtler reduee training
eost withalit sacriBeing acowrney:

o Gradient-based One-Side Sampling (GOSS). Instances with large gradients
(large residuals) carry the most information for the next tree and are always
retained. A random fraction of the remaining well-fitted instances is sampled,
reducing the effective dataset size while preserving the gradient distribution seen
by each split search.

# Exclusive Feature Bundling (EEB). Sparse features that rarely take non-zero
vilues stmultaneously are merged 110 a single dense feature. This reducees the
edfective pmber of festurss and the umber of histograms that st be computed
and scanned at each =plit, vielding near-linear spoedups on high-dimensional

e lpals

Overfitting = controlled theough explicit egularsatson: L1 (A ) aod L2 (As) peassdtie:
nie wilebexl b Ehe beof okt vihiaes, shirinkeng stnall beaf soores towards zefo) o minmnim
child smenpde cousl (min.child samples) prevents splits that would create leaves with
too few training instances: and o sax.depth parameter bounds the asymmetric leaf-
wise growth diserilvsd sl

I v i

0 » emparviinl ifiaka

U w sk ke
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Figure 2.7: Level-wise (left) vs. leaf-wise {riglt] trew growil in gradient boosting.




The votput of o trmined  LightGBA mele] for n omlti-ches problem is o s00 of K
additive ensembles of trees, one per clem. Eaclh tree 5 a binary devision tree whese
internal nodes store a feature index and a bin threshold; each leal stores a scalar
output value. At inference time, a feature vector x is passed through all trees: for each
trewe, the vetor traverses from moat ta lesf by evaluating binary comparisons, and the
correspoaeding leal vadue is acouwmulated. After summing the contributions of all trees,
i saltmue trasesformntbon oonverts the K aw scores into a probability distribution over

classes, and the class with the highest probability s retursed s the prediction

2.4.2 Model Serialisation and the C Inference API

A trained LightGBM model is serialised to a plain-text file that encodes all tree strie-
tures, split thresholds, and leaf values in a human-readable format. The file can be
distributed alongside an application or compiled into a bhinary as a string literal; no
training code or Python runtime is required at inference time.

The LightGBM C API, exposed through the lightgbm.h header and the 1ibLightGBM
shared library, provides the functions necessary for inference:

e LGEM BoosterlLoadModelFromFile() loads a serialised maodel from disk and re-

turns an opaque BoosterHandle that encapsulates the full tree ensemble.

e LGBM BoosterPredictForMat () accepts a flat row-major matrix of feature values
covering one or more samples simultaneously, the number of rows and columns,
and a prediction tyvpe flag, amd weites the output scores directly to a caller-
supplicd boffer. DBatch prediction over multiple samples incurs no additional
prer=call owverhemud compmred 1o r shgle prediction, making it efficient to classify
an entire set of windows at the end of a measurement period in one call. No

dynamic memory allocation takes place inside the library during inference.

e LGBM BoosterFree() releases the resources associated with a handle when the

application terminates,

The inference path, loading the model into a BoosterHandle and calling LGBM_Booster-
PredictForMat (), is thread-safe: multiple threads can invoke prediction concurrently
oy Lhe s handle without auy locking, siuce Inference 18 a rend-oply traversal of tlw
immutable troe strictures. This property s divectly relevane to mole-threaded deploy

mets where several worker threads may neod to imoke the elassiber independent |y,

The computational cost of a single prediction call is O(T - ), where T is the total
number of trees in the ensemble and D is the maximum tree depth. For typical con-
figurations (7" =2 100 to 500, D < 10), each prediction requires a few thousand simple
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coumpariseas mel sdditions, placiog the per-esll nteney in Use raoge of s of inicrosee-
onds on a modern CIMU core. This eost B ineurred onee per detection window rotler

than once per packet, so it does not appear on the per-packet critical path.

2.5 CloudLab: Bare-Metal Research Infrastructure

ClonwdLah 16 = 0 seientibe infrastrucisre operated by the University of Utah, in
collaboration with the University of Wiscansin amnd Clemson University, [t provides
researchers with on-demand access to confignrbile bnreemetal hardwnre for syatems
and networking experiments, with an emplosis on reprococibility and sxperimental

isalation.

Unlike public clowd] platforins, which expose virtunlised resources subject to hypervi-
sor everhend and unpeedictable interfercwe from cocloeated tenants, ClowdLab allo-
cales plivsical servers exclusively Lo cach =xperimenter. Ths visres Linl perfonnanoe
mrmsaremaents refloet e troe behovioir of lardware and software ander study - w
property that is essential for reliable netork experimentation st line rate. Tabbe 2.2
summarises the principal differences between CloundLab and public clond deployments

from the perspective of systems research.

Table 2.2: CloudLab bare-metal versus public cloud for systems research.

Property CloudLab Public Cloud

Node isolation Physical (exclusive) Virtual (shared hypervisor)
Kernel control Full (bare mutal) Limdved (goesi OF)

NIC hardware access Direet (SR-IOV, PAMD) Emulated or pars-virtual
NUMA topology Fully expirsesd Iy peirvisar-mnaged
Network topology Configurable (1.2} Provider-managed
Measurement reproducibility High Low (noisy neighbours)

2.5.1 Bare-Metal Provisioning and Profiles

Experiments in ClowdLab are defined theough profifes, parmmeterised discriptions of
the hardware topodogy and saftware environment required for a given experiment, A
profile speciies the numnber and type of plivsical nodes, the petwork interconnects be-
tween them, and the disk image to be lopded st boot time, Profiles sre exprossed
using RSpec, the resource description format deflned by the GENI project [17], or
through the Geni-Lib Python library, which grnorstes RSpec programmatseally. When
an experimenter instantiates a profile, Clowd Lab’s control plane reserves the requisted
physical machines, loads the specified operating system image onto sach node via ner-
work boot, and configures the layer-2 topology using programmable switches. The
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ressult is n repredocibie, solated environmeent it easn be peereatend oo denmed - ol

slured with other rescardliers — from the sune profile delimition, supporting indepen-

dent verification of experimental results.

Nodes are allocated exclusively to a single experiment for its duration. The operat-
ing svstein image i written directly to the node’s local disk. so the experimenter has
full eontral over the ketnel verston, kermel paromcters, ol installed packages. Pog-
sistenl storage i avallable through revwork- attadsed volumes that survive experiment
termination, allowing datasets and build artefacts to be retained across sessions.

2.5.2 Hardware and Network Capabilities

CloudLab offers several hardware clusters, each eompossd of server nodes with differ.
ent processor generations, memory capacities, amd NIC models. Nodes in the high-
speed clusters are typically dual-socket WUMA svstems, and ClowdLab exposes the
full NUMA topology to the experimenter. enaliling the kisid of NUMA-aware memory
and thread placement described in Section 2.1. OF particular relevance for high-spesd
packet processing research are nodes equippesd with multiport 25 Chps or 100 Ghps
Ethernet adapters from the Mellame ConneetX sories (18] These NICh support SR-
1OV, hardware RSS, and the DPDK Poll-Elode Drivers required for ine-mte packet 170
willsout keerme] bvolvemand, okl Clous1als s soibalde gelad o Tor Ligheilimomagbgaoi
network experiments without the need for dedicated laboratory infrastructure.

Inter-node connections are established through programmable Ethernet switches that
support VLAN isolation. In some clusters, direct layer-2 links are available between
pairs of nodes, providing low-latency connectivity suitable for reproducing the topology
of a real network segment. This allows one node to act as a traffic generator and another
to run the packet processing application under test, while keeping experimental traffic

isolated from the shared management net——"



3.1 DDoS Attack Taxor

Distributed Denial of Service attacks encompass a wide variety of techniques that differ
in their target network laver, exploitation mechanism, and the resources thev aim to
exhanse, A systematio taxonomy I8 a pwerequisite for designing a detection system
heet can chistingndsh amsong attack tvpes pather than issuing a single binary alert. The
survey by Zargar o1 al. [19] remains the most widely adopted classification framework,
organ=ing DDOS attacks along two orthosomal dimensions: the petwork laver targetedd
an] thee Booding wechanism smploved. Tedustry threas peports 1, 2] confinm that the
attack types identibod wm thet taxoromy comtinue to ropresent the dominant throat
vectors observed in production networks.

3.1.1 Classification by Network Layer

The primary dimension in DDoS taxonamies iz the Open Svstems Interconneet jon
(C3S1) Inver nt which the attack exhasts resources,

» Volumetric attacks (L3/14) mn o satorate the banslwidth of the link or tha
pachet-procesing capueity of U tamget's ifresteectore. Thay send buge volwmess
of tradfic at the network or trosport loer, esther directly from spoofed soarce
mldresses o punplificd through thiml-party reflectors. The metrie of damago iz
packets per secotnd or bits per secomel, and the attack is cffective regandies of the
bnrget apalication.

s Protocol exploltation attacks CLd4) target finkte state machine resoaros= In

tratspaert-layer protocol implementations.  The canomical cxample is the TCP
SYN Hood, in which the attacker sends a large number of SYN packets with
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spoufed source nddresses, caning the victim o allocate hadf-open conneciion
state for cack pecker withomt ever completing the hadshake, Unlike pure vol-
umetric attacks, protocol exploitation attacks can be effective even at moderate
packet rates.

o Application-layer attacks (L7) lirect tealfic at a specific service miher tan
the underbving network, HTTP fhods, for example, toue svntactically walid
HTTF requests that consunmwe sorvar-side resources (throads, database connee-
tions, TLS handshake computation} at a rate that legitimate clients weuld no
produce. Application-layer attacks are harder to destinguish froam legitimate traf-
fic at the petwork layer and require poaylosd inspection or session-level features
tor dlistect.

‘ DDo%s Attacks ‘
1
I
Volumetric Attacks Protocol Application Layer
(L37L4) Exploitation (L4) Attacks (L7)
I P !I FI ”mvuwm-' |-w-|.-uw-w| r--rl-u"ww"” [l 1] Il [l LT ] ]I i || I

Figure 3.1: DDoS attack taxonomy by network layer and flooding mechanism.

3.1.2 Classification by Flooding Mechanism

Within sach laver, sttacks are further elis=ified by whether they generste traffie diroetly

or exploit thind-party infrastrocture as a traflic nmltiplier.

¢ Direct flood. The attacker’s botnet sends packets divectly to the victim. Traffic

volume is bounded by the aggregate upload bandwidth of the attacking sources.
Typical examples are SYN flood, UDP flood. and ICMP flood.

¢ Reflection and amplification. The attacker sends small requests to publicly
accessible servers (reflectors) with the wictin’s TP address forged as the souren,
The reflectors respond to the victim, reftecting the traffic. I the response is sol-
stantially larger than the request, the attack also achieves amplification, multiplhy
ing the effective bandwidth by the amplification factor of the exploited protocol.
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Moy UDP-baseed serviees exhibit fange mmplifiention factors: NTP monlist re-
spanpa=i eni be ~<AKx e siee of e triggering rogquest (20 DS ANY gquenies
11 ;!.E"H laciorms of 28 % o bd ¥ S50, LDAP, aoild TFTF all exseocd 30 = [lﬂ.
1), Thi= asvimmetry makes reflecticn amplifieation the dominout mechanism i
large-scale volimmetrie attacks.

3.1.3 UDP Reflection and A mplification Attacks

Among the attack types catalogued in the CIC-DDS2019 benchmark {21, UDP e
flection and amplification attacks represept the largest amd most varied proup, Each
variant exploits a different UDP-based application protocol whose servers respond to
small, spoofable requests with disproportionately large replies. Table 3.1 suminarises
the principal protocols decumented in the literature, together with their standard port
snd reparted amplification factors [0

Table 3. 1: UDP reflection/mmplificatisn attack types and amplification factors.

Attack Porl Amplilieation factor Exploited service

NS NP/t ~28 54x Domain Name System
(ANY query)

NTP unriixs ~200x Network Time Protocol
(monlist)

LDAP/CLDAP UDP/389 ~5H6x  Connectionless LDAP

MSSQL UDP/1434 ~20%  SQL Server Browser

NetBIOS UDP/137 ~4x  NetBIOS Name Service

Portmap UDPA1 ~7x MPChind / Portmwapper

SXMP LD/ 161 ~fix Shuple Network MManage-
meat Protocod

ssSDP UDP 1900 ~J0x  Simple Service Disoovery
Protocol

TFTP TP /) ~Gllx  Trivial File Transfer Proto-

Tho |||:n."m|-raw of TP nx thn trAnspoTt foor t hiose. attncks w ot canewlental. D=
canuectionless nature allows souree [P addresses to be trivially spoafed, so the rellector
ennnat distinguizh a legitimints cliont frem an artacker.  Additionally, many of these
servioes e deploved on lepacy infrast st ure withoot mieslimiling or soarcessaddnees
validation, making them persistemly explyitable. Industry telemetry (1. 2] consissently
identifies DNS, NTP, and S50 amplification as the three most frequently observed
attack vectors in large-scale volumetric campaigns, a pattern that motivates treating
each protocol individually in the classification problem rather than collapsing all UDP

amplification into a single class.



3.2 Traditional Detection Approaches

Before machine learning techniques were apphied to network security, Do detoction
relied on three broad families of approaclws: thresholil-bassd statistical monbtorng,
signature-hased intrusion detection, and How-based anomaly detection. Each family
has been deployed in production networks and remains in use today; however, each
also exhibits structural limitations that make it insufficient for the requirements of
linpemraber, spnpltieclass detection oo highesgood encrypled traffic. The survey by Surpar
et al. [19] provides a systematic annly=is of these [nnitations in the context of Booding
nttacks.

3.2.1 Threshold-Based and Statistical Methods

The amplest and histoncally sarhost foam of DS detoction consets of measiinng
o sesdar teaffie oseteie and triggering so dert wlaen ot metrie exceeds 5 predefioed
thireshold. Typical metrics baclude total prckets per second, SYN segments per secoid,
e vt of inbonund to outhound bves, er the pumber of distinet source TP sddneses
oleserverd within a ficed time window, Trdlie suatisties are collected efther via BRMP
podling of rouler and swilch counlers o, at finer granularity, via sampled packet ex-
port protocols such as sFlow (22, Beceuse measurement and comparison are O(1)
aperations, threshald-hused detectors inmseee negligible computational overhend and
are coanpatible with arbitrarly high link specds.

Three variams of this approach appear e the Hrerature and bo deploved svsiems:

s Static thresholds. A lixed upper sound is configured for each metrie based on
historical husolines, Any excoedanes triggers an alann. This s the simplest form
and the most prone to false positives during legitimate peak traffic.

& Adaptive thresholds, The bonmd = apdated dyvnamically using time-series
modeds such ws scponential weighted moving averages or Holt-Winters forecasting
(1. The deteotor adjusts to dinral traffco patterns, reducing false positives
during predictable load spikes while remaining sensitive to sudden anomalies.

o Entropye-hased dotection. Hatler than monitoring a single scalar, entropy-
hased systems track the Shannon eneropy of & traffic distribntion, for example the
1:1|I.:|'|:_|-|=r_l.'4|-|l tlee somapee TP adid e cdsicilaog jon oneer & oassamiomte wimdow. A DS
Homnd comcentrates tralfic oo o singh destination (reducing destination estropy)
wiile n meflection siteck peperstes nsny spoofod sowrces {Ineressing source en-
tropy ). Eotropy metncs thus captore tlwe steoctareal shift in tradbie composition

that volume metrics alone cannot et (10,

)
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Despite these relipements, the fundamemal limitation of all threswold-bosed systems
is their inability to distinguish among attack types. A volume threshold fires during
a UDP amplification attack and during a SYN Hood alike, providing no information
about which protocol is being abused or whether the traffic is spoofed. This prevents
any tasgeted mitigation amd gencrates fadse positives during legitimate traffic bursts,
such as Hosh crowds following major news events or large content distribution spikes
|1£r, 5, Exgually lmportont, Jow-rate nttacks, such as TCP connection exhaustion at
moderate packet rates, may remain entirely below a volume-based threshold while still
causing service disruption.

3.2.2  Signature-Based Intrusion Detection

Signature-hased Introsdon Detection Syasems (1DS) and their inline counterpare, In-
trision Provention Svstemne (1PS), dotect attacks by matehing packet contents or mon-
nection behaviour against a curated dataBase of known attack patterns, Snort [29] and
Suricata [2] arn the two mest widely deployed open-souree implementations of this
approach, Each mibe specifies 2 st of comditions, protocol, port range, header Hugs,
amd regular exprossions over the payvload byto sequence, that togother charactenso a
specific attack vartant. When an ineoming packet satisfies all conditions of a rule, the
ongine raise= an alert or, in IPS mode, drops the offending packet inline. Rule sets are
itrbuted by comopunily orguissiions mich as the Snort Subseriber Rule Set and the
FEmerging Threats project, and am updsted continnously as new attack variants are

albscive el

Stpnature engines have two prineipal streagitls, Fiest, they schiove very bigh preciston
against known attacks a rule thal matcles an NTP monlist reguest payload wall o
fire on legitimate NTP traffic. Second, bevanse rules encode finman expert knowledge,
they are directly interpretable and can be audited, tuned, and explained to operators

without requiring statistical expertise.

However, the approach exhibits three structural weaknesses that limit its applicability

at high speeds and o aeedern encryvpted savironments:

 Zero-day blind spot. Signature eagines can only detect attacks whose pattorn
has been previously catalogued. Novel attack variants, or Known attacks with
trivially obfuscated payloads, evade detection entirely until a matching rule is
authored and distributed.

s Encryption incompatibility. Oooe o session = protected v TLS 1.3 [7] or
QUIC (&8, the appiieation-laver pawload & opagoe and no payvload-derived rabe
can fire. The englne 1s reduced to matchilng on unencrypted transport-layer Relds,
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losing the majority of its discriminative capacity.

e DPI throughput ceiling, Signatvre engines must perform deep packet inspec-
tion on every packet, which introduces a processing cost that grows with rule-set
size and link speed. Throughput benchmarks for Suricata in IPS mode show sig-
nifecant pecket drop rates on 10 GBps links without dedicated hardware ofiomd
4], On 25Chps or 100Chps links, kerned-bazed DPT iz pot vinble ar full race
without enther sampling, which reduces coverage, or expensive Saart KIC offoad.

3.2.3 Flow-Based Anomaly Detection

Flow-based anomaly detection operates at a higher level of aggregation than packet
inspection, trading per-packet detail for the ability to observe traffic patterns across
thousands of concurrent connections simultaneously, A flow is defined as the sel of
packets sharing the same five-tuple (source IP, destination 1P, source port, destination
port, protocod) within a tme interval. Routers and switchies export (low records using
Cinee NetFlow [25] or ite successor standasd IPFLX [26]; cach recond contains aggregnte
wt kbt s 'i||rl1|r|_i||.g Iln:'l:ﬂ conrnt, bete comni, start and onad timmest e, wned TP Hag
bitmask. A dedicated collector receives these records and applies statistical or ML

models to identify anomalies.

The anomaly detection algorithms applisd to Aow data range from simple statistical
tests toe more sophisticated models:

o Volumwe-based apomaly detection, CUSUM (Cwmalative Sum) and related
sexpientind change-point tests detect abrupt changes in per-protocol byte rates or

pcket counts, and wre widely used n produetion network monitoring platforms.

e Clustering and elassification. Flow records are grouped by similarity in the
mndti-dimensonnl feature space (packet rate, dumtion, byte ratio, Hag counts),
nnd elusters that deviste significansly from the establishod baseline are Rnggoed.
k-mwans il DBSCAN have both been appliad 1o this probsdem [19]

= Entropy-based How monitoring. The Shannon entropy of the source-1P or
destination-port distribution compsited over a sliding window of How records
captures structural shifts in trallic composition that aggregate volume metrics

miss.
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Figure 3.2: NetFlow /TPFIX flow export and anomaly detection pipeline.

Flow-based detection provides richer mloi-dimensional visability than threshaold-bosed
approschies wnd does pob reguine pay bomd seeess, meking it compatible with encovptd
traffic, However. it introduces two cotstmints that are fundosental to the parsdigm
ratlier than incidental bo any spocific implementation. Fist, s flow rocord e anly
be exported after the How terminates or o keepalive towout (typieally 305 v 300s)
expires; this bounds detection latency to tens or lnmdreds of seconds, Ineompatihie
with real-time mitigation. Second, flow smmpling &= oulinedy applicd ol high-spesd
interfaces, one in every 1000 or 10000 prokets, =0 low-volmne flows may he missed
entirely, and the statistics of sampled recmls are appuroximations that svstemmtically
degrade detection accuracy for low-rate or short-tved attacks [19).

3.24 Comparison of Traditicna approacnes

Table 3.2 compures the three fumilies across six dimensions relevant to inline D8
ditetion.  The pattern i oonsbstent: ro gingle approach satisfics all requirements
simnltanconsly, ‘Threshold-based svatemsare fast and lghtweight bue provide no clas-
sification grannlarity and miss low-race stacks. Signature engines classify aconrately
but hit a hiard ceiling at high Uk speeds aud are blind to encrypted tratfic. Flow-based
detectors offer rich multi-dimensional feazures hut introduce latencies that are orders

of magnitude above the sub-second response requirement.



Table 3.2: Comparison of traditional DDoS detection approaches.

Approach Lime- Multl-  EncryptedDetectionPer- Low-
riske class latency packet rate
cost attacks
Threshold-based  Yes No Yes <1s Very low  No
Signature (DPI) No Yes No <100ms High Partial
Flow-based Yes Partial Yes 30s  to Low No
feamma U

The complementary failure modes of these three families motivated the development
of machine learning-based detection systems, which aim to combine the classification
granularity of signature-based methods with the line-rate scalability of statistical ap-
proaches, while avoiding the latency penalty of flow-level aggregation. Section 3.3

survove thas lmoe of work,

3.3 ML-Based Detection Systems

The Timitations of threshold and sinatore-based svgtoms have motivated 4 growing
hoddy of work that applies machine learning o network traffie elnssifieation. ML-hased
detectors replace lad-crafted] rubes with data-driven modeds that besarn discrimina-
tive patterns from lnbelled traffie traees. onabling multi-class identification of atack
types rather than a bnary alert. The su vey by Fereag ot al. [27] provides o compre-
hensive review of deep brarning approaches for network intmsion detection, and the
CIC-DDeSA S benelimark [21] bas becosne the standard dataset apainst which most
recent systems are evaluated.

3.3.1 Feature Engineering for Network Traffic

The accuracy of any ML-based detector is directly constrained by the feature repre-
sentation fed to the model. Unlike image or text classification, where the raw input is
directly consumable, network traffic must first be transformed into a structured obser-
vation vector before a model can be applied. The dominant paradigm in the literature
derives features at the flow level: all packets belonging 1o the same five-duple nre ng-
gregated into a single observation vector cnee the How las termivatsd or a tineout has
elapsed.

Tools such as CICFlowMeter, used to generate the CHC-DD0S200 9 datwsot [21], exctract
up to 80 statistical features per flow. These features fall tmo seversl broad eategories,
each targeling a different behavioural dimension of tlee tralfic:

7
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o Voluow and rate festures. Tomd packet wed Ivie counts, packets por see-

o, bytes per second, and asynnneiry ratios between the forward and backward
directions of the How. Volumetric attacks produce characteristic spikes in these

metrics.

& Temporal features. [ntec-arrival time (TAT) statistics, malnbmnim, maxiomi,
mean, standand] deviation, mnd varance, both por How and per direction. The
IAT distribution dstinguishes higlerato Hoods from connection-oriontod tratho
with natural pacing.

¢ Packet size features. Forward and backward pavload length statistics. Re-
fection attacks tvpically exhibit very small requests and very large responses,
producing a distinctive asymmetry in these features.

e Protocol state features. TCP flag counts (SYX, AUK, FIN, RST, PEH) por

direction, window size, and connectism campletiom ratia. SYN Aonda leave chiar-

acteristic incomplete handshakes visible in flag statistics.

B fagluras o

DTS deteotinn pipedine

A practical challenge in building classifiers on these datasets is class iinbalance: benign
traffic and common attack types dominate the sample count, while bess froqoent atteck
classes contribute far fewer examples. Oversampling techiigues suchi as SMOTE [27]
and cost-sensitive learning are commonly applicd to prevent the maodel from trivially
prehicting the majorfty class,

The fumlamental constraine of How-level features is temporal: a flow record can only
be computed after the How has terminated or a keepalive timeout has elapsed, intro-

28



ducing the mume Intemey as Bow-based detection systens descrilad in Section 3.2.3,
An alternative s to derive features from fixed-length time windows rather than isdi-
vidual Hows, accumulating packet-level statistics over a sliding or tumbling interval.
Sketch-based feature extraction, discussed in Section 3.5, is the primary technique for

achieving window-based feature computation at line rate.

3.3.2 Classical Machine Learning Approaches

Among classical ML methods, tree-based enacmble madéls have consistently achioved
the highest reported accuracy on flow-level DS detection bepchinarks, largely e
canse their non-parametrie, non-linear decksion houndaries are well-suited o the het-
crogeneois feature distributions produced by CICFlowMeter. The main model families
applicd in the literature are:

o [tandom Forests [14]. An ensemble of independently trained decision trees
tht wote oo the final lalsed. The randomised feature subsetting at each split
recluces varisnee and provents overitting. On the CIC-DDo52019 dataset, Ran-
dom Forest clnssifiers regnlarly roport macro-averaged F1 scores above 0,97 across
all vk clisses [27, 21), A nstable practical advantage is the Gini impurity-
bosrd fonture importanes seore, which allows practitioners to identify the most
chimcripninad ive fentures mned prune Lhe vector to reduce inference cost.,

s Gradient Boosting (XGBoost, Light GBM). Boosted tree ensembles that
train sequentially, with each tree correcting the residuals of its predecessors.
LighvGBM [15] in partienlsr anchieves inference times of less than 1 ms per obser-
vairtion even for large smembles, making it attractive for latency-sensitive deploy-
menta, On bendunark datisets it matches or slightly exceeds Random Forest

ACCUracy.

» Support Vector Machines (SVEL). SVMs Aol the muecimnm-margin liypor-
plane in a kernel-projected feature sonce and have been applied to binary (henign
vi. alleck) clossification wilth good precisiog. However, Uaels llegcaee cosl grows
with the number of support vectors mnel thewy sele poorly to nmilti-class settings

with many attack types and millions of training samphes [27).

The principal Bmitation shared by all dhese systems js that they et the Bow-
expiration latency of their feature pipeline: the model can only produce a classiication
after the flow rocord has been computed, which requires the flow ta terminate or &
timeout to fire. Inferensce it=elf i fast, srb-millisecond for tree-based models, but the
end-to-end detection latency is dominarad by the feature extraction stage, making
real-time inilue deployment nfeasible.
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3.3.3 Deep Learning Approa

Dieerps |.-|'-|||.|.'r.|'||.1|5 pset hoslds Junee been extensamely r:-:pll:lrﬂl for gueiwork trallic olossabontion,
mstivited by thor abibty to lenrn lnerarchienl feature representations without manual
feature engineering. Threee srchitecturnd Bunilbes dominste the lterature:

o Convolutional Neural Networks (CNNs). CNNs treat a matrix of per-
packet header febds, arranged 0s rows, one per packet in a flow, as a two-
dimensional input analogous to an pmage. Cosvolutional filters boarn bocal pat-
terns across adjacent packets, capturing short-range tetmporal correlations in traf-
fic behaviour. They achieve competitive F1 seores on CTIC-DD0S3019 bt regguine

the same fow-level feature collection as classieal models iETE-

o Long Short-Term Memory (LSTM) networks [28]. LSTMs explicitly
mihe] the sequentbal dependeney botween suecessive packets or windows, mnking
them well suived o capturing the remporal evolution of an atteck, for example
the escalating rate of a SYN flood in its early seconds. Their gated memory cells
allow long-range dependencies to be retained across hundreds of time steps, at

the rost of significantly higher infernee complesity than fesdforward maodeds.

s Autpencoders and anomaly-bhased deep detectors. Unsuporvised auroen-
comlers trained on bemign traffie bam a compact represestation of ponmal be-
haviour: inputs with high reconstraction error are Hageed an anomaloas, This
rip]'umnr'h thrs. et PO labelbeadl mitnck raffie for training bt i limdied to
hinary detection and cannot classif= the attack type [27].

While devp modols socasionally report marginal F1 improvensnts over Random Forest
on munonty attack clieees, thor praction. drawback s inforence cost. A forvard poss
through a multi-layer LSTM involves matrix multiplications proportional to the hidden
state see, resulting in inference latencies of tens to hnndreds of milliseoonds per bateh
evett o GPU hardware [27]. Beeawse w lise-rate ditection system must run on e
sune UL cores luondhiong packet 1/0, G2 accelesation s anavailable on tse eritical
path, and the inference overhead of deep models becomes a hard constraint rather than
an engineering concern.

3.3.4 Latency a= the Fundaimental Constraint

A conmmon thread scross the survse] ABL-based systems is that their end-to-end de-
tection lateney is dominated not by model inference, which is sub-millisecond for tree-
basged models and at most tens of milliseconds for deep networks, but by the time
required to produce the feature vector. This distinetion is eritical: even if a perfectly



soviemte ol were availsbde, it could sot reduce detection latency below the flow-
expirntion timweont of s fentire extractos.

A conerete example 8 MULTELF (6], w continuous learning framework designed to
deteet mollelmes traffie ascress multiple etwork environments. MULTI-LF combines
How-k=vel and payload-derived Features with an onling learming compoient thaf adapts
tlee mewded to comoept diift, achieving maoro-averaged F1 oscores alane 0099, Desplee
ks Digls accuramey, e systen repors e to-end devection lavencies exceeding 500 s,
the majority of which 4 spent waiting “or flow records to he computed. As noted
i Chaprer 1, such lstepcies are upaceeptable in environments where an undetected
volumetric attack ean saturate a high-speed link within hundreds of milliseconds of
onset.

The accuracy-latency trade-off observed across all surveved svstens s nol o conse-
quence of engineering choices that could be optimised away: it is stroctural. A= long
as the feature pipeline requires flow termination or a keepalive timoont, detoction la-

tency will be bounded below by that timeout regardiess of the model nsed. Table 3.3
quantifies this pattern across representative svstems,

Tulde 3.3: Comparison of representicive ML-based DDoS detection svstoms

Syatem Model  Feature Feature Inferenes Fi Enerypted
souree latency  latency  (macro)
Ferrag ot ol [27] Romlon  Flow- 308 to <lms >0.97 Yes
Forest leved 300s
Ferrag et al. [X7] LUNN B low- JUs o lms o >4 Yes
level 300 s 10 s
Ferrap el al. (27 LSTM Packoet bs  to 10ms to =095 Yes
e 305 100 ms
IR L

MULTI-LF 6l Cnline Flow <+ >7T00ms <100ms >0.99 No



CHAPTER 3. STATE OF THE ART

ey
L=]

100 10005

-I-I-Jl-.l.-ll.ll.-ll.- -

- - -

t.L—— —

Figure 3.4: Detection latency comparison across ML-based DDoS detection systemns.

3.4 High-S5peed Packet Processing Solutions

The hmitstions of tho kernol networking stack identifiod in Chaptor 1| motivato the
nse of specialized packet processing frameworks that bypass or extend the kernel to
nohiove lino-rrte rhTrulgllpﬂrr. Tleroan mrliihinrnlnwnmduulmm s broard m!npﬁnn:
kerrnaed - by nsee-space 170 via DIFDIK, &-kernel programmnbie packet processing via
cBPF/SDP, and hardware offload to pregrammahble SmanNICs. Fach s comtrasted
i Sectbon 344 apediet the brseditions] Benvd sisck a= o performuace baseline, aud
each makes different trade-offs between thronghput, programmability, and operational
complexity,

3.4.1 Kernel Bypass: DPDK

The Data Plane Development Kit (DPDX} [3] i= the referenen frmework for kernel-
bypass packet processing. Its architecture und programming model are deseribed o
detail in Chapter 2; this section positions DPDIK wn the context of relited appronches.

DPDK achieves its performance by entirely removing the kernel from the data path.
A Poll Mode Driver (PMD) maps the NIC’s descriptor rings directly into user-space
meemory, aned the applieation polls tlese rings continnously without invoking system
calls or hamedbinge itermgpts, Combined svith the use of hugepages to eliminate TLB
pressure aidd Receive Side Scaling (RSS) to distribute flows across cores, DPDK can
sastaln throughputs of A0 CGhps and abowe on commodity servees (3], The rameowork
provides a rich library of data structures optimised for packet processing, including
Ik rine haifers. memnty noode. and scact-matel and lnneest-nrcfie-match tahles.



The key meclunisees that underpin DPDAs line-rate performance can be summarised

a5 Tollows:

s Zero-copy packet access. In the kernel networking stack, every received packet
is copied from DMA-mapped NIC memory into a kernel sk buff. and again
into wser space when the application reads o sacket. DIPPDA climinates both
coples; the PMD DMA-maps mbie” ufferz from s prealloeated memory pool
{rremempool ) directly imo NIC aescriptor tings.  The application reveives a
pointer to the mbuf, reads or modifies the packet in place, and returns the buffer

to the pool after processing, with zero data copies on the receive path.

s NUMA-aware memory allocation. On multi-socket servers, accessing mem-
ory on a remote NUMA node incurs an additional memory latency penalty of
40-80 ns compared to local DRAM access. DPDK’s rte_mempool API allocates
hugepage memory on the NUMA node local to the CPPU core that will process the
packeta. NIC quones are then pinned to cores on the same NUMA node as the
NICE PCLe endpoine, ensuring that all DMA transfers and descriptor updates
remnin within the snme NUMA dosnain.,

+ Dedicated polling cores (leore model). DPDK assigns each worker thread to
a dlelicated bogical core (loome). The lcore spins in a tight loop polling the NIC's
receive ring, conswming 100 of itz CPU budget at all times. This eliminates
the scheduling jitter and interrupt latency that aflect general-purpose applica-
Brams. Ol 25 G hps hink wath G4-berte minimum-size packets, the arrival rate is
approximately 37 Mpps; dedicating two to three cores to polling ensures that no
descriptors are left unserviced.

» Batch processing. The PMD burst AP] retrieves up to 32 packets per poll
iteration, amortising the overhead of pointer dereferences, branch mispredictions,
wnd caclye-line Jomds across the botel. Burst sizes of 16-32 are empirically optimal
for most workloads, vielding a signficant improvement in per-packet processing

cosd cognpared (o s vpe-at-a-Linwe polling model.

Thes privecipal cvst of DPER ix the dedisation of one or more CPU cores to polling.
Becanse the application beops continwous.y on the descriptor rings, those cores cannot
b pser], T o lver Lasks, and the operatingsvstem sclwsbuler = ellectively excluded Trom
thee dbata path. On molti-core platfornes this s acceptable, as cores are provisoned
specifically for packet processing, however, it makes DIPFDK ynsuitable for workloads
that require sharing CI'U resonroes witl general-purpose server tasks. DPDK also
requires NIC hardware supported by o PMD, which restricts portability to a well-
defined set of vendor-specilic drivers.
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3.4.2 eBPF and XDP

Extended Berkeley Packet Filter (eBPF) is o Lioux kernel sulsystem ihal allows ver-
thed, sandboxed programmes to he eceeted withm the kernel at specthe hook points
[29%. The eXpress Data Path (XDP) book is the earlise poim at which an «BPF pns-
grammime: can proces s packet: it ewecute within the NIC dover, before the packet. s
beicded to the kernels oetwork =tack snd before wey iemory allocation for o socket
huffer (sk buff) takes place. This placement allows XDP programnys (o make for-
watthing, hltenng, of nelivect decisbons al tates comparable o deddicated hardware,
with measurcd throughputs of 24 Mpps cn a single core for simple drop progrommes

KD sopporta three opeeational modes fnne traoe DETTOTINATE AZHRITHT HTEWIATE T
quirementa

= MNative XDP (driver mode). The XDP progromme = oaded disectly into
the NIC driver and exerntes as oo as the DMA engine places a packet into a
deseriptor ving, before any kesnel dete structure is allocated, This is the higlwest-
performance mode and is supported by a growing set of drivers (mixd, i40e,

ixghe). Throughput is bounded by NIC and PCle bandwidth rather than CPU

cveles.

o Generic XDP (skb mode). A =oftwane fallback path that inserts the XTP
book alter the koermed s aleeady alloented an sk baff. It is compatible with

any SO drver bue foregoes most of the performanee advantage, since the ex-
pensive skb allocation has already occurred. Generic mode is primarily used for

development and testing on unsupported hardware.

s ODffloaded XDP. On supporting Smart NICs (e.g., Netronome Agilio), the XDP
programme i eompiled directly onte the N1C's embedded processor and executes
without comsnming any host CP1U cyeles. This is the highest-performance tier
but reguires vendor-specific toolchains and imposes the tightest constraints on
prograomme complexity.

The XOP programme commmmicates its forwarding decision to the driver via return
codes: XDP_DROP discards the packet at che driver with ininfimal overhead; XDP_PASS
hands it to the normal kernel stack; XDP_TX hairpins it back out the same interface;
and XDP_REDIRECT forwards it to another interface or to a user-space process via an
AF XDP socket, The AF XTW path acheves near-zero-copy delivery to user space by
mapging the NIC's UMEM region dimectlvinto the application’s address space, avoiding
the per-packer copy that a conventionn] recvmsg() call would perform. This model
by Dsewens uamen] b prodection DS mitigation deployments: Cloudflare’s Katran load

a4



babucer and Cilinm's network securiiy atform both use XDP for high-speed packet
filtering ancd forwandng [29].

Degpite its performance advantages over tho traditional kernel stack, XDEP faces stroe-
rural Hdraclons for stareful, memory-ietensive workloads, The e8PF verifier, the
in-kermel component that analvses every programise before Bading. enforoes o senes
of safery properties; all branches most be satieally detesministie, unbounded loops ane
refected, amd the wowal nuntber of msvrucsions s bounded (1096 structions per pro-
gramme prior to Linux 5.2; raised to one million with bounded loops in later kernels).
This prevents the verifier from having to perform halting-problem analysis at load time,
but it also restricts the complexity of per-packet computation that can be expressed
within a single programme. Maintaining large shared data structures, such as per-core
commer arravs or hash tables with many tousands of entries, requires eBPF maps that
fvedve atombe oporations awl are sibjost to size limits that vary by kernel version.
Finally, XI31* programmmes execute in the context of the softirg handler and compete
with the kernel's interrupt processing, racher than henefiting from the dedicated core
isolation that DPDE provides, These comnstraints make XDP wellsuited to statelss fil-
tormyg tasks, packet dropping, bowd balaowng, and ssmple forwarding, but structwrally
less appropriate for stateful, memory-intensive per-packet aggregation workloads on
multi-gigabit links.

3.4.3 Programmable SmartM1Cs

SmartNIC offload represeads the highes? peckamance ter o the packet precesiog
hwrurehy: progreomable ASICs or FPGAs embieddad in the STC can process packist:
at wire spead without consuming any best CPU eveles. Unbke o conventional NIC
that implements a fixed lunction {(descripoor management, DMA, checksum offload], o
SmartN1C exposes a general-purpose programmable pipeline that can execute arbitrary
per-packet logie before the host CPLU i ever involved.

Two clisses of SmanXNHT architecture are relevant to network security:

o FPOA-based SmartNICs. Fhedd-Prograomnnbie Gate Arravs prowide the high-
et paw throughput and the lowest and most deterministic per-packet latemey, ns
the processing pipeline is compiled airectly into logic gates. Custom parsers, hash
functions, and counter arrays can be implemented with sub-100ns latency. The
trade-off is development complexity: FPGA designs require HDL programming
(VHDL or Veribog) or high-lovel s=nthesis tools, snid the compiletost oyole is
g

s ARM/DI'U-based SmartiNI1Cs. Data Processing Unit (DI'U) platioris such

35
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as e NVIDIA BlueFivld series eanlod o multi-core ARM procmeor aloagside e
NICs ASIC. The ARM cores run a .1l Linux environment and ean exeeate stan-
dard C/C++ applications, making the programming model significantly more
accessible. The ASIC provides hardware offload for specific operations (RSS,
cherkasm, tumnel eneapsolation /decapanlation, flow table ookups), while the
ARM cores handie the control plane and more complex dako-plane bogic, Perfor-
manee = wer than FPGA-based designs bt still far exeeeds host CPU through-
put for packet-processing tasks.

Programmable NICs also support P4, a demain-specific language for expressing packet-
processing pipelines in terms of parser graphs, match-action tables, and control flow. P4
programmes are compiled to the target architecture (FPGA, ASIC, or software switch ),
offering a degree of portability across vendors. However, P4’s stateless match-action
maodel is poorly suited to stateful traffic aggregation: maintaining running counters,
updating hash-indexed arrays, and computing per-window statistics require register
primitives and extern functions that are sendor-specific amd not standardized across
P4 targets.

SmanNIC prograpunability s terefone cepstrained by (e instruction sel aoed nemory
nrchitecture of the rmbedded processor. Complex stateful dnta-pline applications thar
requine bage shamed memory stroctores and dyismie control Bow remanin diflicalt (o
express within eurrent P4 or DPU progrmnming models, incressing development com-
plexity and redocing portability. Tlese comstraints posation Soact 510 as coompelling
pntfvaan for offfomling sinple statehss ooerations, ACL enforcement, load balancing,
it teranination, bt ks mmtune for yeneral stateful traffic analysis workloads.

3.4.4 Comparison of High-Speed Processing Approaches

Figure 3.5 illustrates the data path each approach takes from NIC to application, and
Table 3.4 summarises all four approaches along the dimensions most relevant to inline
DDoS detection.



Table 3.4: Comparison of high-speed packet processing approaches for inline DDoS
detection.

Approach Max Lateney  Program- CPU Fortability
through- cost
put mability
el stack sl Mpps e~ 1ljos Higlh Low (IRQY)  Any NIC
oBPF/XDP ~MMpps  ~Ips Medinm Laver Mest N1Cs
DI'DR =100 Mpps <1 s High Dedicated  I'MD-
cores supported
NICs
SmartNIC (DPU) =200 Mpps <100 13 Medium None (of- Vendor-
Hoaded ) specific

Thesugher 5 Mo w24 MsoE 3100 bips

Figure 3.5 Packet processing architectures: kernel stack, eBPF/XDP, and DPDK,
showing the data path from NIC to application and the corresponding maxiomim

I:jirm:,EhlmL

The lour approaches span three orders of magnitude n maximum throughput and
represent a clear hierarchy of performance versus portability. For inline DDoS detec-
tion workloads that combine high packet rates with stateful per-packet compntation,
DPDK’s dedicated-core model and zero-copy memory architecture provide the most
favourable trade-off among the surveyed alternatives. The design and implementation

of such a system are described in Chapter 5.



CHAPTER 3. STATE OF THE ART

3.5 Feature Extraction in Network Intrusion De-

tection

Feature extraction is the bridge between raw packet streams and the input vectors con-
sumisd by a machine learming moded. The desken cliodoes msde at this stage distermin
not only classification accuracy but also she latency, memory footprint, and hardwane
requirements of the entire detection pipeBne. Two orthoponal dimensions charseterise

any feature extraction approach:

¢ Temporal granularity, whether features are computed over a complete How
(all packets sharing the same five-tuple, from the first packet until termination or
timeont) or over a fixed-size time window (a tuwmbling or sliding interval that is
independent of flow houndaries). Per-flow granularity maximises the statistical
richness of each observation but couples detection latency to the flow lifetime.
Por-window groamlarity hounds observation latency to the window dorntion. nt
the cost of purtinl How statistics,

o Inspection depth, whoetlor the extractor reads only the packet header fields
avalluble at the transport ayer (IP addresses, ports, protocol, TCT flags, packet
sieis ) of also parses the application-layer payload to derive protocol-specific fea-
tures, Payvlosd-aware extraction peovides sicher discriminative leatuies bat s
itl:'-lﬂlll‘ulll'tlk- with l'rlt'F:.'LHnt ernffe-and l[“'l;]uir-:_'st BFT hardware or softwime,

Figure 3.6 maps representative systems cnto this twoadimensional design space, The
dominant quadrant, fow-level and paylomd-awaie, contalis CICFlowMeter and e
signature engines Snort/Suricata: tools that accumilate per-five-tuple statistics whilke
inspecting pavload content.

The fow-level, leador-only quadrant & siccupied by NetFlow/IPFIX-based anomaly
detectors, which avolll pavlond acorss bae retain the low-expiration latency. Kitsune
[27], o omline ML framework for networls intrusion detection, operates per-window on
pavload-derived features, placing it in the top-right quadrant.

The bottom-right quadrant, window-level and header-only, remains largely unpopu-
lated in the surveyed literature, representing the design space that combines bounded

observation latency with encryption compatibility.
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Figure 3.6: Feature extraction design space.

3.5.1 DPI-Based Feature Ex raction

Deap Pocheet Inspection basesdd feature moraction iy the deaninnt approach in the acn-
demic literature, pely beowme the CIC-DD0SE01Y benchmark [21] was badlt wsiog
CICT lowXleter, a tood that extracts up te B statistical features per five-tuple tlow by
inspecting both packet headers and pavleads, Table 3.5 lists the main feature groups
that CICFlowMeter produces, covering inter-arrival times, packet length distributions,
TCP flag ratios, and protocol-specific payload fields.
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Table 3.5: CICFlowMeter feature groups used in flow-level DDeS detection.

Foature group Count  Description

Packet length statistics 14 Mn, max, mean, std of forward/backward
peacket sizes

Inter-arrival times (IAT) 10 Min, woew, e, std, viciance of Bow aod peer-
divection IATs

Packet counts and rates 8 Total, forwsrd, backwird packet counts; pack-
ets per second

Byte counts and rates 6 Total bytes; bytes per second; average bytes
per bulk

TCP fag ratios 8 SYN, ACK, FIN, RST, PSH, URG flag counts
per direction

Flow duration and timing 4 Flow duration; active /idle time statistics

Bulk and subflow features 12 Bulk packet rate; subflow average packet/byte
connts

Header length fields 8 Forward/backward header sizes; window size
statistics

Mrotocol-specific fields 100 1XXS query types; HTTI® method counts; TLS
resord sizes

Total a0

DPL bieed extraction s oot o single worolithie wal e a fundy of nplemeniations
that share the sanie por-flow aggregatiom model. CICFlowMeter [21] B8 the canonical
ol processor: §t eads & packet captare [PCAP) e, recopstracts Qows, g oulpuls
a U5V of feature vectors as a post-procesaing step. For inline deplovment, likraries
such as nDPI and tools such as Suricata operate in stremming mode, maintaining a
per-flow state machine updated on every mrriving packet, In both cases, the central
data structure 15 a hash table indexed by the fve-tuple, which accumulates running
statistics (counts, sums, min/max) until the Aow terminates or a timeout fires and the
recori is omitted for classification. This aschitectine achieves high discriminative power
hecanse pavlosd-derived features carmy prstocol-specific information that is invisble at
thwe heador level, However, it suffors from throe structural hmitations that aro intrinswe
to the DI’I paradigm:

e Unbounded per-flow state. Maintaining a five-tuple hash table that grows
with the number of active fows ingroduess & memary footprint proportional to
the mumber of comenrrent connectios. On liglespeed backbone Bnks, Bow tabde
siges routinely reach tens of millkaes of comourrent entoes |19, and aoder o 5YN-
flood or refleetion sttack the table can grow by millions of spodous half-open
ciitris per sscod, exhaosting avaclalde memory or forcing apgressive evicton

that degrades Teature quality Tor legitimate flows.
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= Encryption incompatibility, T8 1.3 [7] and QUIC (8] encrypt the cutine
apphication-layver payload, mcluding DNS-owee- HTTES, HTTP /3, and most mod-
ern web traffic. Once traflic is encry pted, any feature that requires reading above
the transport header becomes unavailable. and the detector must fall back to the

sithset of hepder-only features, losicg most of ita diseriminative capacity

s Flow-expiration latency. A flow record ean only be prodoced after the Aow
verminates of a keepalive timeont fires, Default NatFlow amd ClICFlowMeter con
fignrations use timeouts of 30 to 300 seconds, and even aggressive active-timeout
settings of 15 seconds still introduee detection latencies that are incompatible
with real-time mitigation. Measurement studies report that CICFlowMeter’s of-
Hine processing thronghput is in the range of hundreds of megabits per second
121], making it unsuitable s an inlie component on multi-gigabit links.

The three structural limitations identified above represent fundamental constraints of
thee BP1 paradigm that cannot be resolwed by engineering optimisations alone. Ta-
blbe 3.6 swmmarises them across the dimensions most critical for inline, high-speed
NS dotoction

Tuble 3.6 Structursl Hmdtations of DIYl-oased feature extraction for inline DDoS de-
L pan

Limitation

Root cause

Impact on detection

Unbounded per-flow state

Encryption incompatibility

Flow-expiration latency

Five-tuple hash  table
grows with active How
count

TLS 1.3/QUIC encrypt
pavload above transport
layer

Flow recorbs require How
termination or koeopmlive
timeout (30 30K =)

Memory exhaustion or ag-
gressive eviction on high-
speed backbone links

Feature set  collapses
to header-only subset;
diseriminative power

degrades significantly

Detoction lateney onders
of magnitude above sub-
sevntid mitigation require-

ik

» that DPI-based feature extraction, despite
its high discriminative accuracy on bencamark datsscts, [aces significant engineering
|'“|'||-|!|-:"I:|;Hl. wlwn il|~'|:[|:r:|.'|-i| in & lne-rabe, eeak-time DS debocton aperating o mvclern
encrypred teaffic. Fach limitation = addsssable in principle, e addressing all three
simultaneously within a single inline pipeline requires rethinking the underlying data
structures and obserwmtion madel. A fencure extraction architecture that avoids pay-
load lnspection, operates on fixed-size data structures, and produces observations on a
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sub-seond codence would 611 tee pap identified in Figure 3.6, The design of such an
arclitecture is the subject of Chapier 5.



The limitations identified in Chapter 1 and the survey of existing approaches in Chap-
ter 3 motivate the design of a detection system built around three complementary
technologies: kernel-bypass packet processing, probabilistic data structures, and em-
bedded machine learning inference.

4.1.1 Kernel-Bypass Packet Processing

The Data Plane Devebopment Kit (DPDE) [3] addreses the throughput bolileneck of
the Linux kernel by moving packet processing entirely to user space. By combining poll-
mode drivers, hugepage memory allocation, and CI'U pinning, DPDK enables a single
multi-core server to sustain packet processing rates in the tens of millions of packets per
second, sufficient to keep up with high-speed petwork links without dropping traffic,
This makes DPDK a natural foundation for any inline detection system that must

inspect every packet in real time,

4.1.2 Probabilistic Data Strisctures for Traffic Summarisation

Processing packets at line rate loaves vesy litthe time per poacket for complex comps-
tations. Maintaining exact per-1I" counters using conventional data struct ures wold
require large hash tables that do not fit in C'PU cache, lesding to freguent eache misses
and degraded throughput. Probabilistic sketelws sucl as e Coant-Min Sketel [12]
anil its mpeersors offor A ri_'.ml'u_-lﬁlpg altommative: they snmmarse trathe statstics noa
fixed, sanall meory footprind with C{1} update apl quecy operations. at e oost of
a bounded and controllable estimation reror. In this work we adopt OeroSkerch [13],
a multi-core monitoring framework that applies continuous, change-based aggregation
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perees worker cores Lo maintoin mn sccurete global sketch without the accuracy loss of

perodic full merges.

Crucially, sketch-based features are derivedd exclusively from packet headers (2ource
IP, destination port, protocol, and packet shee) withonn incpecting the poaylond. This
property, which we refer to as the sbefeli-based advanced (Sketch-ADV) feature mode,
mweans that the spproaeh remains fully applicable to enerypted traffic, where DPI-based

[ewvures are unavailalsle,

4.1.3 Embedded Machine Learning Classification

Threshold-based rules are fast but coarse: they can signal that an anomalv = occurring,
but cannot reliably distinguish between diffesent attack tvpes. nor adapt to traffie
patterns that fall below lixed thresholds. Machine learmbng classiliors, ||:|.' codilrasl, can
learn the statistical signatures of different attack categories from labelled training data
auiiil ::'.I;'J:H'l‘.'lll:‘ﬂ'l" to new tralle conditions. e ki I:']IIl“I'II,l.:'I' is Integrating RL anferens
into s high-speed packet processing pipeine without mtroducing prohibdtive latency,
[‘I.}' SN tlse I,ighﬂ_-:rl:'l.[ AP '_iI:':i l!'lr“l"‘l'l!.' within the DPDK coordinator tlooesd
inference can be performed on o feature veetor exirsctedd every few seconds with a
|atemey of just a few milliseeonds, arders af magnitode fster than systems thar afffond

chilicniion b sequorale process,

4,1.4 The Case for Combining the Three

Neither DPDK alone, nor sketches alone, nor ML alone solves the [ull problem. DPDK
provides the throughput; sketches provide the memory-efficient, encryption-agnostic
traffic swmmaries; and ML provides the multi-class attack classification capability.
Together, they form a system that can process traffic at line rate, maintain compact
per-1P statistics without paylosd aceess, and deliver accurate attack classification, all

within & single inlipne deplovment o eonenodity server hardware.

4.2 Objectives

The primary obijective of this work s toe design, implement, and evaluate a line-rate
ML-hased DDoS detection system eapable of operating in high-speed and partially
encrypted network enviromments while maintaining competitive classification perfor-

IMance.

This primary objective is decomposed into the following specific objectives:



1. Dussiggn o scalabsle inlti-core DPDE-Tsod pocket processing, architectune capalibe
of sustained line-rate operation withom hardware-leve] poclet s

"

Implement probabilistic teafic momtoring using sketeh-based data struetures to
efflclently sommnrise high-cardbanlly trafie patterns with bounded memory us
age.

3. Engineer structured traflic features derived from both payload-aware and header-
only probabilistic representations, enahling direet comparion betwesn tho two
approaches,

4. Demonstrate that header-only Sketeh-ADV features achieve multi-class DDos
classification aceuracy comparable to feature sets that include DPI-derived pay-
load features.

o

Integrate model inference directly into the packet processing pipeline, ensuring

real-time detection without external processing services.

6. Validate the system in a controlled multi-node testbed environment under repro-

duahle traffie groeration seenarios.

4.3 Methodology

This section describes the methodologica Framework wsed o design, implement, andd
evaluate the proposed detection system. The methodology integrates higl-performanoe
packet processing, probabilistic traffic monitoring, structured feature engineering, and
embedded machine learning inference into a unified experimental framework.

4.3.1 Experimental Setup

Experiments are conducted in a controlled multi-pods depbovinen on CloadLals (1G],
designed to reproduce realistic high-speed network canditions. The tathed comprises
a traflic generation node, a monitoring node running the DPDK-based detector, and
a victim server, interconnected through high-speed links. This infrastructure enables
reproducible experimentation and controlled dataset generation under conditions that

reflect the traffic rates and attack patterns of production networks.

The monitoring node is equipped with a multi-core CPU and a high-speed NIC with
DPDR-compatible drivers, with lngepage-enabled memory allocation to support the
DI memory model,  All packet procossing cores are isolated from the operating
system scheduler to muarantee deterministic polling latency.
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4.3.2 Feature Extraction Str:

The system supports multiple feature extraction configurations to enable a direct com-

parison between payload-dependent and header-only approaches:

¢ DPI-Sketch. Combines features dersvis] Feemm ddewps packet tnespestion with glolml
sketch features. This configuration requires sooss W pockel poyloads and is
therefore inapplicable to encrypted traffic.

e Sketch-ADV. Derived exclusively from packet headers, extending the global
sketch with per-protocaol sketch instances and packet size statisties. This config-

uration requires no |HI.!|‘]:HII1 access and remains H|}j‘:|ir:u1:|:r tian l'.lu't'l'.'plnl traffic.

This design enables direct comparison hetween payload-dependent and header-only
approaches, allowing evaluation of their relative classification performance and opera-
tional compatibility with encrypted traffic.

4.3.3 Dataset Generation and Maodel Training

Detection operates over fixed time windows of Sins  For coch window, cimulative
traffic statistics arc aggregated from the skeech data structures and transformed into
structured feature vectors. Datasets are consiructed by appresatlng ouiltiphe experi-
mental rims covering different traflic conditions, following a baseline-attack-recovery
protocol that sasldes scevrate labslling of each detection window.

Featur normalkation i applied ushig sasdand zealing technlgues (o apsure oonsis-

tent moddel training across runs. A LigheGBM (15| classifier is teaned for supervised
mabti-clnes olassifoation, disd l-1lj§l!l'i"=|‘1'illg Rirtywoem |||r'|1'ip_'|1. traffic and the DS attack
categories present in the dataset,

4.3.4 Embedded Inference amd Detection Logic

The traiwed needel b= exporiesd and bosded dhrectly fnto e DPDRDsed detecior
through the LighteGBM C API [15], Infeeenee 5 cxecuted onee per dotoction window
g desiesten] coordinator core, 11r:-||:||=||p: resbet e o dioost fbemt omy aebt lwoud (T PR S PR En
cousaumcaticn or of-path procesiog seraces, Clasihoation deasions ame determaned
exechsdively by the tradoed model: statisgeal threshold counters rensin wmilable for
mponitoring wsd diagiostic parposes bt o ot infaence alert decisions.



4.4 Planning

The project was structured into seven sequential work blocks, developed incrementally
from September through March. Figure 4.1 summarises the timeline. The progression
reflects a gradual transition from conceptual foundations to system implementation,
experimental validation, and final consolidation.

EaaEEsm OO ETE Rt E T
== [ HEER
[ e | EE

ey EEEE B
———— e ———
BT LART S ..
[ L IAEE MR I ..

1 AEEE RN

Figure 4.1: Project planning timeline from September to March, structured into seven
work blocks.

Block A - State of the Ari (September). This initial phase focused on a com-
prefiensive lterature review covering DDeS detection approaches, kernel-bypass frame-
works, probabilstic dats structupes, am] 2L-based classification in high-speed network
enviromments, This stage established the theoretical and methodological foundation of
the piraject.

Block B — Architecture Design (October). The multi-core DPDK-based packet
processing architecture was designed during this phase. This included the definition of
RS5-based wraffic distribution. per-worker data structure organisation. and the coordi-
nation logic required for feature aggregat’on and classilication.

Block C - Basgic Detector Developisent [Oectobor-November). The eoee di-
tection pipeline was implenwnted, incleding packet parsing, protocol-level counters,
and the initial monitoring framework. This phase established the functional baseline

of the system before the integration of probabilistic structures.

Blowck I - OvtoSketeh Integration med Enhancements (November-December).
Sketedi-basemd dlatn strctunes were fitegreted to enable scalable per-1P traffic monitor-
i The architecture wis extended to support the DPI-Sketch and Sketch-ADV feature

extraction configurations, enabling feature derivation from packet headers alone.

Block E — Data Capture (December). Systematic data collection was performed in
o Clensd Laly testbedd, Multiple mitack tv 2es were replayed under controlled conditions
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[ollowing the basdine attwck recovery protocol, onabling the generation of labaetloed
minakti-clases distasets for supervised leaniieg vider both fature configumtions.

Block F - ML Integration (January [ Supervised ML models were trained on the
eollected datasets for both DPE-Sketeh mad Sketch-ADV configurations. The trained
mesclels wepe exported and embseddid directly into the DPDK-based detector through
thee mnt ive O Inference interfoce, ennbling seal-time classifieation at the level of detection
witstlows,

Block G - Improvements and Documentation (February-March). The final
phase covers refinemen of feature extraction strategies, comparative evaluation of DFI-
Sketch versus Sketch-ADV classification performance, svstem performance analvsis,

and preparation of the final thesis docum



5.1 Testbed Infrastruct-

All experiments are conducted on o contrdled four-node deplovment hosted on Clougd-
Lab [16]. Tl testhd s designed to repreduce realistle high-speosd petwork conditions
in a reprocioncible and Salared environmeent, enabling controlled generation of hatl
henkgn amid atack trafic ander known gessd-trath abels,

All four nodis are lomogenaons istances=of the CloudLab ¢6525-25g hardware profile
[ Deldl PowerBdge C6525), with the followng specifications:

s CPU: AMD EPYC T302P, 16 coree "7

o Memory: 128GHE DDR4 ECC

o NIC: Dual-port Mellanox ConnectX-5, 25 Ghps per port
e OS: Ubuntu 20.04 LTS

¢ Hugepages (monitor node only): 512 pages of 2MB reserved at boot for
DPDE

Figure 5.1 illustrates the topology. The for poddes wre nterooniected throogh 26 Ghps
links, and each node is assigned a distinet TP subnet that serves as the ground-truth
label source for traffic classification.
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Controller ()
(benign traffic generator) (o s

10.10.2.0/24

ictim
at gareer}
PR ]

rague v sab testbed topology.

n.1.1 MNode Roles
& Monitor (10.10.1.1). The detectisn node, 1t puns the DIPDK-based dotector in

prommiscaons meode on fis 25 Ghps SO, processing all traffe forwarded throngh
the link. This node dedicates its CPU cores exclusively to packet processing and

ML inference.

¢ Vietim (10.10L1.2). The targes cerver. It recedves all raffie directed at the
miogitored subinet aid acts a2 the distination for both benlon and sttack Hows

e Controller (10.10.2.x). The benign traffic generator. It produces realistic
background traffic towards the victim at configurable rates, simulating legitimate
user activity during experiments.

o Attacker (10.10.3.x). The attack traffic generator. It replays DDoS attack
scenarios at controlled rates and durations, covering the attack categories present
in the evaluation dataset.

5.1.2 Network Topology and IP-Based Labelling

The I’ addressing scheme is central to the data labelling strategy. Because all attack
tralfic originates from the 10.10.3.x subret and all benign traffic from the 10.10.2.x
subnet, each captured detection window can be automatically labelled without manual
annotation. The monitor node identifies the traffie composition of each 50 ms window
by tracking per-source-subnet packet covnts, enabling the construction of aceurately
labsedled mnlti-cliss datasets for moded training and evaluation. The souroe subaet is

sl vrxelissivel v for lalwsllins mmirmeses l1l.,j,..|,1:', datosel cotrst ruct b and B ool I:.':l.plm.‘l.l
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te the clesilier as o featwre: e masdel learns from statistical traffic patterns that
generalia: acroes arbitrary 1P ranges.

Each oxperiment followy a stroctared beseline-attack-recovery protocol: a period of
benign-anly traffic precedes the attack injpetion, followed by a recovery phase after the
attack generator is stoppesd. CDhis protéesol esires that Use dtaset contains negpre-
sentative spmpes of both benggn and attack conditions, and that tramsient periods at
attack onset and cessation are cormectly Heneifed durlne luballin

5.1.3 Traffic Generators

Traffic generation follows a two-step offline process: a Python-based generator produces
a PCAP file (a standard binary format that stores eaptured network packets along with
their timestamps and metadata), which is then replived st line rate by 0 DPDR-based
sender. This separation allows precise contral over trallic compostibon without e

constraint of real-time packet crafting.

Attack Generator

The attack generator is impdementod o Pibon asig Use Scapee packed. craftingg liboary
[30). It produces DDoS eeaffic following e attack taxonomy of the CIC-DDaS-2019
daraset [21], supporting 13 individual anosck types. Each type constructs packets that
replicate the leader and pavload stoacture of the corresponding real-world attack.
Tahde 5.1 simmarises the transpore-layes properties of each type.

Packet construction is performed at the Seapy layer stack level. As an example, a SYN

fload packet is built as:

pkt = (IP(src=attacker_ip, dst=target_ip) /[
TCP{sport=random.randint (1024, 65535),
dport=random.choice (80, 443, 22, 23]),
flaga="8",
seq=random.randint (FO00, 4000000000),
window=random.choice ([1024, 2048, 4096, 8192])))

Listing 5.1: SYN Hood packet construction.

Amplification attacks follow the same pattern, crafting valid protocol requests (e.g.,
DNS ANY queries, NTP MONLIST, SNMP GetBulk) that would olcat large responses
from real servers. Source addresses are drawn from a pool of configurabbe st within the
10.10.3.x botnet subnet, with each packet seleeting a source [I* a1 random 1o sinmlae
a distributed botnet.
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In mixed mode, the wer specifies noset of niteck types wd their porcentage contribu-
tions, The generator builds a weigled dearibution Tst ated selects the avvack wvpe for
each packet by random sampling, naturzlly enforcing the desired proportions across
the output PCAP:

BOoEGild welghted digtribuction: o.g., 04 IYE = qOx UDE

phase_distribution = (["eyn'] = 60) « {["udp"'] = 402

selected_attack = random.choice (phaae_diatributian}

Listing 5.2: Mixed mode packet type selection.

Tubde 5.1: Avtack types supported by the traflic generator, with their transport-layer
charncterstics,

Alltack type  Protocol Dst port Packet characteristics

SYN Hogal e BOAAE22 ... TC SYN, wo pavioad, ramiom
slree penr

UL Hood vt random andom pavioad, 61-512 bvtes

UDP large upr random andom pavioad, 1000- 1400 bvies

WebDDoS TCP 80/443 SYN + HTTI GET/POST request

DNS amp. upp 53 DNS ANY query (real domsin names)

NTT amp, Upr 123 NTP MOXLIST request

SNMEP amp. vpr 161 ShMP Gotllulk request

S50 amp. vpr 159000 M-SEARCH request

MortMap amp.  UDI" 1Ll nrC GETPORT call

NetBIOS amp. UDP 137/138 NDBNS name query or datagram

LDAP amp. upp 389 LDAP search request

MSSQL amp. UDP 1434 MS5QL ping request

TFTP amp. UDr (L] TFTF read reqguest

Benign Generator

The benks ponerator Is also mplomemted in Python with Scapy and produces realistic
backgronmd traffic composed of five prococol classes: HTTP (port 80), DNS (port
Ad), SSH (pore 22), 1CMP echo, aw] bac<ground UDP. Each protocol class generates
comiplete, multi-packet Hows ratler than isolated packets. HTTP Hows include a full
TOF three-way handshake [ollowed by 2 GET request and a response; SSH flows
slmiilate & sequonce af encrvpled data exchanges over an established connection; DNS

Howes comzist of & guery ad a resposse with one to four answer records.

To eaprure the temporal variability of real network activity, traffic is structured into
four sequential phases, each with a distinet protocol mix, packet rate multiplier, and

o2




inter-packet jitter:

Table 5.2: Benign traffic peseratim ploses and protocs] comiposition,

Phuse:  Name Protocol mix Totensity  Jilber

1 HITP peak  TO% HTTP, 155 DAS, 5% 55H, 5% 1.3=x N =
ICMP, 5% vDp

2 DNS burst  30% HTTP, 500 ONS, 3% S5SH, 10%  08x B s
1CMIY, 5% UDI

3 SSH stable  35% HTTP, 10% DNS, 40% SSH, 5% 0.6x 10 ms
ICMP, 10% UDP

1 UDP light  25% HTTP, 15% DNS, 10% SSH, 15% 0.5x 80 ms

ICMP, 35% UDF

The oore seneral A !n-n]l ileralos over AT annd selevts the pl"l:llurl;,l-] clags for each
Heoe b samipling fram a weighted diseribmtion. mirrarineg the same mechanism nsed i

Ll witmck peneraioe

for phasa im TRAFFIZ_PHASES :
Phlﬂ.l_lii_jl.l:‘ihll'l;i{lh - p:h.qq:-.,.E;at._tra:ffir::_distribut.ian(}

vhile packets_in_phase ¢ pkase_target:
traffic_typm = rmndom.choice(phase_distribution)

if craffic_types == ‘hocp’:
flouw_packets = gencrate_http trafficlelient _ip,

mnTVar_ip, ...}
wlif veaffic_type == ‘cos':
flev_packets = gemcrate_dns_queryiclieast_ip,
eerver_ip, ...}

Listing 5.3: Benign traffic phase loop.

Source addresses are drawn from a configurable pool of up to 500 client 1I’s within the
10.10.2.x subnet. A parallel variant distributes generation across multiple CPU cores

to accelerate the production of large-scale datasets.

5.1.4 Traffic Senders

Bosth the attack and beuign senders are Luilt on the same DFDK-based PUAL replay
engine. They share the same codebiase asd support the same three replay modes; the

anly difference b the pecket elasifiention bgic used in adaptive mode, which categorises
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packets by attack type in the attack sender and by application protocol in the benign
sender.

& Fast mode (default): transmits packets at maximum NIC rate, ignoring PCAP
thwestaops, Used fior bulk datn collection where temporal fidelity is less impor-
tant than throughput. The core loop allocates a burst of mbufs, copies PCAP

packet data into each one. and dispatches the entire burst in a single DPDK call:

rte_pktmbuf _alloc_bulk (mbur_ponl , pkis, BURST_BIZE):
for (i = 0; i < BURST SIZE di+4) {
char =buf = rte_pkimbu: _mtod{pkteli], char =};
rte_memcpy(buf, pcap_packets[idx].data, pcap_packets[
idx]).laen);
pkta[i1)->data_lem = pkes[il->pkt_len = pecap._packers[i1dx
l.lanm:
if (++idx »= num_pcap_pockets)] fdx = 0; /[* loop PCAP
}
nb_tx = rte_eth_tx_burst{port_id, 0, pEta BURST_EIZE] :

Listing 5.4: Fast mode bwirst transmmission oop.

o Timed mode (—pecap-timed): replays packets respecting the original PCAP
timestamps. A =--gpeedup multipléer compresses or expands the playback rate
relative to real time. For each packet, the inter-packet delay is read [rom the
PCAP timestamps and divided by the speedup factor before blocking:

uint64_t delta_us = timeval_ diff_us{(kprev_ts, kpkt->
timestamp) ;
delta_ums = dalta_us / replay_cip.spasdup fRotor;
if (delva_us > 0 kk delta_ma < 10000000}
rte.delay_us_block{delma_usli /* busy-wvair
microsecond FITP.(:'I B1C0H u

prev_ts = pkt->timestamp,

Listing 5.5 Timed mode inter-packet delay.

= Adaptive mode [=-adaptive-attack / --adaptive): uses the PCAP as a
piebchom packet pool and geiserabes acontinnous traffic stresm aceording o o wser-

defined phoese selwdile i JSON fosmal. Each pluse specifies its durtion gl
the fractional composition of allic twpes. Enables long duration experimmens

o4



with confligumble attack imtensity arofibes without beimg lmited by the siee of
the pre-generated PCAP.

Both senders accept a target line rate via —-rate-gbps and a duration limit via
--duration, and support looping for extended experiments. Two input modes are

availahle:
e Single file: a single PCAP file is loaded and replayed.

e Directory: adirectory of multiple PCAP files is loaded and replayed in sequence.

5.2 Detector Architectu

5.2.1 DPDK Integration

The detecror s bulle on top of DPDK's Environment Abstraction Layer (EAL), which
i thee Brst component initialised ot star-up via rte_sal_init(). The EAL handles
hgepage mremory reservation, CPU {H]l’r.lﬁhﬁlj' '|:|h1||II|,H. nnd j1|;]l|i-|1l|||.|‘{' driver (PMD)
setup for the NIC. A shngle packet bulfer pool of 524,288 mbuls with & per-core cache of
512 entries ks then allecatod an the loeal SUMA node via rte_pktmbuf _pool._create(),
eisiring that pecket buflers are plivsicaly close to the cores that will process them
and avoiding expensive crosssocker memary Accessn,

» Port and RSS configuration. The NIC & configured with 14 RX gueses
aned 1 TX quene via rte.othdevoconfigure(), with o receive descaplor ring
of $2,768 entries and & trsnsmit giog of 4,000 ctebss skesld o absorls bara
traflw withoul overlow. RSS is coaldisd with o liasl over 11 acddresses anl
TCP/UDFP pmit fields (ETHRSS_IP | ETHRSE_TCP | ETHRSS.UDP) using the
default Toeplitz key, ensuring all packets of a given flow are consistently directed
to the same quene and the same worker core. Promiscuons mode is enabled
via rte_eth promiscuous_enable(), required for passive monitoring since the
detector does not own any IP addresses in the inspected traffic.

#truct rte_eth_conl port_comf = {
.rxmode = { _mgq_mode = ETH_MQ_RX_RSS },
.rx_adv_conf = {
.rags_conf = {
.res_key = NULL, /+
.res_hf = ETH_RSS_IP | ETH_RSS_TCP | ETH_RSS_UDP,
}i
¥
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rte_eth_dev_configure (port, 14
/.

kport_con

rte_eth_promiscuous_enable (port

Listing 5.6: NIC port configuration: RSS over H* and transport port=, 14 RX guenes,

& Warker polling loap. Fach workes mns o tight whilal ) faree quit) loop with

po svsiem calls or interrupts. rte_cthorx burst () retrieves up to 2048 packets
poer call directly from the XIC deseriptor fing. To keep the CPU pipeline full,
the first 16 packet pointers of each burst are prefetched into L1 cache before the
processing loop begins (pre-loop prefeteh), and an additional rte_prefetch0()
16 positions alwad is isawed inside the loop (rolling prefetch). Once processed,
each mibatl is retunesd 1o the pool vEa rte_pktmbuf_free(), completing the zero-
cogiy ovele with o heap alloeation 1t any point.

vhila (Iforce_quit) {

struct rte_mbuf =bufe [EUR3W_SIZE]; /+ BURST_SIZE = 2048 =x/

uintlé_t mb.rx = rte_eth_ra_burstipert, gueue.id, btufo,
BURST_BIZE):

if (umlikely(mb_rx == 0)) comvinue;

/o Prefuteh first 16 packets before processing loop #/

for felntid6_x 4 = O; 4 < pE_rx &% i < 16; i++)
rto_profetchOirto. phtatuf _atod(vutsli]l, void +));

for falnti6_xt 4 = O; 4 <« pE_xx; f==} {

if (4 + 16 < nb_rx)
prafatch &/
rta_prafateh®(rta_phtabaf! _stod{bufali + 18], veold

)3

process_packet {bufsiiilr- s
update #*/

rte_pktmbuf_free(bufs[i

P | -

Listing 5.7: Worker inner loop: burst receive, prefetch pipeline, and mbuf recycling,




5.2.2 DMulti-Core Design

The systemn (ellows n siriel producer corsummer separstion boetween worker cores and
the coordinntor coro.  Fourteen worker shreads, pimned to beores 1 14, ench handle
o K85 e exclusively: they punee packet hesders, apdate per-worker protocol
conmters, snd et packel reconds indo §eir local OctoSketeh instance. Because each
workisr oporstoes cotirely on thread-kaeal data structures, no locks or atomic operations
are required on the packet processing hiow path.

A single coordinator thread runs on leore 15 and is responsible for all cross-worker
ageregation and detection logic. Every 50 ms, the coordinator reads the per-worker
protocol counters, merges the 14 per-worker sheteh instances into a global merged
sketch, and extracts the feature vector for the current detection window. This archi-
tecture decouples the high-frequency packet processing path from the lower-frequency

detection logic, preventing any contention hetween the two.

& Thread lanneh. All theeads are sgarted via rte_eal remote_launch(): the 14
worker theeads are bownd o losre= 1-14, each receiving its queue identifier as
argument, and the coordinator thread is bound to leore 15. The main thread

calls rte_eal mp_wait_lcore() and blocks until a SIGINT sets the force_quit
flag.

& Window timing. The cosrdinatas measures elapsed time using the CPU Time
Fi'rnllll:u Connter (TS vin m_gnt_ts::_cyclea(} and rte get tsc hz(), with
no blocking sleep. At each iteration it checks whether (£, — s )/ frse = 50ms
(FAST DETECTION_INTERVAL = 0.05); only then does it proceed with sketeh merg-

ing and feature extraction, guaranteeing the coordinator core is never idle-blocked.

s Worker-to-coordinator communication. Each worker writes its comulative
comntors into ® dedieatod entry of the global g worker stats([] array without
synchronisation, At vach window boundary the coordinator sums all 14 entries to
obdain comulatve totals, then subiricts the snapshot from the previous boundary
to isolate the per-window delta. This lock-free approach is acceptable because
the statistical nature of the features tolerates the small races that may occur
during the brief read window.
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Alert
(ANOMALY / HIGH / CRITICAL)

Figure 5.2. Multi-oore detogton architecture:. 14 worker threads.

5.2.3 OctoSketch Integration

Each worker maintains a local OctoSketch instance configured with 8 hash rows and
4096 buckets per row. The counter matrix itself occupies approximately 128 KB, but
each sketch instance also includes per-bucket IP tracking structures for heavy-hitter
detection, bringing the total memory footprint to approximately 640 KB per instance,
consistent with the fisure reported in Chapter 2. To bound the overhead imposed on
the packet processing path, sketch updates are applied with a sampling rate of 1 in
overy 32 packets. reducing the por-packet cost while presorving statistienl sceurney for
g h-vodnane fhows.

The coordinator performs a full merge of all 14 worker sketels every dotection window,
The merge accumulates bucket counts by summntion across all workers and retains the
heaviest-contributing [P address per bucket, sunlfing toge i limvyvelil lor extrmict kan an

the merged result. In addition to the 50 ms operational sketcdi, the system mnintains

bt



separnte shetch instances aggregabod over- 1 =, 1005, sod 1 miooie, providing multe-scale
traffic summares used as temporal Features in the ML featumne vector, Easch worker
tracks a window counter per time scale and resels the corresponsding sketel ance e
counter reaches its threshold: every 20 wigchws for thee 1 & sheteh, every 200 wincdows
for the 10 & skiteh, and every 1,200 windsws for the 1 min sketeh (SCALE 18 WINDOWS,
SCALE 105 WINDOWS, SCALE_TMIN_WINDOWS ).

I Shevchi- ADV monde, 12 mdditional per-provocoe] skevcles are malimained in parallel,
one for each of the monitored attack protocols: DNS, NTP, SNMP, SSDP, PortMap,
NetBIOS, LDAP, MSSQL, TFTP, TCP SYN, HTTP, and residual UDP. These protocol
sketches are updated during packet elassification on each worker and merged by the

coordinator alongside the global sketch.

Per-Worker (x14)
Incoming packets
1in 32 | sampled
h 4 Me
| [ Ty T T T | Alia

| B rows = 4,096 cols |

Protocol
Counters

T A

Figure 5.3: OctoSketeh integration.

After each merge, the coordinator appends the aggregated statistics of the current
witddow 1o 4 cireular ring buffer of 108 entries, representing the last 5 seconds of
traffic history (100 windows « 50 ms). The ring buffer acts as the bridge between the
skeich layver and the ML [eatare extractios layer: rather than classifying each window in
wodntion, the feature extractor reads biacks mto the buffer to compate temporal metrics
such as rtlli_‘-l:ld-d'llillllﬁl‘ over Lhe et 5 add 10 windiows, trdBie vacianee over the last
20 windoown, o rummng baseline average, unl oo slaptive detection theesheldd decivesd
[roam the S-sigrma rule appdied to the weoeat. bistory. Thase vemporal foatures slbow e
muslel o distinguish sustained attack patterns from transdent trafbc spoes tint wonld

bee bndistinguishmble from g single hEtantaneous snapshot.
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5.3 Feature Extraction System

The feature extraction laver is the bridge between the raw packet statistics acenmulated
by the detector and the ML classifier. Every 50 ms, once the coordinator has merged
all worker sketches and aggregated protocol comnnters, a strictured fenture vector 15
assembled from the available data and passed to the embsclded Light GEM masdel. The
system implements two distinct extraction modes whose design reflects the resoarch
comparison at the core of Objective 4 (Section 4.2).

DPI-Sketch as accuracy reference. DPI-Sketch extends the global OctoSketch
laver with a DPl parser that inspects the application-layer content of each packet.
The resulting 75-feature vector combines header-derived sketch statistics with payload-
derived protocol counters, and represents the accuracy ceiling: the classification per-
formance achievable when pavload aceess is unvestricted and both sources of evidence
are aviilable simultaneously. [6 = used imthis work as the reference again=t which e
shetch-only contribntion iz messred.

A conventional DIl systomn from the hterature would bo an unsmitable baschmwe for this
eomparion. Sueh g svstem would emmploy a fundamentally different architecture —
pet-Bow commeetion tables, strenm msessembly buffers, session state machines, rather
than the OctoSketch nfrastructure developed here, Using it a2 8 reference wonkd
conflate two independent variables: the arclhitecturml contribution of the sketch layver
and the informational contribution of payloa] features. It woubd then be impessible to
igolnte the accuracy cost of removing pasbkead mspection o ther brouder differences
i svetem design.

DPI-5ketch salves this by sharing the idendienl OctolSketch architecture as Sketch-ADY,
both modes ran the same DPDK pipeline, the same worker and coordinator structure,
and the same sketch data structures. The anly variabie thar differs between the two
modes is whether the DPI parser is active durlng packet processing.  The accurmey
gap between the two modes therefore reflects exclusively the diseriminative valie of

payload-derived leatures, free from any architectural confound.

Sketch-ADV as the proposed deployable mode. Sketch-ADV derives all 64 fea-
tures exclusively from packet headers. exsending the sketeh laver with 12 peer-protodal
COletobketeh betanees in plvce of the DPD parser, It repeesenes the primary contribatkon
ol this work: a header-only detector thae, built on vl sane sheveh foundation, aims
to match the accuracy of the DPl-enhanced reference while remaining applicable to
encrypted traflic.
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The following subsections describe the implementation of each mode in detail.

5.3.1 DPI-Sketch Mode

DI1-Sketch is the payiomd-aware configm

combdning eatures derived feom doep posket Inspection with temporal stabistes [n:llll
the global OctoSketch ring buffer. The fanture vector is assembled in the coordinator
thread immodiatoly after cach 5 ms dotection window closes.

The 75 features are arganised into six furctional groops, summarissd in Table 5.3

Table 5.3 DPI-Sketeh feature groups and their composition (75 features total).

Croup Features Description

Fsow tonpmters Lib Tistall j'm'h!l.u,_ bvtew, UDP, TCP, KOMP, SYN,
HTTP, DNS, baseline and attack packet connts

Basic ratios 4 UDPTCP  ratis, SYN percentage,  lase-
line/attuck ratio, byios por packet

Protocol-specilic 22 Per-prifocal pavload Belds: DNS query bypes,

NTP nmscle bwvres;, SNMP OlDs, HITF redquesa
connis, aopdilication respouss sioes

Amplification ratios 6 Hespgme-to-regquest. size rntios and sauplilication
factoss per protocol

Normalised fractions 15 I"er-protocol share of total trallic, protocol diver-
sity index

Temporal (sketch) 14 Ring buffer features: rate-of-change over 5 and

10 windows, variance over 20 windows, running
ne, adaptive threshold

T'he feature vector is assembled sequentially using an index £1 that inerements through
the six groups in order. The following exeerpt shows the structure of the assembly:

int £i = 04
f# Group 1 Maw countecm [10)

faanturan [fi++] = {doublelml_tomal_packets;
features [fi++] = (double)sl_total_bytes;

foatures[fi++] = (doublelml_udp_packets; /+ ... =/

/* Group 2 - Basic ratios (4) #
features [fi++] = (ml_tcp_packet

¥ (double)nl _ odp_packets / ml_tcp_packets : 0.0;
featurea[fi++] = (ml_total_packets > 0)

T {double)nl_syn_packets / ml_total_packets : 0.0; /=
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foaturap[fi++*] = (doublelml_ntg_monlist;

featurae(fi++] = avg ntp_reep; /* avg NTP response size =/
{doublalml _dne =anv-

foaturap[fi+*] = avg _dno_resp;

feataras [{i++e]

/#* Group 4 - Amplification ratios (6) =*/

features [fi++] = (ml_ntp_monlist > 0) 7 avg_ntp_resp / 48.0

R

features [fi++] = (ml_das_any > Q) T avg.dns_resp / 60.0
0.0; /* ... */

/* Group B - Normalised protoco

features [(fi++] = proto_ratioslCl; /* syn_only / total =/
faaturaa [fi++] = proto_ratiom(®]l; /* dns_queries / total */ /=

wf

f+ Oroup & Tomporal mketoh features (14) from ring buffer =/
features [fi++] = [dooble)fw.delta_pps_5w;

featuros [fi++] = (double)fw.deTta_pps_10w;

features[fi++] = (dowble)fw.ppr_variance;

featuras [fi++] = (dowble)fw.ppe_baseline; /+ fi == 75 #/

Listing 5.8: DPI-Sketch feature vector assembly structure (75 features).

The protocol-specific and amplification feetures are extracted by inspecting the payload
of cach packet during the per-worker processing step. For example, a DNS packet is
clasxified as an moplification attempt if its query type field equals ANY (type 255), and
ity response size 8 recorded to compute the amplification ratio. The corresponding
feature construction in C reads:

if {dwt_port == 53 || =mrc_port
Stata->dna_packata+d |
if (payload_les * 0) {
uintB_t qryps = paylomd[payload_len - 1]; /=
dimplifiad e
if (qtype == 2556} atatm->dns_any_queries++;

statx -»dne_responxa_xime_total += payload_len;
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1k r' L L I | " 1ram - 2 Ib i TR M E -
foantoroo [F_DNS_AMP_EATIO] = (fEoaclstatg=>

dne_responss_Bize_total

bR TR R TRT R ]

/ {srava-»dna_pachats + 1)

Listing 5.9: DPI payload inspection for DNS amplification features.

The 14 temporal features are appended last and are identical across both modes. They
are derived from the ring buffer deseribed in Section 5.2.3, providing the model with a
short-term history of traffic behaviour rather than a purely instantancous snapshot.

Figure 5.4: DPI-Sketch feature extractbon pipeling (75 featros).

Figure 5.4 illustrates the complete DPI-S4etch pipeline. Each incoming packet is split
it ta'o parallel protessing patha:

& Header path: fesds the global OctoSketch instance maintained per worker.
Souree [P, destination pore, protosol, and packet size are used to update the
skt connters. At the ol of ese= 50 ms window, the coordinator merges all
worker sketches and gueries the ring bufter to produce the 14 temporal features.

* Payload path: runs the DPI parser, which inspects the application-layer content
of each packet to extract protocol-specific fields: DNS query tvpe and response
size, NTP reguest mode byte, HTTEP method and URL SNMP OLD, ad raw
pavioad length for amplifieation mdo compatation.

Both paths feed their outputs into the feature assembly stage, where the six feature

63
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groaps are concatonated imo o single Tilimesionnl vector, This veetor & then noe-
malised using the pre-fivted StamdardScder and passed 1o the cmbedde! LiglaGBA

classifier, which outputs a class label and a confidence score used to determine the alert

level.

DI"l-5kctch presents one stractural lnitasion with respeoct to SEetch-ADYV: it cannot b
applicd to encrvpted traffic, Onee the treesport pavlond & opague, ficdds saeh as DNS
query ype, NTP mode byve, or HTTP nwethod are inaceessibde, anid the 28 payload
derived features become unavailable. Unlike tradithonal DPI systems that maintain
per-flow connection tables and reassembly Luifers, DPE-Sketch in tlds inplenwentatbon
computes all pavload-derived features as agpregate window counters, running totals
per protocol per 50 ms detection window, so its memory footprint remains bounded
andl independent of How cardimality, Skesch-ADV addresses the encryption limitation
b replactng the BIFD parsgor with 12 wdidl ional per-protocol sketeh instances, deriving
all features exclusively from packet headors, as described in the following section.

A complete description of all 75 DIPPI-Sketch features, including the group they belong
to, how each value is obtained, and whether it is an exact counter or an estimate, is

provided n Appewdiz B,

5.3.2 Sketch-ADV Mode

Sketch-ADV is the header-only configuration. It constructs a 64-feature vector exclu-
sively from packet header fields, without any payload access. Instead of relying on a
DPl parser, it extemds the glolsd OetoSEeteh with 12 sebditionnl per-protecol sketeh
mstanees, one for each of the monitored attack protoos] eategories. Each worker up-
dlafes the eorrespaoraching prodoos] skebch so every soopded pocket. Dased solely on e
destination port and transport protocol fields of the 1P header.

The G4 features are organised into three groups, summarised in Table 5.4:
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Table 5.4: Sketch-ADV feature gronups and their composition (64 features total).

CGroup Features  Description

Glahal sketch {temporal ) 14 Rate-of-change over 5 and 10 win-
dows, variance, baseline, top-IP pps at
Hluuflhfllnun benvy=hitter comept, [P coae

ondrnbicas, o=l ratio wrl ropy, Julu||-1:|r-|=
hirimhikd
L O UL ST LT 1Ly var sach of the 12 'IJIU!',-ULU]..‘.'I lDHS, I'\TP,

SNMP, S5DP, PortMap, NetBIOS, LDAP,
MSSQL, TFTP, SYN, HT'TP, UDP-other):
packets per second, heavy-hitter count, top-
P coneentration, protocol share of total tral-
e
Packet size 2 Mean packet size and variance over the win-
dow

The 12 per-protocol sketches are queried in a uniform loop: for each protocol, the
coordinator retrieves the total packet count, queries the top-K heavy hitters, and
ooiypubes the foar featums (o the =keion statistics alone, with no reference to packet

paylonids:

struct ootoskaetch sproto_merged[12] = {
kg.serged_sketch_dons ., Eg.merged_sketch_ntp, &
g_margad_skeatch_anap ,
kp_merged_sketch_ssdp,.kg_merged_sketch_portmap,&
g_merged_sketch_netbios,
kg_merged_sketch_ldap ,bg_merged_sketch_mssql, &
g_merged_sketch_tftp ,
kg _merged_sketch_syn, Ekg_merged_sketch_htetp, &
g_merged_sketch_udp_other,
ki
uinté4_t total_global = octosketch_pget_total (i
E_nlrgmﬂ_li.tch_lttnck?;

for (dnt p = O; p € 12; pes)
wintfd4_t toral _prote = octcsketch_get_total (proto_mergedl(p
1}i
struct heavy_hitter tophE[5N;
actosketch _top k{proto_mermed[pl, 5, topb);

features[fi++] = [doubleltctal_proto / window_sec; /*
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| features[fi++] = {doubla)cecunt_heavy_hitters(tops, 5); [ *

||'|I‘|-| " .:l & I.I'lr =] .Il-
| featurea[fi+=] = {(double)tcpbs[0].count / {rvoral_prote=1);/«
IF concamtratiom =

B R

| feaacuraa [fi+v+] = {doubla)rcrs? arars F froarvsel siabhededh= fa

>

rdiinm h EOLEL ¥
Listing 5.10: Sketch-ADV per-protocol feature extraction loop (12 protocols x 4

features).

The eleganee of this design is that all 12 protocols are handled by the same four lines
of code, iterating over an array of sketch pointers. Adding a new protocol category
requires only inserting a new sketch instance into the array, with no changes to the
feature extraction logic.

The packet size features are derived from the mean and variance of packet lengths
sampled during the window, computed from per-worker accumulators using the com-
putational formula Var(z) = E[2?] - E[x]?, which avoids storing individual packet sizes.

Memory efliciency. The primary adventage of Sketch-ADV over traditional DPI-
basinl approaches s jts bowsded meesmory footprint. Every per-protocol sketch is a
fixed strueture of 8 pows x4 096 columns segardless of traffic volnme or flow cardinality.
The comphete a0t of merged shetehes at =he coordinator (1 global 4+ 12 per-protocol)
pocupies 8 constant 13 = (40 K1 == 8 ML, independent of the number of active fows.
Py cxmitrast, DPlbasedd approaches thiat maintain per-flow connection state can require
several gigalwtes umder high-cardinality sraffic conditions.



5.3. Feature Extraction System

I Stage 3 — Feature Assembly Stage 4 — Output

r - - . \
Global OctaSketch | N Frewture Vecter jod]
B Gichal gl |
- J’ 1emadenl [14)
Faciet s b e e | Lightcem
150 o e || ol sk  d s, 4 B ongsi classilier
ad P | e, | sketches (48) ¢
[ Class + Confidence
(ANOBMALY | HIGH |
- CRITICAL)
Packet size stats (7) Throughput
v L =

Figure 5.5: Sketch-ADV feature extractiom papeefine (6 features, header-only).

Figure 5.5 illustrates the Sketch-ADV pipeline  Unlike DPRSketeh, all information
flows through a single header path: eacl pauket updates both the global OcioSketch
and the correspanding per-protocal sketch based solely on its destination port and
protocol Held, No payioad is acoessed ot any point. At the end of each 50 ms window,
the coordinatar merges all worker sketehes and extracts the three feature groups: the 14
tempiral features from the global sketeh cing buffer, the 48 per-protocol features from
the 12 protocol sketches, and the 2 packes size statistics. The resulting 64-dimensional
vector 1= normalised and passed to the same embedded LightGBM classifier used in
DPI-Sketch mode.

A fundamental difference between the two modes lies in the nature of the features them-
selves. DPL-Sketeh constroets its feature vector from both direct pavioad counters, such
as ml_dns_any or ml_ntpmonlist, which are exact integer counts incremented on every
paacked, wind sketcli-derived esthimates lor Beader-lovel agompanes such as heasyy-ldtyes
I rates and temporal ratics,  Sketch-AJV relies entirely on probabilistic estimates
derived by querving the per-protocol skesch instances; all valuwes corry o bowmded ap-
procdimation error inherent to the Count-Ain Sketch, commlled by the sketch dimen-
sions (8 rows x4 (€6 columns), Both mosles share the asme fixed-memaory OctoSketch
infrastructure and represent a significant auprovement over traditional D1'1-based How
approaches, which require per-flow hash tables that grow unboundedly with traffic car-
dinality and introduce detection latencies of tens to hundreds of seconds. Within this
shared foundation, the core architecturn” distinetion is not memory cost but feature
oomposition: DPl-Sketch trades enorvptin compatibility for a richer, partially exact
fearure s, while Skerel- ADY achieves full encryption transparency at the cost of op-
erating exclusively on probabilistic header=bevel mprepnies. Evaluating Lhe inguect of

T}
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this trade-ofl on clessifiention meeurney s one of the primary objectives of this work.

A complete description of all Gl Sketde A DV features, including the group they belong
to, low each value k& obtained, and whet 1er it is an exact counter or a sketch-derived
et hipate, is provided In Appendix 13,

5.3.3 Embedded Inference

Once the feature vector has been assembiled (70 features in DPl-Sketeh mode or G
in Sketch-ADV mode), the coordinator {liresd passes it to the embodded inference
module. The inference runs entirely in-process nsing the LightGDBM C AP@ (15, with
no external processes, no inter-process communication, and no network calls. The
model, the feature scaler, and the class label mapping are all pre-trained offline and
loaded into memory at detector startup; the runtime svstem is read-only with respect

to the model.

Moaodel Loading

Al imttialisation, sl_anit () loads three ectefacts rom a conligurable directory:

e lightgbm model.txt: the serialised LightGBM booster, loaded via LGBM BoosterCreate-
FromModelfile(). The number of features and output classes is queried imme-

diately after loading to verify consistency with the compiled detector.

e feature_scaler. json: a JSON file containing two arrays, mean and scale, with
one entry per feature. These are the per-feature mean and standard deviation
computed during training using scikit-learn’s StandardScaler.

s label mapping.jsen: a JSON mapping from clas index to class name (eg. 0
—+ benign, 1 —+ dns_amp, 2 — ntp_amp, and so on for each attack category).

/#* 1. Load serialised LightGBM model #/
LGEM_BoosterCreateFromModelfile (model_path, &num_iterations,
dmodel ~>*booster) ;
LGBH_BoosterGetHumFeature{made1->baoster, kmodel->num_features)
;

LGEM_BoosterGetNumClazses (model ->booster, &model -Fnum_classeas);

f* 2. Load StandardScaler (mean + scale arrays from JSON) =/
parss_json_arraylmcaler_jwxom, “menn®, pode]l ~Fscaler_mean , H):

parae_joeon_arrayiscaler_joom, “ecale”, model-*scaler_ocale, R}

index -» name) %/

68
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i |parse_json_string (mapping_json, **, i, medel-»clase_namses[i],
-

Listing 5.11: Model initialisation via LightGBM C API (ml_init()).

Per-Window Inference

At the end of eachi S0 ms window, i the wouer 1 woaueu anu e winuuw  Colvaius
more than 100 packets, the coordinator ealls ml_predict(). This function performs

two sequential steps:

1. Feature normalisation. Each feature is standardised using the pre-fitted scaler:
.r': = [:, - g5, ) s, Thix stop 1% crrben] b |.|':g.hrnilli wis Ernoscel oo oe-

Al fest s |n|]-|;i|._|-|:i:||||.!l it wwled |:||'i||l|u:-|* :IIH'HIl:III.H:IH-h ]_lnl-l:l.irl.jr_rlrh.

2. Classification. LGBM BoosterPredictForMat() ruus a single-row prediction
and returns a probability vector with one entry per class. The predicted class
is the argmax of this vector, and the confidence is the corresponding probability

vl

int ret = @l _predict(g.ml _model, features, num_features, &

al _prad];

if {ret == 0 k¥ m)l_prod.predicted_class != 0) { /* not benign
W)

float conf = sl _pred. conficdencs;

14 {con? »= 0.76f) alert_level = ALERT _CRITICAL:
' alsa if {conf >= 0.50f) alart_level = RLERT_WNIGH;
elsa alary_level = ALERT_LOW; /= ANOMALY

LI

}
Listing 5 121 Poer-window hference and alert beved assiomiment in the coardinator thisad

Alert Lovels

The alert level ia determined solely by the confidence score of the predicted attack closs.
Il the mesdel prodicis class O (benian), 1 alert bs raised ropardloss of the confidencs

value. Table 5.5 summarises the three ale
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Table 5.5: Alert levels based on ML confidence score.

Level Confidence Meaning

ANOMALY < H0% Attack class predicted with low confidence. Possible
anomaly or borderline traffic pattern worth monitor-
ing,

HIGH 50% < e < 70% Moderately confident attack prediction.

CRITICAL > 75% High-confidence attack classification.

The alert message includes the predicted class name and the confidence percentage,
allowing operators to distinguish between a definitive detection and a borderline case.
The minimum 100-packet threshold prevents the model from ranning on near-empty

windows where the sketch statistios carry no meaningful signal.



6.1 Traffic Generation Setup

All experiments were conducted on the four-node CloudLab testbed described in Sec-
tion 5.1. The controller node replays benign background traffic towards the vietim, the
attacker node replays DDoS attack "CAPs, and the monitor node runs the DPDK-
Faset] cletertor mmd vecords all ontpue lngs: The following subsections describe how each
trallle source was constractesd and the timing protocol that governs each experimental

T,

6.1.1 Attack Tralfic
Individual Attacks

Attack traffic was generated symthetically nsing a purpose-punt Fytnon generavor moa-
clled after the thirteen attack classes defined in CIC-DDwS-2019 [21]. The classes are
organised into three categories, each with a distinet mechanism and network-level sig-

nature:

= Rellection/ampliication sttacks (NTP, DNS, SNMP, 85D, Portmap, Net
BIOS, LDAP, MESQL, TFTP). The attackor sends small requests to publicly
reaclible servers wsing a spoolbsd sownoe adcdiess sot 1o the victon's TP Tl
servers reply to the vietim with responses thst are orders of magnltwde larges
than thie oriinal regueest. The bandbwidoh delivered o the victim is thendfone de-
termined by the amplification factos of the exploited protocal rather than by the
attacker’s uplink capacity, making this category disproportionately destructive

at low injection rates.

¢ Volumetric and connection-exhaustion floods (UDP flood, SYN flood).
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UDP fleed ssturtes the victim's Imk by injecting o continuous sirean of large
UDP daragrams, consuming row bardwidth, 5YN Hood msvead targets the vie-
tim’s TCP connection state: each forged SYN causes the kernel to allocate a
half-open connection entry, and a sustained high-rate stream exhausts the SYN
banedclog before any legitimate conneetion can comphete.

s Application-layer attacks (WehBDweS), Full TCT connections are established
with the victim's HTTF server, follewed by well-formed GET or POST requests.
Becanze each fow eompletes the three-way handshake, stateless packet filters
cannot hlock it and the attack pressure is exerted on the web server’s request-

processing capacity rather than on -he link.

One PCAP file was produced for each mdividual attack class, plus four additional
mixed-class PCAPs. All PCAPs were generated with 200 simulated attacker IPs drawn
from the 10.10.3.0/24 prefix and a fixed vietim at 10.10.1.2, using 16 parallel worker

PRI,

The gencration parameters were tuned pi= attack class to reflect realistic traffic profiles
[Tabbe G1);

# High-rate single-packet types [ 5YN, UDP, and NTP injection requests) use
the higlest packet connts (20M) and intensity factors (3.0), as each injected
unit ix & single sonall packel sod Lo volomes aee sesded o prodoce an oleserys
able signature at the monitor., For NT the injected pockets are smnll spoofed
recpests: the amplification oocurs a2 the reflectom

s Amplification attacks with large payloads (LDAP, MSSQL. Portmap, Net-
BIOR) uee mamlermte count= (14 M., intensity 2.0), sioee ench bgeets] pocket sl
ready carries a substantial payvload end fewer packets are required to saturate the

pefloctons.

s TFTP receives the lowest count (12 M) and intensity {1.8) becanse each regquest
triggers & multi-packet server respense chaly; a lower injection rate is sulficient
to prodduee ol=ervable amplibed teadhic at the detector.

s WebiDDoS jenerntes two pockeds ser attack unit (a TCP SYN followed by an
HTTP GET or POST), so its packet budget is scaled down relative to single-

packet Hood types at equivalent request rates.

Mixed Attacks

Real-world DDoS campaigns rarely deploy a single attack vector. Sophisticated ad-
versaries combine multiple protocols simultaneously to increase the pressure on the
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Table 6.1: Individual attack PCAP generation parameters.

Attack type Packets Intensity Speedup

NTP 20,000,000 3.0 1%
UDP flood 20,000,000 3.0 1%
SYN Rood M, L00 3.0 1x
N5 15 LHHT 00 2.5 1=
SNMP Lk, (3,00 25 1x
cEnin b () 2.0 1x

00 2.0 1x

00 2.0 1x

00 2.0 1x
LDAP 14, (W, (B0 2.0 |
MSSQL 14, OO0, 03000 2.0 1=
TFIT 12, HH0,CTHD .= l=

vierim amd to complieate detection: o ela=difer eeaines] eeclusavely oo individoanl areek
mipneniogres pmuwy encrler H.IJL]:Ii;ILIIﬂI.Ih. wimihows whien bww or wmesre aidsck tvpmms ohvrs
lags in feature space. producing s statisti-al Spnature that does ot clearly belong to
any known single class. The four mixed-class POCAPs are designed precisely to expose
the model to this scenario during training, forcing it to learn decision boundaries that

generalise bevond single-protocol signatures.

Each mixed POAP contabins 25000000 pockets disteiboted eqgually {2000 per tvpe)

perees five complementary attock bypes, =psuring that oo dngle vector dominaies e
witklow stitisthes aned that no two noes share an identieal composition. Talde 6.2 lists

e ecommupeiealions of eaacl pwi.

Tabbe 6.2 Mised-class OCAL compaosition (25M packets each, 20% per type).

Run  Attack tvpes

Mixed 1 DNS, NTP, Portmap, TFTP, SYN

Mixed 2 SNMP, SSDP, NetBIOS, MSSQL, WebDDoS
Mixed 3 DNS, NTP, 55DP, M55QL, LDAP

Mixed 4 SNMP, Portmap, NetBIOS, TFTP, WebDDoS

Table 6.3 presents the same information as a protocol-presence matrix, making the

coverage and complementarity of each run immediately apparent.
The four combinations were selected according to three design criteria:

¢ Heterogeneous attack categoriesx. Mixed | puirs high-amphfication proto-

cols (NTP %200, TFTP %60, DN§ ~-41x) with a lower-nmplification compo-
nent (Portmap x7) and a connectinn-exhanstion attack (SYN Hood), Alixed 4
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Table 6.3: Protocol presence matrix for mixed-class PCAPs (v = included, 20% share).

@
& S 5 Sl
2 ~
2 8§ FFTE LS
9 <& & & & & 9 S & & =&
Mixed 1 W W W v v
Mixed 2 v v v v v
Mixed 3 v v v v v
Mixed 4 v u
Coverage 2 2 2 2 :

pairs TFTF =60 with lower-amplification protocols (SNMP x6, NetBIOS x4,
Portmap =7) amd an application-Thyer atinck (WebDDoS), Mixed 2 similary
contibiees pairedy ULYP-hased amplification with WebDDoS, The presence ol TCF
Hows alongside UDD loods oreates o feature-space signatire that overlaps with
several individual classes, making ¢ assification harder,

& Intra-category overlap. Mixed 168 the mest ehallenging mim: all fve some-
ponenis (DXS, NTP, 35001, MSS{_ L, LDAP) are amplification attacks. Their
sketoh-based featnres share stroctusal similavities —elevated heavy-hitter counts,
high IF concentration, rialng por-protocol packet rates—so the window statis-
tics are unlikely to match any individun! protorol clanly, Thes mim specifically
tests whether the model can identify a mered amplificalion seonario without the

discriminative contrast provided by m nom-nmplification component.

¢ Full protocol coverage without repetition. Across the four runs, eleven
of the twelve individual attack protocols appear at least once, and no two runs
share the same five-protocol set. This diversity ensures that the meced elass label
encompasses a wide range of mult-vector combinations rather than a narrow
cluster in feature space, which would make the class artificially easy to separate

from the individual attack classes.

6.1.2 Benign Traflic

Four bemgn backgronmd PCAPs of 2500000 packets enchi were produacesd] wsimg thee
synthetic traffic generator described in Section 513, Unlike the attack PCAPs, the
benign stream is active throughout the estire 200-second experiment protecel, min-
ning concurrently with the attack phase and providing the background traffic that the
detector must continuously distinguish from malicious activity. The design of these

PCAPs was gnided by four requirements:



* Realistic protocol composition. Esch PCAF dws from four application-
tevel trallie dasses: HTTE, DNS, 55H, amd UDP. These protocols represemt the
dominant traflic mix of a typical enterprise or data-centre environment and are
sufficient to produce realistic header and payload distributions without introduc-

i unieerEary eomplixity

s Tempornl variability within a run. Each PCAP is stroctunesd into four so-
quentinl phases of varving duration, rach with a distinet protecol distribotion
and packet-rate multiphier {Table 52). The composition shifts ffom an HTTP-
domunnnt peak (op to WA of packots) through a DNS-borst phose (up to 500
DNS)Y sl an SSH-stable phase (up w40% 55H), closing with a UDP-light phase.
This intra-run variation reproduces the temporal dynamics of real traffic through-
out a workday, preventing the classilier from relying on a static snapshot of benign
conditions.

o Cross-run diversity. Tle per-phase distributions and phase durations differ
meross the four rong: some weight 1 TTP more heavily, others alternate between
IS and HTTE domibnanes, and S8H proportions vary substantially. An attack
detector trained on o marrew, stagic benign baseline would be prone to false
pesitives whenever legitimate traffie shifts its composition. Varying the benign
pridile aeross s forees the model B0 learn that temporal Huctuations in protocol
mix are normal. not indicative of an attack.

e Escalating line rates. Each PCAP is replayed at a progressively higher target
rate across runs (8, 9, 10, and 12 Gbps), ensuring that the detector is exercised
under different absolute traflic loads. The full rate configuration is reported in
Section 6.2.1.

G6.1.3 Experiment Protocol

Each datn eollection rim follows a fived 200-second three-phase protocol designed to
proviche clean growml=truth labels for sooervised learning. Figure 6.1 illustrates the
timing striture.

s Benipgn baseline ({ = 0-50s). Ocly the controller node transmits traffic. This
phase cstablishes a elean record of normal traffie behaviour under the specific
benign PCAP and line rate selected for the run. The detector observes no attack
traffic during this interval, and all detection windows falling within it are labelled

benige.

» Attack phase (¢ = 5-1508). The attacker node begins replaying its PCAP
concurrently with the ongoing benign stream. The combined traffic is received
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Gl s 0hg s

Benign Bassline Attaxck Phase Benign Recovery
Benign traffic anly Attack traffic (+ banign) Benign traffic only

| 1 1
t=ly f=5Ghs r=15604 fwﬂfl:rﬂ
Lt Banign —=ARCE e -» hanion

Figure G.1: Data colection run protocel: DUs beoign beseline, 100s attack plose, Ws
benign fecovery,

Iy Ll ppomitor throughout this T00-second window, exposiog e detecior to the
target attack type at the configured rate while background traffic remains active.
All detection windews fn this interval are labelled with tle attack closs of the
metive PCAP.

& Denign recovery (f = |50-=His . The attack sender stops and only benign
tradlic continus. This phsse captuses the transient period immediately after an
attack ceases and confirms that the detector returns to a normal operating state.
Windows T this Inteyval are labelle] benign.

The labelling procedure bs applied offine during dataset construction and s detailid
in Hection 6.2,

6.2 Dataset Constructic

The dataset is built from a total of 13 attack class= x 4 wlensity mins = 52 exper-
imental runs, covering 12 individual attack types plis & mixed class.  In overy mn,
benign background traffic runs concurrently throughout the full 200-second protocol
{as the baseline and recovery phases desceribed in Section 6.1.3); it s not a separate
set of runs. The detector logs from each run are parsed offline to produce two parallel
feature datasets (one in DPI-Sketch mode and one in Sketch-ADV mode) extracted

[roan Uwe saame bogs and therefore divectly- comparable.

6.2.1 Roeplay Rate Configurastion
Boenign Roplay

Tabtde 6.4 summari=es tlwe benign configur

inant protocol phase, line rate, and inter-packet jitter.



Table 6.4: Benign PCAP configuration per run.

Run Ghps Dominant phases Jitter
Hemibgn 1 ¥ HTTF peak / DNS burst 0Oms
Benign 2 8 HTTF/DNS balanced 5ms

Blentpn 3 1 HTTF heavy / SSH spike 10 ms
Benign 4 12 Mixed HTTP/DNS f S5H 15ms

The jitter increases progressively from 0 ms to 15 ms across runs, spanning the full
range supported by the benign sender. This variation ensures that the combined traffic
presented to the detector during each rn has a distinet temporal texture: run |
produces a smooth, zero-jitter benign stream, while run 4 introduces moderate inter-
packet variability that challenges the sketeh-based temporal features.

Attack Replay

Each attack POAP is rephbved st four different target line mtes (runl rund). amd each
rin b= paimad with the corvesponding bewgn POAP ot it sesocinted T mote and jit-
ter setting. The progressive increase acrass runs is deliberate: it exposes the model
to a range of attack intensities, from low-rate injection 1o near-salupration conditions,
improving generalisation to real-world sceparbos whiere attack volwwe i3 nod leed, Ta-
ble 6.5 lists the replay rates for each attack type and run.

Table 6.5: Attack PCAP replay rates (Ghps) per run.

Attack type Runl Run 2 HRHun 3 Run4

NTP 2.5 2.0 3.0 3.5
DNS 1.5 2.0 22 2.5
sSNMP 1.4 1.8 2.2 2.6
|5hiE 20 2.4 6 a5

1.8 2.2 2.6
2.0 2.2 2.9
1.8 2.2 2.6

MSSQL 0.8 L0 1.2 1.4
UDE Hood 0.0 11.0 120 13.0
5YN Houoal 1.2 1.4 1.6 1.5
Wi NINed TR 3.0 3.2 3.4

0.8 1.2 1.4

4.0 3.5 4.0

The rate assignmwnts relbect (e wrallic peolile of each attack category:

o Reflection/amplification attacks (NTP, DNS, SNMP, SSDP, Portmap, Net-
BIOS, LDAP, TFTPE replased st 04635 {'jl,:l_n. Artnck ellectivenss derives

ey
i
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from the muplification fector sl the reflecior, oot from the mw bandwidth of
the injected requests: o modest staeam of small reguesies riggers o dspropor-
tionately large response volume at the viclion MSSCOL sits a1 the lowest e

(0.8-1.4 Gbps) since its ping request payvloml i a single byte.

o UDP food: replayved st 10-13 GEps. the highest rates in the table, This i= a
divewt bampdwidih exhaustion aiteck whose sole oblective s o saturate the liok,
The upper bownd is constraimed by the 25 Ghpe link capacity: e mun 4, ULP
flood (13 Ghps) plus benign traffic (12 Ghpe) reaches 25 Ghpe, cxactly ot the
link limit.

o SYN food: replaved at 1.2-1.8 Ghps. This attack targets connection-tahie
exhanation rather than handwidth each packet 12 a bare TCP 5YN with na
||.|‘|.;l.'l|u1.|.| { =10 |i].'tr-.1;|. aor even o higl |1nrrh-|'l rate translates to modest Ghips,

» WaobDDoS: roplayed at 2.8-3.4 Gops. Each attack wmt ommts two packots (a
TCP SYN followed by an HTTP GET/POST request with payload), yielding
higher bandwidth than a pure SYN flood at similar packet rates.

o Mixed: replaved ar 2.5 4.0 Ghps, rveraging the constituent attack types of each
mixedd PCAP aned therefore falling m the intermediate range.

Figure 6.2 shows the combingd link lowd observed at the monitor node across all 52
rins, split by attack category, Each group of four bars represents one attack class,
with bars incressing from run 1 (losest intensity) to run 4 (highest intensity). The

following poants summartse the key traffie dynamics:

s Benipgn baseline (hlue) oocupis 5-12 Gbps in every run, growing progressively
as runs are paired with beavier benign PCAPs. This persistent background en-
sures the classifier is always trained on mixed traffic rather than isolated attack
streams.

¢ Reflection/amplification attacks (amber, top panel) are injected at modest
pates of 0.6-3.5 Chps. far below (le link it at the monitor, However, thelr
amplification fsctors range from ol (NetBIOS) to <20 (NTP). meaning the
pellectors retdim o respobise volunee orders of megnitude larger than the original
recpuest. The estimated victim-side traffic therefore excesds the 25 Ghps uplink
for mast runs, as indicated by the resl hatehing: Gve protocals (NTP, DNS, S5DP,
LDAY, TEFTT") saturate the victim s link in all four runs, while MS5UL ( x23)
reaches the link limit from run 2. SNMP (x6). Portmap (x7), and NetBIOS
(x4) deliver at most 16, 18, and 10 Gbps respectively to the victim and do not
saturate the link under the configured injection rates.
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» UDP Deod (ormnge, bottom pasel B e only atinek that clusllemges the mon-

flor link rather than the victim™s: ar run 4, the 13 Ghps injection combined
with 12 Gbps of benign traffic reaches exactly the 25 Gbps physical linit. No
amplification is involved: the attack effectiveness is purely a function of injected

viol e,

o SYMN Aood nnd WebDDoS remadr well bedow 25 Cibyps e the monitor (1.8 ﬂ]:;‘m;
amd 3.4 Gbps av run 4 respectively ). Their impact on the victin s resouree based,
not bandwidth-based: SYN flood exhausts the kernel’s half-open connection ta-
ble, while WehDDoS saturates the web server's request queue. Neither creates a

link-level bottlenock on a 25 Ghpa testhed, s0 no hatching is shown.

¢ Mixed attacks contain amplification components in every PCAP (e.g. DNS,
NTP, SNMP, TFTP); even at modest injection rates the amplified sub-components

collectively saturate the victim’s link across all runs, hence the red hatching
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Fienme 6.2 Monbtor-1ink el across all 52 experisental rios.

6.2.2 Feature Extraction and Labelling

Each experimental run is executed twice; once with the detector operating in DPI-
Sketch mode and once in Sketch-ADV mode. Both runs use identical traffic (same
PCAP pair and line rates), so the two remlting feature datasetzs are direetly compa-
rable. The detector logs from each run ave pursedd by an afline featore extrmetor that

reads the per-window statistics and prodwces one CS5Y pow per 50 m= window

Labels are assiged based on the elapsec time within the run: windows in [0s, 50s)
aned [150ks, M) reccive Inbel benign: windows in [50s, 150s) receive the attack class
of the active PCAP (e.g. ntp, syn, mixed_1). The label assignment requires no manual

annotation and is fully reproducible from the run metadata.

The final dataset for each mode is assembled by concatenating all labelled CS5Vs, ap-
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piving stamndaed sealing (eero wean, uni. varisooe) fited oo the Coniming split, nwd
partitining into training (709, vididaticn (15%), and tese (15%) sets with stratifica-
tion by elass labeed Lo preserve the elass ol stribution across splits.

Tabde 6.0 reports the per-class sample con nts for each split. Almost the same partition
i agipdind to both DI*L-Sketch andd Sketcdi- VDY baoth use a 7015/ 15 stratified split, bat
sinee onch mode may produce a slightly di ferent nomber of extracted windows from the
s experimental muns, the absoluve sample connts difler marginally between modes,

Table 6.6 Per-class saonpde distribation scross training, validation, aond test splita

Class Total Train (T0%) Val (15%) Test (15%)
Benign 61,033 42,723 9,155 9,154
DNS 3,007 2,105 151 451
LDAP 3.220 2,4 153 155
Mixed 2,620 1,854 HC S
MSSQL 3,253 2277 4ss 133
NetBIOS 3,220 2,254 483 483
NTP 3.013 2.109 452 452
Portiap 3,220 2,254 483 483
SNMP 3,153 2,207 473 173
SspP 3,147 2803 e T 1732
SYN 3.020 2,114 A5 {8 )
TFTP 3.7 2315 1 {LLi)
Unp 2940 2 058 il 111
Webh DS 2073 2081 6 1
Total 101, 126 T0,788 15,169 15,109

The class distribvition s strougly imbalenced: benign samples account for 60.4% of
the dataset. "The imbalance has two ccmpounding cases.  First, benign windows
aceumlate across all 52 experimental rus, because every rn includes both a baseline
amd a recovery phase regardless of the sttack class being tested. Each atiack olass,
by contrist, appears in only 4 of the 532 runs {one per intensity level), so its attack
windows are drewn frons 4 rons whide the benign pool drews from all 52 This alon
produces & theoretical benign-to-attack mitio of 52/1 = 13, sinoe esch 20-socomd mm
contributes approximately the same mmber of benign windows (1003 at S0ms per
window) as attack windows. Second, the 100-packet-per-window thireshold filters out
a larger fraction of attack windows than benign windews: high-rate benign traffic
(8-12 Gbps) generates thousands of packets per whndow and s almost pever Bliered,
wheronz low-rate aiineks sucly as :\fﬁ'-ﬂq-J (0.8 Gbps) and TFTP (0.6 Gbps) produce
feveey dhan 100 packets in che initisl windosvs of the attack phase, causing those windows
to b discardsd, The rombination of tBese two effects raises the observed ratio to
approximately 20:1 (61033 benign vs. =3 000 per attack class). Among attack classes,

d1
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saanphe counts mange rom 2,620 (Mixed) © 3307 (TFTP), meflecting misor varintion in
thee mamber of windows that survive tlie gacket threshold acress different attack rates.
The stratificd split preseivs this imbalasce across all three partitions, so the test set

evithuntes models wirder thee same class distribution as training,.

6.3 Model Training and Comparison

Seven supervised classiliers spanning four algorithmic families were evaluated on both
feature modes. The evaluation protocol is identical for every candidate: each model
is trained on the training split, seleeted on the validation split, and scored on the
held-out test split. All feature vectors are standardised with a StandardScaler fitted
exclusively on the training data before being passed to any model.

6.3.1 Candidate Models

The camdidate st was designed (0 cover a epresentative range of inductive biases
and computational profiles. Each modde] was seleeted either as a strong baseline, as o
represettative of its algorithinle family, ur because of a specific property relevant to
deployment at line rate.

¢ Random Forest. Included as the canonical ensemble baseline for tabular clas-
sification. A Hanckiun Forest baiilds an etsembie of T independent decision trees,
cach tralned on a bootsteap sample of the traloing dota with o raaedom salee
of features comsidered ot each split. Proedictions are obtalned by majority voue
across trees. The algorithm is naturally robust to irrelevant features and to mod-
erate class imbalance, and it requires no feature scaling. The configuration used
here i T = 200 trees with maximur depth 8 and minimum leaf size 5, o setting
that limits overfitting while retainivg sufficient capacity for 14-class separation.

» Histogram Gradient Boosting. ncluded as a representative of modern boosted
Lrews el hocks, Unlike the Random Torest, which builds trees independently, gra-
dient boosting constructs trees sequentially: each tree fits the negative gradient of
the loss of the current ensemble, progressively correcting its residual ervors. The
histogram variant bins continuous features into discrete buckets before finding
wplit=, reslueing botl treining time and memory usage compared to exact-split
pralient boosthne. With 200 fteratio ns, maximum depth 6, and minimum leaf size
10, it typically dominates plain bagaing methods on structured tabular data with
heterogeneous feature scales, which is precisely the character of the sketch-based

feature vectors used here.

o Mulbilayer Perceplron. Incheded to assess whether a feed-forward neural net-
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work can exploit won-finear interae jons among featores that tree methods may

s, The archivecture s a two-litden-layer network with 128 amd 64 rectified
linear units, trained end-to-end with Adam and L2 weight decay. Early stopping
on the validation loss prevents overfitting on the smaller attack classes such as

favired and webddoa

K-NMearest Nelghbours, Inclodes ns o non-parametrie reference that makes no
sesumptlon about the fupcttonal feom ol e decision boundary,  ClassiBeathon
is performed by a majority vote armong the & = O nearest tralning samples in
the scaled feature space. KNN is sensitive to the curse of dimensionality, so lts
performance on the 75-feature DPI-Sketch mode is expected to degrade relative
to the Gd-feature Sketch-ADV mode. Its primary role in this evaluation is to
estinblish a geametry-hased liser heund against which parametric models can be
eeMm ol

SGD Classifier. Included as the fast linear baseline. The model fits a linear
discriminant in the scaled feature space using stochastic gradient descent with the
maodified Huber loss, which combines the robustness of hinge loss with probabilis-
tie sutput ealibratbon. I thie attacl classes are approximately linearly separable
after stnndardisation, this model w1l perform competitively at a fraction of the
Erainningg cost of ensemlbe of deep o ethods. A poor result on the linear baseline

metivates the use of mome exprssive models.

LSTM. loclucded o represenl recusrent architectures capable of modelling tem-
poral dependencies across consecutive detevtion windoews. The confiyuration i=
a two-layer LSTM with hidden size 128 am dropeat 0.3, trained for up o 100
epochs with a patience of 10 on the validation loss, Although cach window is
presented as a single time step in tais experiment, the recurrent cell still learns
a ticher internal representation than a feed-forward layer of the same width, be-
cause the gating mechanisim allows it to selectively suppress or amplify individual

input dimensions rather than treating all features symmetrically.

Light GBM. Included n= the primmry deplovioent camdidate.  LightGBM is a
grodient-hoosted decison troe fromework that applies two key oprimisations over
standard gradient boosting: Gradient-Dased Une-5Hide Sampling reduces the noin-
ber of data points considered at each iteration by retaining only those with large
pracdients, and Exclusive Feature Bundling groups mutually exclusive sparse fea-
tures to reduce the effective dimensionality. The result is faster training and
lower memory consumption than comparable boosted tree librarvies. Beyond its
accuracy, LightGBM is the only candidate in the evaluation that exposes a pro-
duction C API, enabling the serialised model to be loaded and invoked from C
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code at inference time without any Python dependency.

6.3.2 Training Procedure
Feature Standardisalion

All models except Random Forest and LightGBM receive inputs that ave been stan-
dardised to zero mean and unit variance using s StandardScaler Atted exclusnely on
the training split. The scaler is never re-itted on the validation or test data; instead,
the training-set statistics (per-festure memn g; and standard deviation a;) are applied

sm fxee] lioesr bransformnstions (o all sub=equent. partitions:

£y = Ji;
CH| r]
i, 'i'l ':

This ensnres that no information from the validation or test distribntions leaks into the
norinalisation step, Handom Forest and LiglitGEM are scale-invariant by construction
(their split decisions depend only on feature ordering, not on absolute magnitude),
but they receive the standardised features as well, for a fair comparison with distance-
whnsit e modiels soch ne KNM.

The two feature modes are treated s e irely independent training canpaignees: DPL-
Sketeh and Sketch-ADV cach mamtain sheir own sealer Atted on thor own traming
split, so the per-feature statistics of one mode do not influence the other.

Multi-cinzs Strategy

The clesilication problem lias 14 mutually esclosive olisses (benign plus 13 attack
tvpes), Esch model handles this natively

« Random Forest, HistGradientBoosting, KNN, SGD. The scikit-learn im-
plementations extend intrinsically o multi-class via a one-vs-rest strategy for
SGD and sative multi-ompae split<for the tree-based methods. No class decom-

prsitiom 18 respainod.

a MLP and LSTM. The aotpst leoer eonsists of 14 saftmax-normalised units,
o peir claess,  The trabning object ve i caleporioal crossscndrogpy over e Dull

Ld-class libel distribution.

s LightGBM’. The sbjective = s to multiclass (softmax), with num_class
= 14. The evaluation metric used for early stopping is multi logloss, which
penalises confident wrong predictions more severely than accuracy, encouraging
well-calibrated probahility outputs across all classes.



Class Imbalance

The dataset exhibits a pronounced class imbalance: benign samples account for 60.4%
of the training data, while the smallest attack class (Mixed, 1,834 training samples)
represents only 1.8%. A naive classifier that always predicts benign would achieve 60%
accuracy, making raw aceuracy an unreliable primary metric.

Two mechanisms mitigate this imbalance. First, class_weight="‘balanced’’ is en-
abled for all scikit-learn classifiers, automatically rescaling the per-sample loss by the
inverse class frequency so that each class contributes equally to the training gradient
regardless of its size. Second, the primary ranking metric used throughout the evalua-
tion is the weighted F1 score, which weights each elass’s F1 by its support in the test set
and is therefore sensitive to both precision and recall across the full class distribution,
not just on the dominant benign class. Macro Il is also reported where relevant to
assess average per-class performance without frequency weighting. LightGBM does not
use the class_weight parameter directly; instead, the is_unbalance flag is set, which
internally rescales the gradient updates to compensate for unequal class frequencies.

Maodel Solection and Early Stopping

The validation split serves two distinet purposes: hyperparameter selection and, for
iterative models, early stopping,

For seikit-learn models, training i performod in a single pass with fved hyperparam-
eiers, The validation set is used solely 1o compare capdidate conligurations md select

the best-performing variant.

For the MLP and LSTM. early stopping monitors the validation loss (cross-entropy)
after each epoch and halts training if no improvement is observed for 10 consecutive
gpochs. The model weights at the epoch with the lowest validation loss are restored
before st evalustion.

For LightGENL, the native marly stoppisg rounds parameter instructs the booster to
stop adding wees il the valklotion sulti. logless does not decrease for 50 consecutive
roaiids. This resulted i 500 troes on the DPL-Sketch complete dataset and 498 iroes
o Ll Shelcli-ADY canphete datassl, Tl hoal mode] checkpaotond st U et lleratbon

i retained for all sulseguent evaluntions.

Tabde 6.7 simvinarises the hyperparameterconfiguration for each candidate. All settings
were selected by manual search on the validation split; no automated optimisation was

applied.
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Table 6.7: Hyperparameter configuration for each candidate model.

Moadel

Key hyperparameters

Random Forest
HistGradient Boosting

MLF

RAN
SGD

LSTM

LightGBM

200 trees; max depth 8 min samples per leaf 5
200 iterations; max depth 6; min samples per leaf
[}

Hilebenn |J'I.:I.'-I ] El‘.ﬁ‘_l-. I,il} (RelU}; Adamn = 10 Y
1.2 weight dbeay 107" carly stopping on val loss
k= 5; Euclidean distance; uniform welghts
Modified Huber loss; o = 107 max 1000 itera-
tions: tolerance 1073

2 layers; hidden size 128; dropout 0.3; Adam 5 =
1074 patience 10 epochs

500 trees (DPL-Sketch); 499 trees (Sketch-ADV);

leswming rai2 0.1; early stopping on val set

6.3.3 Model Comparison RHesults

b i3 reporis test=set arcuracy and weighted F1 score for all seven candidates on
bt feature modes.  DE'L-Sketel pesailts are from the complete dataset (75 features,
TILTRR traming sampdes); Sketch-ADY results are from the complete dataset (64 fea-

bures, TEO0 tratning samples) Bt valies in each column are shown in bold; T marks

the model weleeted for prodnetion deplvment.

Table 6.8: Model comparison across both feature modes, Best per-column in bold; !

= selected for deployvment.

DPI-Sketch (75 feat.) Sketch-ADV (64 feat.)

Madel Acc wF1 Acc wF1
Linear / distance-based baselines

SGD 096.535 0. A 0 (% 0oy 3
KNN 99.08%

Tree-based ensembles

Random Forest 08.44%

Light GBM! 099.82%

HistGradientBoosting  99.91%

Newral networks

LSTM 09.76%

MLP 09.89%

Overall picture. With the exception of SGI on DPL-Sketeh, every model surpasses
97% weighted F1 on both modes. confirminge thise the sheteh-based fearure veetom



provide o strong signnl screes all algoriglunic mmiles.  The top ter (HistGrdient-
Botsting, MLP, LiglaCBM, amd LSTM) elusvers vgltly between 99.76% and 99017
wF1 on DPI-Sketch, a gap of only 0.15 percentage points. On Sketch-ADV the spread is
wider (97.31%-99.61%), reflecting the harder classification problem that arises without
DPT payvload counters and with a smaller training set.

Linear and distance-based baselines. SGD is the weakest model on DPI-Sketch
(96.24% wF1) but ranks among the better performers on Sketeh- ADV (99,037 wF1).
This inversion is explained by the feature structure of eacl mode: the 75 DPL-Sketels
features include raw protocol counters, heavy-hitber estimates, and derived ealios whoss
decision boundaries are fupdamentally non-linear. preventing a linear discriminant from
achieving a tight fit, The 64 Sketch-ADY features are dominated by ratio_vs_total »
vidies that express ench protoeol’s frnctional share of traffic; these ratios are more
lingnrly separablo becaase o clean singbe-protocol attack drives one ratio close to 1
while all oflers collapse to pear (L

KNN exhibits the opposite toend: strong an DP-Sketeh (99.03% w1 rank 5) bat the
wonkest tron /noural competitor on Sketel= ATV (97315, last place]. The ceplanation
lies in the grometry of the Sketch-ADY  eature space. s 61 features are dominated
hy ratio wva total * wvalmes that express ench protocol’s fractional share of trafic.
In this ratio-domlnated space, multiple attack classes can produce near-identical Eu-
clidean distances to a query point when several protocols are simultancously elevated,
as occeurs during mixed or blended attack windows. Tree-based and neural models
resolve these boundary ambiguities through learned non-linear splits or weighted com-
binations, but KNN's majority vole among the five nearest neighbours breaks down
when the local neighbourhood is populated by samples from geometrically close but
semantically distinet classes,

Tree-based ensembles.  Random Forest, LigGEBM, and HistGradient Boosg ing orm
a comsistent group acroes both modes, ol emasining above 98,55 wF1 on Skeich-
ADY. On DP-Sketch, HistGradiont Bomsing (41, 09915 wF1) and LightGDA (473,
90, 81% ) lend the group, while Random Ferest ranks lower (#6, 98.22% wF1) — a gap
that refects its weaker handling of non- inear DPI feature interactions compared to
pracheul-teseied trees. Rapdom Forest = the only (ree-based model to achieve higher
aocuracy on Sketch-ADV than DP1-Sketsh, reflecting its robustness to small training

serls thunks to hootst cigy spgoregat o,

Neural networks. MLP and LSTM beth reach the top tier on DPI-Sketch (99.89%
and 99.76% wF1 respectively) but show different behaviour on Sketch-ADV. The LSTM
achieves the highest wF1 of all models on Sketeh-ADV (99.61%), suggesting that its
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gated memory mwechani=m exploits temperal structure in the sketeh-only [estune space
better than the feedforward MLP. The JLP. despite its high wFL (90247, shows
the largest accuracy-wF1 gap on Sketch-ADV (97.24% ace vs 99.24% wF1), indicat-
ing that it misclassifies a disproportionate fraction of the majority benign class while

maintaining near-perfect performance on the minovity attack classes.

The mixed class as a stress test. Across all models and both modes, the mizred
class consistently records the lowest per-closs F1 =core. lis windows blend the sketch
statistics of five concurrent attack protocols, cremting o feature-space signnture tha
overlaps with each of its constituent individuakattack classs. Oun DPL-Sketel, Light-
GBM achieves F1 = 0.974 on mixed, close to the per-class mean; on Sketeh-ADV it
drops to 0,750, the most pronounced single-class degradation observed in the entire
evndintion. This vmderlines thet the DED pavbood counters are not merely additive
feabures bul provide gqualitatively differeal discriminative information that canmol D

recovered from sketeh aggregates alone when multiple attack signals co-exist.

6.3.4 LightGBM Selection

The selection of a productbon classifier comnnot be reduced o a single accuracy metric.
The DPDK fase path nposcs a see of nen-negotianhle engineering constraints tha
are entirely orthogonal to statistical perornnance: the model must be callable from O
without any external runtime, its inference latency must be deterministic and bounded,
it must be stateless so that multiple worker threads can invoke it coneurrently without
synchronisation, and it must integrate into a codebase that already manages hardware
quenes, memory pools, and NUMA-aware packet buffers, Table 6.9 evaluates all seven

candidates against these deplovment criteria in addition to accuracy.

Table 6.9: Deployment suitability of each candidate model, = fully satisfied, ~ =
partially, ¥ = not satisfied.

Maodel £ APl Mo runrime Bounded latency Thread-safe Top-4 ace.
LD o " v e 4 w
KNN ® P

Random Forest * x

LightGBM v v

HistGradient Boosting ® X

MLP ® £

LSTM X X

Ligght GEM = the only moded it satksfies all five criteria simultaneously. The remain-
ing subsections detail esch eritorion and 2xplain why the higher-accuracy alternatives

cannol be used in this deployment contex*



Mative O Inference AT

LightGBM is the only candidate in the evaluation set that ships a production-grade C
inference API as part of its official distribution. The trained model is serialised to a
human-readable text file and loaded at runtime using a single call:

LGBM _BoosterloadModel FroeStringimodel str, kbooster);

Inference on a single feature vector is then performed via LGBM_BoosterPredictForat,
returning a l4-element probability array with no dependency on Python, a JVM, or
any shared library beyond liblightgbm.se. This API is usable from any C or C4+
compilation unit and s binary-compatible with the DPDK poll-mode driver threads.

Every other candicdate reguires a lunguage muntune that s fosdamentally incompatible
with a DPDR et pathe:

s HistGradicmtBoosting, Random Forese, KNN, S8CD are implememed in
scikit-learn and serialised via Python's pickle protocol. Invoking any of them
requires a live CPython interpreter, a libpython shared object. and the full
NumPy /SciPy stack, mone of which can be safdy loaded ionto a DPDK leors
thread that mins in poll mode and may never block.

= MLP and LSTM are implenemal in PyToech, which requines il 1ibtorch
runtime (several hundred megabvtes), CUDA initkalisation avertead if a GPU s
present, and an at: :Tensor heap allocutor that is pol commpatible with DPDK's
rte mempool object model.

Deterministic Bounded Latency

In a DPDK st |1|:|'11.|I1 the elassifier is invoked every Hms ]:l:.' a dedicated loove thiread.

The leore must return controd to the packet-processing loop promptly and must never
stall for mn unpredictable duration.

LiglhtGGEM infervce consists of traversing T = 50 indheppesdent shallow decsion trees,
ench of depth < 6. Every tree traversal i= o segquonce of st nest 6 benncds comparisons
against poescotpalind theesholids stored 0 s contigieons armay.  The wotal operation
eounl & fxed wod dets-imlependent: regdless of the inpot fedare vector, exactly th
s putnber of arfay adosses ad comparisops & perforised, Tlos pmkes LightGEA
inferenee £2(1) in the worst cise with i wery small constant, and §ts hitency profile is
as detenndnistic as a lookup Lable,

Neural network inferenes, by contrast, Imvolves Rosting-point matrix mubltiplications

whose execution time varies with CI'U Irequency scaling and cache pressure. The
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LESTM suldditionndly maininins a hidden-stete vector thet moest b peroed wod re-initialised
at ewch inference call i windows are treaed as independent (s they are here), adding
an O(h) memset operation and breaking the constant-time guarantee. MLP inference
is more predictable but still dominated by BLAS matrix-vector products that interact
with the NUMA momary hicrarchy in wavs that are hand to boond under intormp

Jressre,

KEN inference revuires scanmuig all N = 70,788 wraining vectors w lind the b nearest
neighbours, making it (N - d) per classification call, completely incompatible with a

real-time constraint.

Thread Safety and Stateless Inferen

The detector runs 14 worker threads in pamllel on & Mcore server, Each worker iade-
pendently processes packets from its assigned NIC receive quene, scoumualates sketch
statistics into its own per-worker date strocture, and at the end of each 50 ms window
ivokes the clvsifier on the resulting featy re vector. For correctness, classifier inference
migst b reenteant: bwo threads mnst be=able to call the classifier simultancously on

different feature vectors without heterferiag with each other.

LigltGEM inference is (ully statedess. Tlee booster objoct loaded via the © AP is
read-only after model loading. it contains only the pre-trained tree parameters and
threshold arrays, which are never modified during inference. Any munber of threads

can call LGBM_BoosterPredict concurrently on the same hooster handle with different

Tappant arravs and separate ogipul bullers, with oo locking requined

The LSTM, by contrast, maintains a hidden-state veetor (b, o) tha i opdared a
each inference step. Even if individual inference calls treat each window indepenidently
and reset the state to zero, the hidden-stete buffer itself must be per-thread, requiring
either one LSTM instance per lcore (multiplving memory usage by 14) or a thread-local
storage mechanism that adds synchronisation overhead incompatible with the DPDK

programming model.

Accuracy in Context

LigltCBM's mwsssuired sccurncy (99325 on LIPL-Sketch, 00 oo SketdeALIY)
not the highest in the evaluation, HistGrsdicnt Boosting (99.91%) and ML (799.89'%)
bethy eeennd ot on DPL-Sketely by 0,068 mndl 0,07 percentage poims mespectively (romghly
14 and 11 additionnl correctly classified samples in the 15,169-sample test set).

This gup is acevpted for [our meosons:



1. Margin s negligible at operational scale, Av 37 Mpps line pate god 50 s
witidows, cach classtfication decision covers roughly 185 willion packets. A 0009-
point accuracy difference represents fewer than two misclassified windows per
2,000, a false alarm rate that is well within the acceptable bounds of a production

DDaS detestaor

2. No othor model satisfles the deglovment oriteria. The models that outper-
formi LiglnGEM (HisaGBAL MLP) fail the © AP] requiremen ancoditionally.
Mo engineering warkaronnd (ONNX export, model distillation, or custom C reim-
plenwatation) can replcate thelr esact trained parameters without substantial
acdditional effort and withomt the rsk of numerical discrepancies introduced by
the translation.

3. LightGBM is the only deployable model with cross-mode consistency.,
While HistGBM and MLP both rank in the top three on DPESketeh and excesd
98.5% wF1 on Sketch-ADV, neither satisfies the C API requirement and there-
fore cannot be used without a Python runtime. LightGBM is the only model
that meets all deployvment constraints and maintains top-three accuracy on DPI-
Sketeh with abwwwe 98.5% wF1 on Sketch-ADV. This cross-mmode consistency is
vihihle in o svstem that may switch between feature modes at runtime depend-

i oy B bweare cmpealyilitios,

4. LightGBM training is fast and operationally practical. A [ull retrain-
ing on either feature mode completes in under three minutes on a single CPU
ceie, with oo OPLU depencbeney. THis makes periodic retraining feasible as tral-
fic patterns evalve, without requirng a dedicated training infrastructure. By
conftrnst, the MLP and LSTM require GPU aceeleration to achieve comparable
training times, and their training popelines depend on a Python runtime that is
incompatible with the production deployment environment.

fi.3.5 LightGBM Mode Comparison

To isolnte the contributbon of cach ferture mode, LightCGDRA was tradoed and evalwared
independently on both DP-Sketeh and Sketeh- ADY using their pespective complete
splits. Table 6.10 summarises the overall metrics and Table 6.11 reports the per-class

F1 score for each mode.

DPI-Sketch consistently outperforms Sketeh-ADV on nearly every elass. with the most
pronoanced gap on the mired class 1 drops from 008970 to 0.7 when switcling to
Skereh- AV, This is explained by the DPL features (which inchsde per-protocal e
quest counters stuch as ldap_search_requests, portmapgetport_calls, aund mssql.

o1



CHAPTER 6. EXPERIMENTAL EVAL

Table 6.10: LightGBM overall metrics by feature mode.

Mode Features Accuracy Weighted F1
DPI-Sketch 75 99.82% 99.81%
Sketch-ADV G4 98.66% 98.54%

Table 6.11:; LightGDBM per-class Pl score by feature mode,

Ulass Dirl-Sketel Sketel-A LY
Benign 1.000 (.995
DNS (1.993 1000
LIAP 0.997 0.944
Mized 974 {1,750
MES0L 5.0 0.671
MNegBIOS ERLE T 1 (HHN
NTH (5T (971
Portmap EREL 1000
RRRALE 1.0 1.00Hd

0.995 1.000

1.000 0.970)

1.000 1.000
(Vi) o 1.000 (0.968
Weh[DIDnS 0.997 (.96G8
Macro ave 0.996 0.967

sqlbatch.packets) providing fine-grained protocol-level signals that allow the classi-
fier to distinguish overlapping attack mixtures. The Sketch-ADV feature set lacks these
per-packet payload signatures and relies instead on aggregate flow statistics, making it
harder to separate windows where multiple attack protocols co-exist.

Classes that depend on volumetric or port-based signals, such as SNMP, S5DP, Portmap,
TFTP. and DNS, reach perfect or near-perfect F1 on both modes, confirming that
shoteh-based connters are sufhiciont to detoet attacks with o dooinant bandwedth or
|JI'II.'|:-:'I"‘| =T Hla* :-i;il_lm[lln'- The: PAajp betwesn s therefore nacrons o .'qi.l1l] e volumet e

Hoodds nod wadens for protocel-specile ormxed-compersation attacks.

The top discriminative features identified by LightGBM differ markedly between modes.
For DPI-Sketch, the five most important features are top_ip pps 50ms, ip concentration,
ldap.search.requests, portsapgetport.calls, and mssql.sglbatchopackers (o
combination of heavy-hitter counters amd DPLderived protocol recpecst rates). For
Sketch-ADY, Lhe lop Byve we ppe.base_ine, adaptive thresheld. Ltopippps.ls,
ratio.va total porteap, and ratio.vetotal onmp (purclv statistionl features de-
rived froms sheteh aggregates). This confirns that the two modes exploit fundamentally

different signal types and are complememary rather than redundant.
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6.3.6 Feature Importance Analysis

LightGEM records o split-hassed importasce score for ench inpot featwre, conmting il
total nimber of times that feature 5 chiosen as A sphit enterion across all troes o the
ensembibe. Tables 6,12 amd 6,13 H=t e tep- 15 features for escli mode.

Table 6.12: Top-15 LightGBM feature importances, DPI-Sketch mode (complete
dataset, 75 features).

Rank Feature Importance
| top.ip.pps.50=s HROKEL
2 ip.concentrationm 285,700
4 ldap_search requests 231,246
4 portmap getpart calls 163, 130
O masql agqlbaten packets 156,225
ti ntp.monliat gueries 142,681
T netbios name sueries 135,812
% sadp masarch packets 135,356
% snmp.ratio 134,159

i tfepratio 128,307
11 accack packets 122,638
12 active_attack protocols 114,746
13 dns_any queries 107,770
14 mssql_ratio 99,918
15 syn.only.ratio 95,741

Both tables are trained on datasets of squivalent size (70,788 and 72,959 training
samples respectively), so their split-based importance scores are directly comparable in
magnitude. The top feature in each mode reaches nearly identical absolute importance:
top_ip_pps_50ms at 580.833 for DPI-Sketch and pps_baseline at 575,077 for Sketch-
ADV, anmd the overall concentration is also similar: the rank-1 to rank-15 ratio is ~6.2x
for DPI-Sketch and ~5.0% for Sketch-ADY, The prineipal differenee betwoen the two
profiles therefore lies not in their overall shape but in the nature of the features that

dominate.

In DPl-Sketch, the classifier's primary split is on top_ip_pps_50ms (heavy-hitter rate
at Glms], followed by ip concentratien. Ranks 3-8 are exclusively DPI-derived
protocol request counters: ldap_search_requests, portmap_getport._calls, mssql_-
sqlbatch packets, ntpmonlist queries, netbios name queries, and sadp msearch -
packets, each directly counting the volume of protocol-specific traflic in the window.
This crdormg revenls & two-stage decisson structure: first identify that traffic is anoma-
Ity concentrated from a cmall set of sogcces, then use the DPI payload counters to de-
termine whech reflection protocol 18 respoasible. Notably, 15 of the 75 features recorded
ser imporiawe, cluding fragmentatien ratio, snmp_amplification factor, and
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Table 6.13: Top-15 LightGBM feature importances, Sketch-ADV mode (complete
dataset, 64 features).

Rank Feature Importance
1 pps baseline arh 0Ty
2 pps_variance 262 At
3 ratio_vs_total me=ql 218 54T
4 ratio_vs total hetp IRIL LT
D ratio.vs_total_snmp 182,542
6 ratio_vs_total_netbios 179,144
7 ratio_vs_total ntp 164,709
8 ratio_vs_total_ssdp 154,766
} ratio vs_total_portmap 145,773

10 ratio_ve_total tftp 137,983
Il ppe.udp othox 157 30
12 ratio_vs_totzl_ldap 152 8003
I4 adaptive threshold 15T, Sl
I4 ratio_vs_total_dos 16,404
15 ratio_vs_total_syn 114,497

ntp amplification factor, -r'n:mﬁrminp_ ‘hat theso derved ratbes e :~11tim]}' rowlliins-

dant pgiven il Taw ]||'-|:I|r|,:-||| ORI s .I'LI:I'“I"II:.LH.' present.

In Sketch=ADV, the top tw features are gps_baseline (absolute packet rate at steady
state) and pps.variance (tempesral wvarability of the packet rate), which together
eapture whither traffic has deviated from its expected level and how erratically it is
fluctuating. Ranks 3-15 are dommated by eleven ratio_vs_total_* features, each
expressing one protocol’s sharve of the tosal observed packet rate, with no individual
protocol dramatically outweighing the others. Without DPI payload counters to pin-
point a specific reflection protocol, the model distributes its discriminative signal across
the full set of per-protocol ratio features. This is consistent with the degraded per-
Formmaame Gn the oeceed class: when moltede protocols are simultaneously clevatid, no
singgle ratlova_ total e leature provides o clenn split, amd the classifier mnst rely on

Joint conditions across many features o reach a conlident pradiction.



The preceding chapters described the design of a line-rate DDoS detection system and
the experimental methodology used to evaluate it. This chapter steps back from the
individual numbers to ask whether the system meets the objective stated in Section 4.2:
a detector capable of operating in high-speed and partially encrypted network environ-
mienits while madintaining canpetitive clasification performance. The central question
is whetler replacing DP1 pavhoud inspectBn with purely header-deriviad skoteh leaturnes
lnposes sb acvuracy pedakly that & operatioually unacceptable, or whiether the resule-
ing svstemm strikes o uscful halanes betueen classification fidelity and the struetural
reguiremnents of & real deployment,

7.1 Comparative Performance: Sketch-ADV Ap-
proaches DPI-Sketch

The sketch-based architecture described in Chapter 4 was motivated by bounded mem-
ory efficiency: replacing the per-flow state tables of traditional DPI systems with fixed

probabilistic structures capable of sustaining high-cardinality traffic without degrada-

tioe. That fonwdat s wadechos both det sction mnexles oenlunted o,

DPL-Sketch reprosents the sceursey oeiling of tmt architectare. It combsines tlwe Che-
tosketeh laver with direct pavload inspection, assembling a Ti-feature vector from
both header statistics and application-layer counters. It serves as the reference point:
the classification performance achievable when payload access is nnrestricted and both

soirpees o evidencs wie availabie

Shetde-ADY & the proposed deplovslde neede. T extends the same OeloSketeh in-

[rastructure with 12 per-protoco] sketch Listanees, producing o 64-dimemsional feature
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vector derived exclusively from packet headers. No payload is read.

The concrete research question is therefore specific objective 4 from Section 4.2: whether
header-only Sketch-ADV features can achieve multi-class DDoS elassification accuracy
comparable to feature sets that include DPl-derived payload counters. Comparable
does not mean identical, DP-Sketeh has access to 75 features, 25 of which are dorivid
directly from packet pavlosds (32 protoocspecific conmtens and 6 amplification ragies,
as dotarbed wm Table 5.3). Sketch-ADV has only 64 foatures, all of thom statstical
ageregates over header fields. Some information loss is inherent and inevitable. The

question is whether that loss is operationally acceptable.

7.1.1 Aggregate Accuracy

Table 6.8 (Chapter 6) shows the full model comparison; Table 7.1 distils the three most
relevant models from the perspective of this discussion and makes the inter-mode gap
explicit.

Table 7.1: Weighted F1 comparison for the three top-performing doplovabilie or near-
deployable models. A = DPI-Sketch — Sketeli-ADV.

Moadel DPI-Sketch wF1 Sketch-ADV wF1 A
HistGradient Boosting 99.91% 99.42% —0.49 pp
LightGBM! . 817 fB5% <127 pp
LSTM 99, TG 99.61% 015 pp

T Only model satisfying C API and no Python-mistime constrabnts

The numbers tell a clear story. LightGBM on Sketch-ADV reaches 98.54% wF1, only
1.27 percentage points below its own DPI-Sketch score and, notably, above several
models operating in their stronger DPI mode. The Sketch-ADV feature set is therefore
not an impoverished reprosentation: it provides a genuinely competitive signal across
fotirtoen classes, HistGradient Boosting and LSTM close the gap further (down to 0.49
sl D15 pgy respect tvely ), Bt neither exposes a C API nor operates without a Python
rntimee, making them incompatible with he inline deployment requirements described
im Section 1.3 Light GEM ad 98.51% 5 consequently the operationally relevant figure.

7.1.2 Per-Class Breakdown

Aprrepate weightied F1 averages over all ourteen classes and can hide localised weak-
messcs,  Takbde 7.2 beeaks down the per-=lass F1 for LightGBM on both modes and
sorts classes by the size of the inter-mode gap, making the distribution of accuracy loss

immediately visible.

Two distinet patterns emerge [rom the ta



Table 7.0 LishlORM per-elasa FL by Fomtiire mode, sovted by gap (largest Arst). Sl
peereclass talilies wre in Section G255,

Class DPI-Sketch Sketch-ADV A
Mixed 0.9%74 0.750 —0.224
LDAP 0,7 0.944  —(.053
SY'N 1.0 0.970 —-0.030
Lo 1.000 0.968 —0.032
NTP 0.087 0.971 —(0.026
MESOL [, 5= 0,971 =0.028
WehDDos (.6m7 09658  —(.029
Prrinign 1.080 0998 —0.002
DNS (.00 L0 40,007
MetBIOS (0. 9935 LoD 000
Portosp [0.085 1.000  +0.005
MM 1.0m0 1.000 (L0000
25 i.6a5 1.000  +0.005
TFITF 1.0e0 1000 0.000
Macro ave 01,5986 0.967 —=0.029

LDAP: the second-largest gap, and why., After mixed, LDAP shows the next
most significant drop (F1: 0.997 — 0.944. A = —0.053). LDAP amplification is a
reflection attack that exploits the LDAP search protocol: attackers send small queries
to open LDAP servers, which respond with disproportionately lwge search result pay-
loads directed at the victim. The DPI-Sketeh feature 1dap. search requests directly
counts these amplified responses at the application layer, providing an unambigeons
signal thst fires with high redlabiliey whenever an LDAP reflection ks in progrese. Witls-
ol that eowmter, Sketch-ADY mst infer the sitsk from a combanation of pockel-sia:
distribution and per-port sketch aggregetes, which 5 less precise when LDAL traf
fic volume is moderate relative to the background benign load. The gap of 0.053 is
meaningful but comtained; LDAT is still ifotocted at 0,934 F1 in the header-only modo,
which Is operatbonally sovepisbile

Clazsos whore Sketeh=- ADV matches or ceeneds DPLRSkateh. Siv elasses [DINS,
NetBIOS, Portmap, SNMP, SSDP, TFTF) reach F1 > (.685 on both modes, and fouar
of them (DNS, NetBI(S, Portmap, SSDI'} arare marginally higher on Sketoh-ADV
than on DPI-Sketch. These are volumetric or port-concentrated rellection attacks
whose signature is fully captured by packet-rate and port-distribution sketch connters.
For these classes, the DPI pavload counters add no discriminative signal: the attack
15 already perfectly separable from benign trafhe nnd from other attack types wang
header Helds alone. The slight improvement on Sketele= ADY = comsistent with e
regularisation effect observed in high-dimenstanal cli==ifers: removing uninformative
features reduces the number of spurious split candidates available to the boosting
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7.1.3 Conclusion: The Objective Is Met

Reading Table 7.2 against specific objective 4 of Section 4.2, the verdsct is unambiguons.
Header-only Sketch-ADV features achieve mmiti-class Do classtheation acenracy thai
is comparable to DPI-Sketch on thirteen of the fonrteen clisses, with gaps below 00053
i all Tat ooe, The one exoeplion, e reioed clasas, 1o Che haodest poesilile cooee for a
header-only approsch mwd is clesrdy ideni@iod wod explained. The systoan deliverss what
it was desigied to deliver: a sketehi-based detector that, withomt any paylond aceess,
maintains detection performance close to the DPl-enhanced baseline across the attack

landscape it was built to cover.

7.2 Operational Advantages of Sketch-ADV

The securacy comparison in Section 7,1 =stablishes thar romoving pavload inspection
oosts 1,27 percentage points of weightod F1 on the deployable LighiGBM classifier.
Thia sevtion examines whether that et is justified by structural advantages that go

bevomnd classification fdelity
Two distinet levels of comparison frame the discussion:

System level. The primary motivation for the sketch-hased architecture (both modes)
is memory efficiency: replacing the per-flow state tables of traditional DPI sys-
tems with fixed probabilistic structures whose footprint is independent of attack
cardinality, as established in Chapter 3 and Section 4.1.2.

Mode level. When comparing Sketch-ADV directly against DPI-Sketch, the key op-
erational differentiator is encryption resistance: DIPPI-Sketch loses a significant
fraction of its features when traffic is encrypted, while Sketcli-ADV s structurally
unaffected. The remaining advantages (processing efficiency, privacy compliance,

and reduced evasion surface) follow from the same architectural choice.

7.2.1 Bounded Momory Foolprint

The primary motivtion o bailding o setch-basod detection svstem, as detabled in
Section 4.1.2, is e clmigetion of per-Bow stale growth, Traditieosl DEL syvslems
medantain connecthon tables indexod by e Bvetuple (source TP, destinatbon TP, souree
poet, destimstion port, protocol) to corpeate poguests with responses asd pecoost rset
application-layer sessions. Under a volumetric DDoS attack with millions of spoofed
source IPs, each new spooled address forces a new table entry: the very traflic the
system is tryving to detect simultaneously exhausts the memory of the detection infras-

tructure, cansing thrashing or ontright fa”
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The sketeh approsch replsces these wblis with ixed probabilistic structures.  Both
DPLSkearch and Skerel- ADV share this property: DPLSkerch computes its payload-
derived features as aggregate window counters (a running total per protocol per 50 ms
window) rather than tracking individual request-response pairs per How. Neither mode

allocates memory proportional to the number of active flows.
Sketch-ADV allocates exactly 13 OctoSketch instances per worker thread:
e One global sketch tracking aggregatis tratfic neroes all protoeals,

e Twelve per-protocol sketches conering [MNS, NTP, SNMP, S50, Portouaps,
NetBIOS, LDAP, MSSQL, TFTP, SYN, HTTP, and residual UDP traffic.

As detailed in Section 5.2.3, each instance occupies approximately 640 KB of NUMA-
local memory, giving cach worker thread a fixed sketch allocation of 13 x 640 KB =
8 MB. This total is constant and entirely predictable at deployment time, regardless

of how many distinet source IPs are obser

Pav-siarionr sy ip
DPI-Sketch

P L L T Ty . s o 8w

B e e s mmay W L A e

E e SR

Figure 7.2: Per-worker memory layout: sketch-based approach (fixed OctoSketch pool)
vs. a traditional DPI system with per-flow state tables.

Figure 7.2 illustrates the contrast between the fixed sketch allocation and the un-
bhounded growth of a per-flow state table under attack traffic. This memory property
is the foundational motivation for the sketch-based architecture as a whole, and it is

preserved pegardless of which feasture mode is selected for deployment.

7.2.2 Encryption Resistance

At the mode level, this is the defining structural difference between DPI-Sketch and
Sketch-ADV. DPI-Sketch relies on payload-derived counters such as ldap_search -
requests, portmap_getport_calls, and mssql_sqlbatch_packets. These features
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requiire seoess 1o the application-layer conment of esch packet, which & imeossible ones
e payloned & enerypred. TLS L3 7], QJIC [8] and WireGuoard-based VPN tunnels
iy pecoaril for te majority of lntermes teadfic |9, and their adoplion contimes (o

oAy,

Of the T DPL-Sketch features, 28 are degived directly from packet payloads:

a 22 protocol-specilic counlers (@2, ntp.monlist_queries, dns_any_queries,
ldap_search requests).

e 6 amplification ratios (e.g., ntp_amplification factor, query_response -

ratio).

On a link where traffic is pl‘EdUIlli!lEtIll.i_'!.' ccr el Lhose B8 healives Dedooie® -
available and the DPI-Sketch vector degrades to a subset of its trained inputs, with
unpredictable consequences for classification acctrmey, Sketeli-ADY derlves oll 64 fon-
tures caoclusively from packet beaders amd sketch aggregates (source IP, destination
pot, protocnl fiebd, packet siee, and intor-arrival statistics). None of these fields are
allisetend by trassport-baver encryvpiion, The Sketch-ADV detector operates identically
on cleartext and on fully encrypted flows. without degradation or retraining.

Encryption simulation experiment. To quantify the degradation empirically, the
trmined TP -Sketch |.|g|rri::]'!:'l|| miewdis] vwssre=ovnlwntod on the same 15 flﬁ!]-sn:nph‘- hiold-
onl test sed with the 28 |r.'-|.:|.']-||:-|-|]-l||"r'|'|.1~r| featvires ol Lo 2ern {I he valiae they wonld take
if the corresponding application.laoyer infermation were inavailabbe dne to eaerypeion ).
The remaining 47 features (header-derived ratios and sketch aggregates) were left un-
changed. Table 7.3 summarises the aggregate results.

Table 7.3: Encryption simulation: DPI-Sketch evaluated on original vs. payload-zeroed
test set, compared with Sketch-ADV,

Detectar / Condition wF1 A vs cleartext DPI-Sketch
NPI-Sketeh (edeartext ) 99,51 % [ bl inw
DP-Sketols (=hmmlatod sncrvption) 87.35% —12.46 pp
Sketch-ADY (header-only, aoy conditior)  98.54% —1.27 pp

Upeber shmulbated encryption, DP1-Sketeh loses 12.46 percentage points of weighted F1,
Fallige from 0 81% 1087 355 The depraslation is not uniform across classes. Table 7.4
alowrs the five most affected classes, whien illustrate two distinet failure modes:

o Complete blindness (DNS, F1 — 0.000). Without payload content, the
miodel has ne signal vo distingnish DNS amplification from benign UDP traffic
to port 53. The entire detection capability for this class collapses.
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Table 7.4: Per-class F1 under simulated encryption (five worst-affected classes).

Class DFBESketch Encrypted A
s 0.993 0.000 —0.993
Alixed 0.974 0284 —0.690
Mt HEEE B W H MMM <Gk
LA I Iy 03—y
NTP {1607 0,500 0,4
5YN J UDI* f SNAID L) ] LA 1 MWl

® Severe degradation (Mixed, NetBIOS, LDAP, NTP). Thes eluses rely
on payload counters such as netbios name queries and ldap_search requests
that directly encode the attack bebaviour. Without them, the classifier cannot

form a reliable decision boundary.

In contrast, SYN, UDP flood, and SNMP are unaffected: their signatures (the TCP
SYN flag in the TP header, uniform large UDP payloads, and destination-port distri-

bution, respectively) are entirely header-observable and remain available regardless of
encryption.

The consequence 8 direet: o network operator deploying DPI-Sketch on a link where
TLS 1.3 of QUIC I8 ublguitoms would cbserve a detector evaluated at 99.81% wF1
that degrades silently as enervption rencers i3 pavload foatures uninformative, with
emitho attack oluses hoooming invigible. Sketeh- ADV ot 9855495 wFT i e deployabbo
guaraniee: the scoursey figure holds regandless of whether the monitored traffic is
enerypied, and it outperforms the encryvpted DPI-Sketch by 11.18 percentage points.

7.2.3 Processing Efficiency

Eliminating payload inspection has a direct impact on the per-packet processing budget
in the DPDK fast path. DPI-Sketch must, for each packet, perform three additional
steps beyond the sketch update:

e Parse application-laver headers and mateh hyte patterns against protocol signa-

tures.
o Maintain per-protocol scalar counters for each 50 ms window,
e Branch on protocol type to dispatch to the correct DPI handler.

Ench of thesse stopes milds brasch-heavy logic to the critical loop and increases instruction-
cache pressure.  Sketoli=-ADY podluces the per-packet hot path to two operations: a
header field read (source [P, destination port, protocol, packet size) and the corre-
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sponding OctoSketch update. Both are C01) and branch-free.  Renoving the DPI
stage lowers the per-packer CPU st ard allows the same worker core wo sustain a
higher packet rate before its receive queue overflows, which is directly relevant to the
line-rate objective of Section 4.2.

7.2.4 Privacy Compliance

Ispecting packer payloads involves procesing wser dati, ereating legal olbdigations un

der data-protection regulations such as GINPR [11] in the Evropean Unioa and edui-
alent frameworks in other jurisdictions. Sketch-ADY piever peads paylosd content; it
observes only network-layer metadata thar s already visible to any router forwarding
the packet. This makes the sketch-only detector compatible with privacy-by-design
requirements and simplifies deployment ir: regulated environments (cloud providers, fi-
nancial ingtitutions, and telecommunications operators) where deep packet inspection
may require specific legal justification or may be prohibited on certain traflic classes.

7.2.5 Reduced Attack Surfac

DPI-based classifiers can be evaded by deliberately crafting payloads that suppress or
spoof the protocol signatures used as features. Two conerete evasion vectors illustrate
the problem:

o An NTP amplification attack whose response packets have the NTP version field
zeroed will not increment ntp_amplification_factor and may therefore escape
the DPI-derived decision boundary.

e An attacker who fragments packets just below the application-header bound-
ary can prevent the DPT parser fromn reconstructing the reguired fields, silently
suppressing the corresponding payload counters,

Sketch-ADV has no pavload-derived features to manipulate. Its features reflect traffic
volume, rate, and protocol distribution: quantities that an mmplification attack cannot
conceal withour slmultapeonsly eflminating e sttack pressore jeeelf. Removing e
D fayer therelore roduces e mmber of evasion sufaces availabde to an adversary,
inereasing the strwetural robustioness of the detector agoinst delilbserately erafiond trafe,

7.3 Live Detector Evaluation

The offline classification results in Section 7.1 establish acenracy on a held-ont dataset;
this section validates those results against a live traflic replay on the CloudLab testbed.
Both detection modes were deployed on the monitoring node and evaluated against
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multiple sttack sovparios: o backpground. baseline rom 10,10, 2. x ;s niwk omdfic
from 10.10.3. 2 mygeeted s three destet runs (UDP Hood, WebDDoB, and a mulis-
vector mixed attack comprising SNMP, PortMap, NetBIOS, TFTP, SYN, and HT'TP at

roughly equal per-protocol shares). The detector output was captured as time-stamped

log snapshots every 5 seconds; the excerpts below are drawn from representative win-

dows during the attack onset and sustainad attack phases of each run.

7.3.1 'Testbed Configuration and Traffic Profile

Tulde 7.5 summparEes (hie bamlwore sl trallie couditions aoader which bl anogdes

wiere evalumted.

Table 7.5: Testbed configuration for the live detector evaluation.

Parameter

Value

Worker threads

Bsedine throaggbiput

Sustadned throughpuat

Packet sampling mto

Skewh mmwr}'f“mhm {D!'!-Hkul:.dl:l
Sketch memory/worker (Sketch-ADV)
Total sketch memory (DPI-Sketch)
Total sketch memory (Sketch-ADV)
Fastepnily anrhuesd

NIC drops (HW)

14 (lcores 1-14)

el 0 Crbypes [ 10 10.2.%)

7T Ghpe potal (arvack phase, type-dependen |
I 52 (%1% ovorhoead )

G KB {1 instomee, BUMA-Yoeal)

m=i.321 KB (13 instances x G40.1 KB)

8.961 KB (14 workers x 640.1 KB)

116,494 KB (14 workers x 8321 KB)

Ftl-.l-“-l-l:‘-{ ll'r nlrllii!lh!l' 1':|.'|'||.:-i

0 =hronghout all mns

Epscding traffie
Artack vraflie

Attack types

EERL2.x (24), stenedy =250.5 Gl

LR10.3.x (/248), 3-13 Chps dependiisg on atteck
typeo

UDP flood; WebDDoS (SYN + HTTP); Multi-
vector (SNMP + PortMap + NetBIOS + TFTP
* 8YN 4+ HTTP)

# Zoro hardware drops. All runs peocessed ovor 3 billion packets sach with zero

iminxed NIC 4|1'r|-|:|.gc and wero bulfes exhaustion evenis, o willirmimg o i o= E

worker sketch architecture absorbs the full he-rate stroam without backpressuare.

o Negligible fast-path overhead. The OctoSketch update consumes ==1.56%
of available fast-path cyeles, leaving 234 380 cveles per packet for the DPDK

pipeline, depesding on mstantancoss load.

7.3.2 DPI-Sketch: Live Classification

Baseline phase. During the pre-attack window the detector processes the baseline
traffic at 5.5 Gbps with zero drops. Every 50 ms window is elassified as benign with



confilence o the 97 9909 ramge. confirmiag that the DPI payiomd counters: provide oo

spurions sigial on nonnal trallic. Listing 7.1 shows d represemtative bascline snapshol.

[INSTANTANEQOUS TRAFFIC - Last 5.0 seconds]
Baseline (10.10.2.=x): 39,506,382 pkts (100.0%) G5.55 Gbps

Attack (10.10.3.x): Q2 pkts (0.0%) 0.00 Gbps
Total throughput: 5.55 Gbps

[ALERT STATUS]
Alert level: NONE

[ML CLASSIFICATION]
Model : dpi_sketech (75 feat
Prediction: benign (98.48%)

[DPDK NIC STATISTICSZ]
RX dropped (HW)}: 0O RX no mbufs: O Total drops: 0

Listing 7.1: DI*l-Sketch baseline snapshot (pre-attack).

WebDDoS atinck, Listing 7.2 shows she detection snapshot ot the omset of & Wel-
PGS ran. The attack injects o misee SYN-Hoesd plis HI'TP-GET stoeamn from
10.10.3.x, representing 27.0% of total waffic at 1.99 Gbps. Two DP1 counters ex-
pose the attack unambiguously within the first 50 ms window: a cumulative SYN count
more than twice the SYN-ACK count (ratio 2.07), and an HTTP request counter grow-
ing at roughly twice the SYN rate, together accounting for virtually all attack-source
traffic. The 14-class classifier identifics webddos at 97.92% confidence on the very first

detection event, 31.39 ms after attack onset.

[INSTANTANEOUS TRAFFIC - Last E.0 seconds]
Baseline (10.10.2.x): 37,548,071 pkts (72.4}) ©5.28 Gbps
Attack (10.10.3.x): 14,344,114 pkts (27.6%) 1.99 Gbps
Tetal throughput: 7.27 Gbps (avg pkt: BT bytes)

[ATTACK -SPECIFIC COUNTERS]

5YN packets: 222,504,180
SYN-ACK packets: 107,490,413
SYN/ACK ratio: 2.07

HTTP requests: 408,836,214

[ATTACK DETECTIONS - Cumulative Ew
SYN flood avents: 1,065
HTTP flood events: 1,423
{all other: o)
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Alert level: HIGH
Reason: ML: webddos (87.82

[ML CLASSIFICATION]
Model: dpi_sketech (75 feat
Prediction: webddeos (87.952%)

[MULTIPLE DETECTION STATISTICS]
First Detection Latency: 31.38
Total detection events: 1,578
Average detectionm latency: 118.1
Min detection latency: 31.3

Listing 7.2: DPI-Sketch WebDDaoS detection snapshot (first alert at 31.39 ms).

UDP flood. Listing 7.3 shows the detection snapshot for a UDP flood run. The at-
tack contributes 41.2% of traffic at 12.12 Gbps. In contrast to the WebDDoS run, the
D counters show UDE pockets as the dominam signal; SYXN and HTTP cowns re-
meine gt basoline levels while UDP food eents secumulate ropidiy, giving te clessifics

unndngwous evicdenoes of o pare UDP so mosetoe atteck at 98.05% conlidense.

[INSTANTANEQVS TRAFFIC - Laat 5.0 asceadal
Baamline (10.10.2.x): 33,776,318 pera (58.8YY 4.41 dbps
Attask (10.10.3.xy: I3 908 T30 phets (41.2%) 12.17 Obps
Total throughput: 16.73 Gbps f(avg pkt: 188 bytes)

[ATTACK -SPECIFIC COUNTERS]

BYH packets: 84,312,180 (beseline only; attack comntributionm:
"0

HTTP requests: 23,418,674 (baselina only; attack contribution:
“0)

UDP packets: 312,486,168 <- dominant, driven by attack source

[ATTACK DETECTIONS - Cumulative Ew

UDP flood events: 1,412
S5YN flood events: (o]
HTTP flood events: 0

[ALERT STATUZ]
hiart leval: GRITICAL
Reason ! ML: wdp (98.065%]

[ML CLAGSSIFICATION)




Model: dpi_sketch (75 feat
Prediction: udp (98.05%)

[MULTIFLE DETECTION STATISTICS]

First Detection Latency: 33.564
Total detection avaeants: 1,523
Average detection latency: 82.2
Min detection latency: 33.5

Listing 7.3: DPI-Sketch UDP flood detection snapshot (first alert at 33.54 ms).

Multi-vector mixed attack. Listing 7.4 shows the detection snapshot for the mixed
attack scenaro. Unlike the single-protocal runs, the mixed attack activates four
DPT counter groups simultancously: SYN faad (SYN/ACK ratka 200), HTTP Aol
(TO6K requests), SNMP amplification (728K GetBulk), and DXS amplification (75K
responans ). Noosingle connter dominates; instead, the classifier identifies the mared
class froom the concurrent elevation of m ltiple independent protocol signals, reaching

W% conbidence

[INSTANTANEOUS TRAFFIC - Last 5.0 seconds]
Baseline (10.10.2.x): 839,436 pkts (60.5%) 5.06 Gbps
Attack (10.10.3.x): 547,377 pkts (39.5Y%) 3.08 Gbps
Total throughput: 2.14 Cbps (avg pkt: 80 bytes)

[ATTACK -SPECIFIC COUNTERS]

SYN packets: 384,416 | SYN/ACK ratio: 2.00 (8SYN floodl
HTTP requests: 706,596 (HTTP flood)}
Active protocels: 4 <- multi-vector signal

[PROTOCOL-SPECIFIC COUNTERS]

SHMP GetBulk: T28 ,923 N\ B INELE
amplification)
DNS Responses: 76,400 (avg size: 108 bytes) (DN2

amplification)

{all other protocols: 0)

[OCTOSKETCH TOP IPs]
Hoaawy~hittare: 6 TPe from 10.10.3.%x/24, each "405-410K pps

[ALEAT ETATUS]
Alare Tmwval = CRTTICLAL

Reason: ML: mixed (96.00%)

[ML CLASSIFICATION]
Model: dpi_sketch (75 features)
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Prediction: mixed (86.00%)

[MULTIPLE DETECTION STATISTICS]
First Detection Latency: 56.00

Total detection events: 1,312
Average detection latency: T0.00 ms
Min detection latency: 52.00 ms

Listing 7.4: DPI-Sketch mixed-attack detection snapshot,

Table 7.6 summarises DPI-Sketch detection latency across the three runs.

Table 7.6: DPl-Sketch detection latency across the live mns.

Run First dotection Avg lntency Alert
WehDDoS AL e IR AT ms CRITICAL (979585
U Herwd FE54 ms F2.H) ms CRITICAL (98%)
Mixesd £l mies TUAN] mis CRITICAT (%)

Detoction 15 [astest for the single-protooc] attacks (31-34 ms frst abert), wheno a sin-
gle dominant DIl counter acewmmulates d seiive evicence within the first half-window.
Tho mioei]l ntirck Toeuines .-:'l'iﬂjul_'l.' Innp;-l-r (56 ms} ns the classificr muast abserve the
vopcurrend elevalion of lour independead protocol counters before cross-class ambigu-
ity resolvess Inall mins, sttack-phase predictions reach 96-98% confidence, consistent
with the high perchss F1 scores repories] in the offline evaluation.

7.3.3 Sketch-ADV: Live Classification

Sketcdli-ADY was ovaluated against the same set of attack scenarios as DP-Sketch:
UDP flood. WebDDoS, and a multi-vector mixed attack. First detection lateney ranges
from 55.90 ms (UDP flood) to 93.60 ms {WebDDoS), depending on haaw quickly 1w
per-protocol sketch ratios stabilise for each atfack {vpue

WebDDoS altack. Listing 7.0 shows the Sketch-ADV detection snapshot for the
WebDDeS rum. Without any pavlond acecss, the per-protocol sketch exposes the attack
through o perfectly bolanesd SYN:HTTP split (ratio 0.50 each), with all other protocol
sketehes at gere. This two-protocel sigaat ine — SYN Hood combaned with HTTP-GET

Mooding s tee defloing Fature of WelBDDoS o Uee besder-only femtowre spoee, nd
Ulee elassifier lentifies 1 ar ™. 2% conlidoree witlin 9360 o of attack onset,

[INSTANTANEOUS TRAFFIC - Last 5.0 seconds]
Baseline (10.10.2.x): 38,282,780 pkts (83.8)%) 5.36 Gbps
Attack (10.10.3.x): 21,749,318 pkts (36.20) 2.82 Gbps
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Total throughput: 8.28 Gbps (avg pkt: 87 bytes)

[SKETCH -ADV PER-PROTOCOL FEATURES]

SYN (TCP SYN): FPS 2,148,836 | ratioc 0.50 | heavy-hitters: 200

HTTP (20/443): PPS 2,163,307 | ratio 0.50 | heavy-hitters:

All other protocols: ratio 0.00

[ALERT STATUS]
Alert level: CRITICAL
Reason: ML: webddes (96.20

[ML CLASSIFICATION]
Modeal : sketch_adv (64 feat

Prediction: webddea (586.20%)

[MULTIPLE DETECTION STATISTICS]

First Detection Latency: 23.60
Total detection events: T41
Average detection latemcy: 92.4
Min detection latancy: 50.0

200

Listing 7.5: Sketch-ADV WebDDoS detection snapshot (first alert at 93.60 ms).

UDP flood. Listing 7.6 shows the Sketcly- ADY detection snapslot for the U Hood

run at 16.90 Gbps total thronghput. Withoant pavbend acoess. the per-protocnl sketeh

concentrates all attack traflic in the UDP-Dthar bucket (ratio 1000, with every olther
protoral sketch at zomo, The large attack-packet size (330 bytes) further distingnishes
tui= fromn TOP-based Roods, The classifier reaches 95.9% confidence at the hrst detec-
tion mwent (559 ms), after which subssgment windows stabilise at an average latency

of 51.17 ms acroes 66 detection events,

[INSTANTANEOUS TRAFFIC - Last 5.0 seconds]

Baseline (10.10.2.x): 32,706,968 pkts (68.8%) 4.61 Gbps
Attack (10.10.3.x): 22,894,887 pkts (41.2%) 12.29 Gbps
Total throughput: 16.80 Gbps (avg pkt: 190 bytes)

[SBKETCH-ADV PER-PROTOCOL FEATURES]
UDP-0Other: PPS 4,578,877 | ratio 1.00 (avg pkt 330 bytes}
All other protocols: ratio Q.00

[ALERT STATUS]
Alert level: CRITICAL

Reason: ML: udp (95.90%)

[ML CLASSIFICATION]
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Model : sketch_adv (64 feat
Prediction: udp (95.30%)

[MULTIFLE DETECTION STATISTICS]

First Detection Latency: £6.90
Total deataction aventa: aE
fvaragn detectiom latency: ©HKi.=®
Min detsction latency! 1
Hax detsction llllﬂtji TT.Cv wa

Listing 7.6: Sketcl-ADY UDP flood detection snapshot (first alert at 55.9 ms).

Multi-vector mixed attack. Listing 7.7 shows the Sketch-ADV detection snapshot
for the mixed attieck man at 13,16 Ghpes,  Unlike tle single-protocs] nins, the pser-
protoeol gleteh shows UTDP-Calier o the dominant component (ratko 100G, PPS 3.1M)
while sinmltaneously exhibiting son sero setivity avross several amplification sketelwes
(NetBIOS, LDAP, TFTP, DNS, SNMP) and a high packet-size variance (17,958), re-
Mewting tlee beterosencoms packed mix ciarvacteristic of a multi-vector attack. The
elneifier rakees thee first HIOH alere ar 75,65 ms at 74.3% confidence, consistent with the
Sketche- A DY offline acouracy for the mixed class, which is the most challenging class
for header-only classification,

[INSTANTANEOUS TRAFFIC - Last 5.0 seconds]
Baseline (10.10.2.=x): 34,892,960 pkts (63.0%) 4.30 Gbps
Attack (10.10.3.x): 15,674,570 pkts (31.0¥%) B.26 Gbps
Total throughput: 13.18 Gbps (avg pkt: 183 bytes)

[SKETCH-ADV PER-PROTODCOL FEATURES]
UDP-0ther: PP8 3,115,930 | ratio 1.00 | beavy-hitters: 200

HetBIODS (137/138): PPS 146.9 | rwatie 0.00

L.DAP s 1 LI PP 7TO.3 | ratio Q.00

TFTF {83 : FP32 &T.6B | ratio 0.00

LHE (632 PFS &i.1 | ratio 0.00

sNMF {1613 PP3 38.3 | ratio 0.00

SYN / HTTP: PP3 0.0 | ratio 0.00

[Packet Size]

Avg: 329.7 bytes | Variance: 17,868 <- heterogeneous mix

[ALERT STATUS]
hlert Towel: HETEH
Regzon : HL: mizad {T4_30%F

el OLARRTFTELATTAN]




Model : sketch_adv (64 feat
Prediction: mixed (74.30%)

[MULTIFLE DETECTION STATISTICS]

First Detection Latency: 76.65
Total deataction aventa: aE
fvaragn detectiom latency: HT.C
Min detsction latency! T2.E
Hax detsction ].lf.lﬂl'_'_l‘i %, EBv wa

Listing 7.7: Sketcde-ADY mixed-attack detection snapshot (first alert at 75.65 ms).

Table 7.7: Sketch-ADV detection latency across the live runs.

Run First detection Awy latency Alert
WebDDoS 93.60 ms AT m= CRITICAL (96%)
LD food 35.90 ms BLITms CRITICAL (95.0%)
Alisend 565 m= 07 N m= HIGH (74.3%:)

Across the three Sketel- ADV russ, first-eoert latency ranges [rom 53,9 ms (LD Hood )
to 93.6 ms (WebDDoS), reflecting how quiekly the persprotocn] ghetely rutios stahilise
for each attack type. Single-protocol attecks (UDP flood, WeliDDoS) produce sham,
nnambigona sketeh signatures and reach SRITICAL confidence ar 05.9-9655. The mixed
alinck 15 classitied st AIGH conlidence f"r" I.;:F'E-Ei.]. caonsktent with the ollline |.||'|‘--|'||;u-i-| i
of U750 on Sketch=-ADY — the most challenging class for header-only classification,
where multi-vector sketch signatures partially overlap with pure-UDP features, In all
runs the system processes traffic with zero NIC drops, confirming that the 13-sketch
Sketch-ADV architecture sustains full line-rate operation up to 16.90 Ghps.

The live evaluation across three attack sermarios vields four observations:

= Bub-100 mes lrst detection in al. runs. Both modes raise their first alert well
within 100 ms of attack injection meegardless of attack type, with zero NIC drops
throuslsout all scesarios, “L'lie svsiwm therefore satisfies the real-time detection
recpuiremsent even at peak instantaacous throughput of 16.90 Gbps during the
UDP Heood

o DPI-Sketch: faster onset, payload-driven precision. First detection at
31-34 s for single-protocol attacks (vs 56-94 ms for Sketch-ADV) with 96
98% confidence. The pdvantage i= structural: attack payloads earry distinetive
bvte patterns (constant-Hill VD1 Bosods, malformed HTTP headers in WebDDoS)
that the 28 paykoad-derived DIY] coanters expose within the very first packets of
a b0 ms window, giving the classifier decisive evidence before a full window has
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even elapsed, Sketch-ADY, relving adiely on hesder statistios, nuest wail for te
per-protocol sketeh aggregates o stabilise — a process that tikes approximarely
two full windows (/=100 ms) before the ratios are statistically robust enough to
cross the CRITICAL threshold, explaining the longer first-alert latencies.

# Sketch-ADV: CRITICAL conflslence without payvlond access on single-
protocol attacks. Onee the hemcor-level evidence scoummbiates, classification
of singlo-pratooal attacks 15 squalls dectsive: UDP Hlood and WebDDoS reach
CRITICAL ae 05,9 05% witls averape latencies of 51-92 ms, because the dominant
protoce] spnature (UDP-Other ratis approaching 1.00, or a balanced SYN:HTTP
split) becomes npmunbiguous within two o three windows. The muolti-veetor
mixed seenario is olassificd at HIGH confidence (74.3%), consistent with the offline
per-class F1 of 0.750 — the most chnlhnging class for esdoer-only classification,
where a UDP-dominant mixed attack partially overlaps with pure-UDP festures
in the sketch space.

¢ Per-protocol sketch as an interpretability tool. Bevond the classifica-
tion label, the sketch output provides a human-readable fingerprint of the at-
tack directly from header statistice UDP-Other patio 100 for a UDP flood,
ST NHTTP = 50050 for WebhDDGS, and a UDP-dominant signature with pon-
gero amplification protacol activity for the mised seenario. This imterpretabiliny
layer requires no payload aceess and is available even under full traffic enceryption,
making it operationally useful in privacy-constrained deployments where DPI is
not permitted.

7.4 Deployment Guidel

The accuracy analysis in Section 7.1, the operational characterisation in Section 7.2,
and the live evaluation in Section 7.3 together provide enough evidence to derive con-
crete deployment gnidance. The two feature modes oceupy different points on the
capability—constraint trade-off space; the choice between them should be driven by the
regulatory environment, traffic composition, and threat model of the target deploy-

ment.
Use Sketch-ADV when:

e The link is partially or fully encrypted. TLS 1.3, QUIC, and VPN tunnels
oo p.n:l.'-'l-n.u.d h_1.-:r.~1 OpAIIG, B0 He=DPI-Skotoh ]'Hlj']-l!l.ﬂl!l. conntors et hor askorsks
at zero oF reflect tunnel overhead mther than application-laver attack patterns.
Skerch-ADV draws exclusively frons header fields and per-protocal sketeh agere-
pates, which remain meaningful regardless of encryption state.
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* Regulatory constraints prohilst payvlomd inspection. CDPR, astional
data-protection laws, aml ISP porrng agreements frequently restriet thie depth
1o which o moniloring sy=lem ina= inspect user traffic. Sketch-ADV satisfies
these cosstraints by design: no pay oad byte is ever read, yet the live evaluation
deinonstratid 06 98% classification confidence on single-praotocol attacks (UDIP
Hood, WebDDoS) with first-abert lacency of 56-94 ms.

* Tho threat modol cemtres on wlumetric ar single-protocol amplifica-
tion attacks, For UDP floods. BNS amplification, and similar high-volume
:-.i1:|,E]-n-|:|mt|:h::-|:|| seominrices, e pc'rnp:rﬂ:rn:ﬂ OctoSketch instnnors accmmlate doce-
sive header-level evidence within the limst 50 ms window, and the global weighted
F1 gap relative to DPESketch narcows to just 1.27 pp. The live run confirmed
this: Sketch-ADV reached CRITICAL confidence (=96-98%) on the UDP flood
run with an average classification latency of 51 ms.

¢ Worker-thread count or L3 cache budget is constrained. Each Sketch-
ADV worker occupies =8 MDB of NUMA-local memory (13 sketch instances x
G40.1 KB). Deployments that need more than 14 parallel workers, or that share
LLLC space with other latency-sensi ive tasks, can scale horizontally without the

arlilitional memory overhead impos=d by the DPI payload buffer layer.
Use DPL-Sketch wlsen:

s The link carries prodominantly unencrypted traffic and pavload in-
spection s permissible. Campis networks, Internal dats-centre [abrics, aml
begney entorpries links often lack pesvasive encovption, making the full 75-feature
DPl-Sketch vector traciable i lisgal o these coviropmesds, the additional 28
pavioad-derived features provide a measurable accuracy gain (99.815 vs 98.54%
wF1 with LightGBM) and a faster first-alert latency of 31-34 ms vs 56-94 mns.

s Accurate classification of multEvector mixed attacks is a priority. The
oflfline evalustion shows the lanuss single-class accuracy gap between the two
miodies on the mered dles (F1 0972 v 0.750 for Light GBM). In the bive maixed-
attock run, Sketch-ADV clussified e attack ot HIGH confidence (74.37%), oon-
sestent with s offfine per-clies F1 of (L7560 Ll most clmdbenging class for
header-only classification. DPI-Sketch, by contrast, raised a CRITICAL alert at
96% within 56 ms, leveraging payload counters that unambiguously identify con-
current multi-protocol activity. When decisive classification of mixed attacks is
required, DPIL-Sketch provides a significantly more confident and faster response.

o Post-incident forensic attribution is required. The per-protocol payload

counters exported by DPIL-Sketch identify which applicatbon=laver prnfocols cone
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tributedd 1o ench 50 s sttack winlow, This informntion sapports root-cuese
amalyvies, tralfie cogineering responses (e.g., selective ACL rules), and evidenee
colbction for incidenl reports, pous of which are possible from sketch statistics

mbiriae,

Hybrid and transition scenarios. In practice, many ISP and enterprise deployv-
ments operate both modes concurrently: Sketch-ADV runs on all interfaces as the
alwavs-on lghtweiglt detoctor, while DP]-Sketch @ sctivated selectively on unen-
ervptoed high-valoe sepmems or triggered s deend when Sketch-ADY mises o HIGH
or CRITICAL abert and devper attribulien s meeded. This staged approasch minimmses
the regulatory surface of payload inspection while preserving forensic capability for the
small fraction of traffic where it is both legal and operationally necessary,

Classifier recommendation.  [n both modes, LightGBM is the recommpended clss-
sifier. It s the only model that simultarcously achicves top-three accuracy on DPI-
Sketch, above 98.5% wF1 on Sketch-ADV, deterministic per-call inference latency com-
patible with the 50 ms window budget, a stable C API with no Python runtime depen-
ey, annl relradming Gimes wsder (hses minutes on a single CPU core. HistGradient-
Bocesting amd LSTA close the accuracy gap further (0.49 pp and 0.15 pp respectively)
bt renpubee n Python mmtime, nnking them incompatible with the inline C-based fast
path described in Section 4.1.3. LightGBM at 98.54% wI'l an Sketch-ADY is therefore
the operationally relevant figure for any production depdovinent of this svatem.



8.1 Conclusions

This work set out to design, implement, and evaluate a line-rate DDoS detection sys-
tem capable of operating in high-speed and partially encrypted network environments
while maintaiming competitive multi-class classification performance. The system was
rovquired {0 watisfy sie speciie objectives: sustained line-rate packet processing without
hardware drops, bounded probabilisiic trffic monitoring, structured feature engineer-
i For both pavioad-aware ammd header-oaly representations, sear-cauivalinl acouraey
withont payios] inspection, inline real-t e inferonce, and testbed wlidation ander
reproducible condibions. All six ehjoctives have boon mwt,

Line-rate operation without packet loss. The DPDR-bosed multi-oome architee.
ture sustains processing at up to 16.90 Ghpe of instantaneons throsglipat scross 14
parallel workers with zero imissed NIC drops throughout all experimental runs. The
OctoSketch update path consumes only = 1.56%, of availabde fast-path eveles por packet,
leaving the remaining 98.44% of the processing budget for the DPDK pipeline, The ar-
chitecture therefore achieves its primary strpctursl goml: lull linsscate line operaton

with no sampling and no mirroring.

Bounded memory with probabilistic stractures. Heplacing pee-lhow stute tables
with fxod OetoSketel nstapees eliminnics the memory growth that causes traditional
DIl svsteans to degrade wimder high-cardinality spoofed-source attacks. Each worker
threwd opserates with a constant sketeh Fudget of NUMA-local memory regardless of
U pwinber of active Bows: 610,01 K12 for DP1-Sketch (one global instance) and ~8 MB
for Sketch-ADV (13 instances), making -he detector’s memory footprint predictable

and indepondent of attack intensity
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Two-mode festure architecture. DF-Skeich sowmble: s Th-dimensionnl fentare
vector combiming payload-deriveed coumters and sheteh aggregaves, yvidlding 902190
weighted F1 with LightGBM and serving as the accuracy ceiling of the architecture.
Sketch-ADV extends the same OctoSketch infrastructure with 12 per-protocol sketch
instances to produce a G4-dimensional header-only feature vector, achieving 98.54%
weighted F1 without reading a single payload byte. The gap of 1.27 percentage points
on the deplavable LightGBM classifier is the honest cost of removing payload in-
spection; it is concentrated almost entirely in the mired multi-vector class [per-class
A = —0.224) and is negligible for twelve of the foarteen traffic classes.

Encryption resistance confirmed empirically. A payload-zeroing experiment
quantified the degradation DPI-Sketeh ireurs on enerypted traffic: weighted F1 falls
froem LRI to BT (— 1246 pp), with -ntire attack classes beeoming invisible { DNS:
F1 - 0.000), Sketeli-ADV an 98.54% wk1 outperforms the eneryvptod DPLSketeh by
1118 pp and is strocturally unatfected b encevpiion, condinming that lesder-only de-
tection is not a compromise but a deplovability requirement in modern networks where

TLS 1.3, QUIC, and VPN tunnels dominate.

Sub-100 ms real-time detection in live evalustion, Both modes were deploved
on the CloudLab testbed and evaluated agninst three live nttack seenarios (UDP flood,
WebDDoS, and a six-protocol mixed attack), DPlSketch rmises il first alect between
$1.39 ms (WebDDoS) and 56 ms (mixed attack), driven by the rapid scecummlation of
paylone sigoatires withio the et S0 oe window. Sketch-ADV mades s Bt adent
botwesm BN s (VD Bood] anad 905,08 ms (WebDDoS), reachmy CRITICAL con-
fichemee for single-protocol attneks sd HIGH for the mixed multi-vector scenario. All
Tgures are well within tlse sub-100 ms target and contrast favourably with the =800 ms
latencies reported for comparable detection systems in the literature.

Sketch-ADV as the operationally recommended mode. The combined evidenes
from offline evaluation and live deployment supports Sketcdi-ADY with LightGBM as
the recommended production configuration for the: majority of real-world deplovments.
It delivers 98.54% wF1, sub-100 ms first detection, full encryption resistance, and
a bounded =8 MDB per-worker memory footprint, satisfying legal, operational, and
performance constraints simultaneously. DPI-Sketch remains the preferred choice in
environments where payload inspection is legally permissible and the accurate detection
of complex multi-vector attacks is operatiomally tritieal.



8.2 Future Work

Despite meeting all stated objectives, the current system opens three particularly
promising directions for future investigazion, spanning broader attack coverage, ar-

chitectural refinement, and the transition from passive detection to active response.

8.2.1 Extended Attack Coverage

The training dataset covers thirteen DDoS attack categories drawn from the CIC-
DDoS2019 corpus. While this set is broad, it does not include several attack fami-
lies that have grown in prominence sinee that dataset was collected. HTTP/2 and
HTTP /3 Hoods exploit multiplexed streuns to generate application-layer load that is
largely mvisable to transport-laver sketches. Amplification via emerging protocaols
stich as Memeached, CLDAP, and WSD lwe amphfieation bactors that excond those of
thee proteeols currently represented, wod  beir sketels signatuns ooy differ from e
of existing closses in nol-trivial wavs. IVNS water-torture attacks, which generale
raidorm subsdomain: 1o overwhelm author tative resolvers, prodasce o packet-mate profile
distinet from clissic DXS amplification. Extending the tratming corpus o inchude thee
categories, and evaluating whether the per-protocol sketeh instances can provide sul-
ficient discriminative signal without architectural changes, is a natural and necessary

et step

8.2.2 Multi-Timescale Classi feation via Existing Hierarchical
Sketches

The current implementation already maintains four parallel OctoSketch accumulators
per worker at timeseales of 50 ms, 1 5, 10 s, and 1 minute, together with a 100-window
ring buffer that provides 5 seconds of feature history and pre-computed temporal deltas,
Elowewer. the clissificrs trained in this work operate exchisively on S ms window fen-
bres muggmented with ring-buffer-dorivec. defianss the 1 s, 100 2 wnd 1 minate =ketch
aggregates are not yel exposed as independem foature groups w the model. A direct
extension would train classifiers that receive the four timescale sketches as separate
feature blocks simultaneously, allowing the model to correlate an immediate rate spike
it 50 ms with & sistained deviation at 1| minute scale. This is particularly relevant for
low -anul-sdowe attocks that fall below per-window thresholds but accumulate a distin-
gulshnble long-horizon signatanre, and for mproving the mixed multi-vector class where

the current 50 ms window provides insufEcient protocol separation.
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8.2.3 Active Mitigation Integ

The corment systemn s a pare detector: 1t raises alerts but takes no remediation action.
Integrating DIPTYK-based packet dropping or traffic shaping directly into the fast path
woatld elosm the detection-to-mitigation  oop at line rate. Once the classifier raises
an HIGH or CRITICAL alert. the ooon@nator core could mstall o lightweght s
sonres o per-protoce] deop rule inlo s prealiocated DPDER low clesafior inbie, cousing
stibsegnent matehing packets to be disearaod before they consume sketeh apedate eveles.
This approach avoids the round-trip latency ol an external SDN controller wnd kewps
the mitigation path entirely within the saze provess, ot the cost of increased fst-path
complexity and the need for carveful rate limiting to avoid blocking legitimate traffic

sharing the same source subnet.
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The United Nations 2030 Agenda for Sustainable Development {32] defines seventeen
Sustainable Development Goals (SDGs) az a nniverdal framewark for addressing glakal
ecoguoniie, social, and ewviropneental challenges. Although this thesis is a technical work
m network security, its contribotions relnce to several of these goals insofar as reliable,
elfctent, and open digital lnfrastmeture b increasingly recognised as a prerequisite for
sustainable development. The four SDGs most directly aligned with the thesis are

discussed below.

SDG 9: Industry, Innovalion and Infrastructure

SDG 9 calls for the development of resilient infrastructure, the promotion of inchisive
and sustainable industrialisation, and the fostering of innovation. Target 9.1 specifi-
cally emphasises the development of reliable, sustainable, and resilient inlrastructure,
including regional and transborder infrastructure, to support economic development
and human well-heing, with a foeus on affordable and equitable aceess for all. Tar-
get 9.c further seeks to significantly increase access to information and communications

technology and strive to provide universal and affordable internet access.

This thesis contributes to SDG 9 by addressing a eritical vulnerability in the digi-
tal infrastructure that underpins modern connectivity, DDoS attacks represent one
of the most disruptive threats to network availability: a detector that operates at
lime rate without handware-level packet Bes directly strongthems the esillence ol e
infrastructure through which intemet seavices are deliversd, The OcioSkewch proba-
bilistie architecture replaces unbounded per-How stave tables with Bxed-memory data
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structures, enabbiog thee system to sbeorb high-cardinality sttack vadlic without degra-
dation, a progerty thise & particalarly relevam for the high-capacity backbone links
tint inlerconmect e gloleal leroet. BBy demonstrating that effective DDoS detec-
tion cna be Ludle on commodity hardwan=using open-source tools (DPDK, Light GBM,
CloudLal), the work also contributes to the scevssibility dimension of target 0.0 the
design is reproducible and deployable without proprictary applinnees or ¢losed-source
software stacks.

SDG 16: Peace, Justice and Strong Institutions

SDG 16 secks to promote peaceful and mclusive societies for sustainable development,
provide aceess to justice for all, and build effective, accountable, and inclusive institn-
tions at all levels. Target 16.10 calls for ensuring public access to information and the
protection of fundamental freedoms, while target 16.a supports the strengthening of
rebivait national dsthutions w bulld cigacihy for preventiog violenee asd combating
terrorism and crime,

DDoS attacks have been used extensively 22 Instruments of coercion agalnst government
portals, election infrastructure, public health services, and critical utility networks. A
eapable, low-latency detection system reduces the attack surface available to actors who
sk bo disrupt public acoess Lo instibubiomd services. This thesis coatributes 1o SDG 16
by providing a detection architectnre that s simultaweously secorate (98545 weighted
F1 v bessder-only fentures), Bt (Gt abest within 100 ms), and privieey-comglinag: e
Sketch-ADV mode never inspects packet payloads, making it deplovable i regulated
environments where deep packet inspection woubd be begallv or ethically imperinissi-
ble. The combination of strong detection capalality aad privicy-by-cdesign is directly
aligned with the institutional accountability and fundamental-freedoms dimensions of
target 16,14,

SDG 11: Sustainable Cities and Communities

SDG 11 aims to make cities and human settlements inclusive, safe, resilient, and sus-
tainable. Target 11.b focuses on implementing integrated policies and plans towards
ielusion, mesouree efficiency, and resilieree o disssters, Sman city deplovinents in-
ereasinpgly rely on Jow-latency iInternit comectivity for eritical urban services, incldine
traffc managenent. Snergehcy esponse oeordination, pubbic tramsport aonitoring,

and utility grid control.

The dependability of these services is directly contingent on the availability of the un-

derlying network infrastructure. A DDoS attack against a smart city’s connectivity
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APPENDIX A. ALIGNMENT WITH THE SUSTAINABLE DEVELOPMENT

lver cnn delay emergency dispateh, disupt read-the transit infonmation, or ioter-
ript ntility telemetry. The line-rate detection system developed i this thesis, capa-
ble of sustaining operation at 16.90 Gbps with zero packet loss, provides the kind of
infrastructure-level protection that smart city deplovments require. Its bounded mem-
ary footprint and bow per-packet CPU owerhead make it deployable as an always-on
inline function on the sune conunodity haodware that hosts other city-network services,

without respulring delbentod applinnoes,

S 17: Partnerships for the Goals

SDG 17 emphasises the importance of strengthening global partnerships for sustainable
development, including partnerships for enowledge shoring, technology transfer, amd
the promotion of open and accessible data. Targot 17.0 calls for enhanced international
cooperation on and access to science, technology maml mpewatbon, while arget 1716 pro-
mstes inulti-stakeholder partnorships thas mobilise nnd share knowledge wnd expertise.

This thesis was concdocted within a collesorative acdenos Famesork that is sksell &
meilel for SDG 1T purterships. The experimental infmstrociore el on Cloud Lol
(16, a publicly funded open research testbad that provides reproducible high-spoed
et warkingg envirooiments Lo resenncless morklwlce seathoot aocess barrers,. The didecs
tion system is built entirely on open-source compomemts (DPDE (3], LightGBM [15])
and evaluated on a publicly available dataset (CTC-DDoS2019 [33]), crsuring that the
results are reproducible and the methodology s transferable to otlwr research groaps
regardless of institutional resonrces. The supervisor’s affiliation with the University
of Nebraska-Lincoln and the author’s affiliation with Universidad Pontificia Comillas
ICAI exemplify the kind of international academic partnership that SDG 17 secks to



This appendix provides a complete description of the features used in each extraction

mode. For each feature, the table lists the group it belongs to, how it is obtained, and

whether it is an exact counter or a sketch-derived estimate.

B.1 DPI-Sketch Features (75 features)

Feature Group How obradned Type

total packets Raw counters Total packets reonived in the Exact
Kms window

total_bytes Raw counters Total hytes received Exact

udp_packets Raw counters Packets with IP protocol = Exact
UDP

tcp_packets Raw counters Packets with [P protocol = Exael
TCP

icep packetx Hww coamalors Packei= with [P protissl —  Exact
ICAP

BYO.packets Haw connnler= PO puckets with SY N Hag et Exact

http.requests flaw counters YOI packets to/from port 80 D'l
or 443 with payload

dns_queries Raw counters UDP packets to port b3 with DPI
payload

baseline_packets Raw counters Packets sourced from 10010.2.x  Exact
13l

attack_packets Raw counters Yaickets souroed from 10010.3.%  Exact
stlbet

udp_tcpratio Basic ratios udp_packets / tep_packets Derived

syn_ratio Basic ratios syn_packets / total_packets Derived




APPENDIX B. FEATURE DESCRIPTI

Feature Group How obtained Type

baseline attack ratio Basic ratios baseline_packets / at-  Derived
tack_packets

bytes_per_packet Basic ratios total_bytes / total packets Derived

ntpmonlist Protocol-specilic NTP packets o port 123 wath  DPL
MONLIST opcue

Ntp.reEpInERE Protocol-spaeeilic NTE response packets il

AVE.MTp resp Eize Prottorod-sypsieifie Mesn NTP response puylowd  DPIL
size

dns_any Protocol-specific DINS queries with gqtype = 255 DPI
(ANY)

dns_txt Protocol-specific DNS quenies with qtype = DPI
TXT

d'n:.:pnup-cmm: |"‘:|'rrln'u-|:r|-u|u'1:i!h' NG eS| Fl-.ul.::'l.'::‘l:: [

avg.dns resp.size r'rnlq'u':rl-:-:'hr'cl!i.r Mean DNS TERpOnED |:|.r|.:l.'!ru|rr| ] & |
sz

nnEp pathullk Protaco]-aprsitie SNMP GerBnlk requeses (pare 1Y
161)

SHmp_responses Protocol-specific SNMP response packets DPI

avg-snmp_resp_size Protocol-specific Mean SNMP response payload DPI
H)7

gadp msearch Protocol-spocific SSOP MSEARCH packeis DPI
(e 1ENNT)

asdp raaponsas Protocol-spoecific SSOP regponge packets e

portmap_getport Protocol-specilic RPC CETPORT calls (port  DPI
111}

portmap_dump Protocol-specific RPC DUMP calls F &

netbios name Protocol-specilic NetBIOS name queries (port DPL
137)

netbios dgram Protocol-specific NetBIOS  datagram packets DPI
(port 138)

ldap.bind Protocol-specific LDAP bind requests (port 389)  DPI

ldap_search Protocol-specific LDAP search requests Drl

mssql.sqlbatch Protocol-specilic MESOL SOLBawh packeiz DPI
(port 1834)

mssql_rpc Protocol-specilic MSSOL RPC packels ] o}

tftprrg Protocol-specilic TP read reguests (port 69)  DPY)

titp.vrg Protocol-spealic TIFTP write requests DIl

ATp.ARP.TAT1O Amphfcatior ratios  avg.mporesposie /48 (regoest  Derived
s1ze)

dns.amp.ratic Amplifieation ratios  avg_dns_resp_size / 60 (request Derived
size)

AnEp ARG TATiA Amplificatior ratios  avg snmp_respsize / 150 (re- Derived
quest size)

total_amp ratio Amplification ratios  total amp. requests / total re-  Derived
sponses

fragmentation ratio Amplification ratice  Meserved (&t to 0) N/A
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Feature Group How obtained Type

sy ack ratio Awmplificatior ratios  svipackets [ sviack packeis  Degjved

syo.only.packets O N discrmmmtion  5YN pachels with mo pavioed  DPI

http.paylosd packets SYN discrimmsiion SYN  pockeis  followsl v DPI
HTTP payload

active_protocols SYN discrimination Count of protocols with share Derived
> 0.1%

syn_http_ratio SYN discrimination  syn_only / Derived
http_payload_packets

syn_only_ratio Norm. fractions syn_only_packets I to- Derived
tal_packets

http_payload ratioc Norm. fractions hitp.paylond_packets /[  to- Derived
tal_packets

dna query ratio Norm. fractlens dns_queries / total_packets Derived

ntpmonlist ratio Norm, froctlens ntp_monlist / total_packets Derived

ORED TATio Norm. fractiens snmp_getbulk / total packets  Derived

aadp ratio Narm. friwtiens ssdpomsearch [ total_packets  Derived

icmp ratia Norm. friectlens icmp_packets / total_packets Derived

http request ratio Norm. fracthens http_requests / total packets  Derived

portmap ratio Norm. fretlens portmap_getport i to-  Derived
tal_packets

nethios_ratio Novm. friwctiens nethbs name / Wotal packets  Divived

ldap.ratio Norm. foetiens belmprsmredy [/ totml pckets Dherived

mesql_ratio Norm. [ractions mssql sglbateh / total_packets  Derived

tftp_ratio Norm. [ractions titp_rrq / total_packets Derived

max_protocol_ratio Protocol diversity Maximum value among all nor-  Derived
mialised ratics

protocol diversity Protocod diversaty Coumt of protocols with share  Derived
= .15

delta.pps.iw Temporal {slcstch)  pps change: corrent window —  Sketch
window —5

delta pps 10w Temporal (sketch)  pps change: current window —  Sketch
window —10

pps_variance Temporal (sketch) — Variance of pps over last 20 Sketch
windows

pps.bagel ine Temporal (slereh) Running average pps over ring Sketch
IwgiTor

ratio wa basaeline Tempornl (skesteh)  Cuorment g 0 ppas_Boseline Skt

Lop_ip_pps_50mns Temporal (skatels) Heswiest [P pps ob Blms senle  Sketch

top_ip_pps._1s Temporal (sketeh)  Heaviea [P pps st 15 sonle Skaetrh

top.ip pps_imin Temporal (sketch) — Heaviest [P ppsoat | min scale  Sketch

ratio 50ms_1min Temporal (sketch)  toplip ppes Sikos /  Sketch
topip_pps_lmin

num_heavy_hitters Temporal (sketch)  1Ps  exceeding  heavy-hitter  Sketch

threshaold




APPENDIX B. FEATURE DESCRIPTI

Feature Group How obtained Type
ip_concentration Temporal (skeieh)  top [P cousi [/ total sketch Sketch
LR TR
new_ ips ratio Temporal (sketel)  Fraction of IPs not seon in pre-  Sketeh
vhos wikdow
avtack.ontropy Teanporal (sketch) Traffic entropy over source 1P Sketch
distribution
adaptive threshsld Temporal (sketch)  3-sigma  threshold [rom ring  Sketch
B.2 Sketch-ADV Features (64 features)
Feature Group How obtained Type
delta pps 5w Temporal (sketch) pps change: current window —  Sketch
window =5
delta pps_ 10w Temporal (sketch) pps change: current window —  Sketch
window —10
pps_variance Temporal (sketch) Wariance of pps over last 20 Sketch
windows
pps_baseline Temporal (sketch) Running average pps over ring  Sketch
buffer
ratiovs baseline  Tanporsl (sketed) Current pps / pps-baseline Sketch
top.ip.pps.Sins Temnporl (sketea) Heaviest IP pps at 501ns scale  Sketch
top.ip.ppe_is Temporml (shetih)  Heaviest IP pps at 1s scale Sketch
top.ip.pps-lmin Temporal (sketch) Heaviest IP pps at 1inin scale  Sketch
ratio b0ms_1min Temporal (sketch) top.ip-pps.50ms / Sketch
top-p-pps.lmin
num_heavy hitters Temporal (sketch) IPs  exeeeding heavv-hitter  Sketch
thireshold
ip_concentration Temporal (sketch) top IP count / total sketch Sketch
count
new_ips_ratio Temporal (sketch) Fraction of IPs not seen in pre-  Sketch
vious window
attack_entropy Temporal (sketch) Traffic entropy over source IP  Sketch
distribution
adaptive_threshold Temporal (sketch) 3-sigmma threshold from ring Sketch
haiflor hastory
pps.dns Per-pratocol DS aketch total [ window s Sketeh
hh_dns Per-protocol 1Pz = heavy-hitter threshold in - Sketeh
NS sketch
conc_dns Per-protocol top_dns_ip / dns_total Sketch
ratio dns Per-protocol dns_total / global total Sketch
pps_ntp Per-protocol NTP sketch total / window _sec  Sketch



Feature Group How obtained Type

hh ntp Pei-protocol IPs = heavy-kditer threslold in Skeich
NTF skedcd

cone _nptp Fer-piratosol top ntp ipy [/ ntp_tatal Sketeh

ratio_ntp Per-protocal atptotal / global total Sketch

PpS-snmp Per-protocol SXNMP osketch totad [/ win-  Skewch
o e

hh_snmp Per-protocol IPs %= heavy-hittes Lheeslsold in Sketeh
SMNMP sketch

conc.sOnp Per-protoyol Lopsiipdp [/ sinpotal Sketch

ratio_snmp Per-protocal st tobal |/ glodal total Sketch

ppe._sedp Per-protocol S50F skelch fotal [/ win- Shetch
dow _sec

hh_ssdp Per-protocol IPs = heavy-hitter threshold in - Sketch
SSDP sketch

conc.eedp Per-protocol topssdp.ip / ssdp_total Sketch

ratio asdp Per-protoool ssdp_total / global_total Sketch

pps_portmap Per-protocol PortMap sketch total [ win-  Sketeh
dow soc

hh_portmap Per-protocol 115 = heavy-hatter threshold in - Sketch
PortMap skelch

conc_portmap Per-protocol top_portmap._ip /  Sketch
portmap_total

ratio_portmap Per-protocol portmap_total / global_total Sketch

pps netbios Per-protocol NetBIOS sketch total [/ win-  Sheteh
diww_mew

hh netbios Per-protocol IPs = heavy-hittor threshold in - Sketeh
MotTHOS sketch

conc nathica Per-protocal top nethios ip / nethios total  Sketch

ratio nathiom Prer-pratoeal nethics total [ global total Skotich

Pps_1dap |"'|.'-1'a]'|r-|:|h.||r'f|-|. LDAP sketch toksl [/ win- Sketch
dow _sec

hh_ldap Per-protocol IPs = heavy-hitter threshold in- Sketch
LIOAF sheich

canc_ldap I"'r-r-|:|r'-|:|l;u-r-|1| ru|r__||:h-|.j:|_|j:| { Map.toatal Sketeh

ratio 1dap Por-protooal Idap_total [/ plobal togal Sketch

ppe-mesgl Per-protocol MESOL shetch woral [/ win-  Shewh
dow sec

hh mesql Per-protocol IPs = heavy-hitter threshold in - Sketch
MSSQL sketch

conc.mssql Per-protocol top s ip /el total Sketch

ratiomssql Per-protocol syl _total [/ glodud total Sketch

pps_tftp Per-protocol TFTP sketch twotal /[ win- Skewch
dow et

hh_tftp Per-protocol IPs = heavy-hitter threshold in  Sketch
TFTP sketch

conc_tftp Per-protocol top_titp_p / titp_total Sketch



APPENDIX B. FEATURE DESCRIPTI

Feature Group How obtained Type

ratio titp Pei-protocol il tofal .lr plobial_fotal Skeich

pPpeE.sy¥n Pur-protocol SYN shetch total / window s Sketch

hh_syn Per-piritocol 1P 2 heavy-hitter threshold in Sketeh
SYN sketch

CORC.EYL Per-protocol topsyn_ip / syn_total Sketch

ratio_syn Per-protoeal svn_total / global_total Sketch

ppa_http Per-protocol HTTP sketch total [/ win- Sketch
dow sy

hbh hrip Prer-protocol IPs o heavy-latter thoesbokl in - Sketch
HTTP sketch

conc http Per-protocol top littpap / hittpotolal Skartah

ratio http Per-protocol http_total [/ global total Sketch

ppa.udp.other Per-protocel UDP-other sketch total / win-  Sketch
dow_sec

hh udp other Per-protocol [Ps > heavy-hitter threshold in  Sketch
UDP-other sketch

conc_udp_other Per-protocol top_udp_ip / udp_other_total  Sketch

ratio_udp other Per-protocol udp_other_total / global_total  Sketch

mean_pkt_size Packet size total_bytes / total_packets Exact

pkt_size variance  Packet size El2?] — E[z]* from per-worker Derived

acemmulators




