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Smart Personal Assistants (SPA) can be trained with the owner's voice, and its voice features act as a biometric
access password. The aim of this work was to analyze what information different personal assistants reveal
without verifying the owner's voice, and what real risks exist in impersonating the owner's voice. To do this, a
test protocol was defined, including commands for demanding generic information, personal information, and
more sensitive requests such as making calls or purchases. To deceive the personal assistants, tests were carried
out with various synthetic voices, including generative Al systems to create voice models based on the user
registered in the assistants, hence allowing commands to be synthetically generated with the person's voice
features. This study worked with Apple HomePod, Amazon Alexa, and Google Home assistants, which are the
main devices on the market. It was possible to verify what type of information each system communicates
without performing user validation and how accurate was the voice verification algorithm (activation command)
depending on the synthetic voices used. We proposed a Synthetic Speech Detection system as a secondary se-
curity layer to identify whether a voice mimicking a target individual was synthetically generated. To evaluate
this, a preliminary study on the fidelity of modern synthetic voices was conducted through subjective listening
tests. The results indicate that human participants attained only a marginal performance above the 50% sto-
chastic baseline, confirming the high perceptual transparency of current models and the inherent difficulty of the
detection task.

1. Introduction are used exclusively by means of voice command, without any need to

grab the device or type any commands. That is one of the characteristics

In recent years, thanks to the expansion of artificial intelligence,
various interaction schemes between humans and electronic devices
have been developed and improved. One of the most popular advances is
voice interaction, which allows users to give instructions to a device
using voice commands, making interaction faster and more natural [1].

One of the technologies that has most contributed to improving voice
interaction systems is that of intelligent personal assistants or Smart
Personal Assistants (SPA) [2]. SPAs allow a user to perform many tasks
using their voice as a means of transmitting information. For example,
SPAs provide the ability to check information such as the weather or
traffic conditions, listen to music, make voice and video calls, shop
online, or control other devices such as smart lights and thermostats [3,
4]. In contrast with other devices such as tablets or smart phones, SPAs
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that make them so accessible, intuitive and easy to use. However, the
ability to use the device in the distance imposes access control limita-
tions because they don’t have a keyboard to type a password, or a
fingerprint reader, or camera for face identification; any user validation
should be done by means of voice identification.

If these devices were limited to playing music, like a Bluetooth
speaker, then access control would not be necessary. Nevertheless, these
devices are internet connected, and local network connected, providing
a variety of functionalities, some of which could be considered delicate
because of privacy or security concerns. The focus of this paper is to
analyze the level of voice authentication necessary to access different
functionality, organizing the tasks in increasing order of privacy and
security risk.
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The methodology used in this work involves three major steps. First,
we tested basic functionality of the devices; this is described in Section
II. Second, we analyzed the behavior using human voice, the voice of the
owner of the device and other people (Section III). And third, we used
synthetic voices generated with different methods (Section IV). In view
of the results, and the threat of Al-based voice cloning, we discuss about
ways to distinguish synthetic and human voices.

Several voice cloning systems have been analyzed in this work, and
some AI models have been tested with the three top of the market per-
sonal assistants. Specifically, work was done with the following personal
assistants and versions: Apple HomePod Mini 16.6, Amazon Alexa Echo
Show 5 (3rd Gen), and Google Home Mini 356,012.

2. Background and motivation

Previous work has analyzed the security of personal assistants using
recorded voices [5] and security and privacy of wearable devices [6,7].
In this work, the level of security and privacy of several personal assis-
tants is analyzed using different types of voices. The main challenge was
to analyze the possibility of emulating the voice of the owner of the
personal assistant, which would mean being able to send the activation
command and then perform any action.

Today, there is a growing activity in the field of generative artificial
intelligence. One of the fields of generative Al is the creation of multi-
media content, denoted as DeepFake, that applies to Video, Images and
Audio. An extensive review of methods for creating (and also detecting)
audio deepfakes can be found in [8]. The quality of the audio created
with the newest Generative Adversarial Networks (GAN) is so realistic,
that now a days it is very difficult to distinguish between real audios
recorded by human and audios synthetically generated. In this paper we
have also included an analysis about the limitations for human to
distinguish fake audios generated with the latest technology and real
human audios.

The advances in Generative Al, allows even to apply deepfake voice
to perpetrate social engineering attacks, in a similar way as phishing
attacks trick users by email. The new Al-based voice generation tech-
niques produce such a “natural” voice and so quickly that they can be
used to manipulate humans through voice phone calls, in a technique
called voice phishing or vishing [9]. In fact, deepfake voices can be used
in many different scam schemes, including the scam the CEO of a
company [10].

More specific to this research is the possibility to synthetically
generate voice with the characteristics of a particular individual,
allowing the attacker to impersonate that individual. This specific type
of Al generation of voice to impersonate someone is called speech
cloning or voice cloning [11-13]. Previous research has also analyzed
the use of audio deepfakes attacks to personal devices [14] with so-
phisticated deep learning frameworks such as Real Time Voice Cloning
RTVC and Speaker Verification to Multi-speaker Text-to-Speech Syn-
thesis (SV2TTS) based on Tacotron [15]. VoiceBox [16], developed by
Meta, is a high-quality Al model for text-to-speech synthesis that even
includes speech editing, noise removal and multilingual capabilities.
Although the model could easily be used for voice cloning, Meta has not
publicly released the code nor made the model accessible for users.
Particularly because of the concerns about malicious uses of the model,
highlighting the risks of voice impersonation, deepfake generation, and
identity fraud. So VoiceBox was not used in this research due to the
restrictions imposed by the developer.

However, more threatening is the fact that nowadays many of these
tools no longer require advanced knowledge or large computational
resources, since they are available on the internet for everyone to use.
Maybe not the state of the art in synthetic voice generation or voice
cloning, but in this work, we wanted to evaluate if those highly available
tools really suppose a threat to the most popular SPAs. Jemine et al. [17]
developed SV2TTS Toolbox able to clone voice based on Tacotron2, and
made the code available on GitHub. Although not as accessible and easy
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to use as web-based services, it was considered sufficiently available to
the public and was also included in the study. The most recent free
online tool is called Voice Cloning Studio; it was developed by Hasan
Basbunar, and is available at huggingface [18].

3. Analysis methodology
3.1. Testing environment and procedures

To replicate real-world conditions, we conducted the experiments in
a home environment. The living room, measuring 6.3 by 4.1 m with a
2.6 m ceiling, features standard decorations like fabric curtains and a
sofa that absorb reverberation. While it’s not an anechoic chamber, it
provides a realistic home environment for more authentic measure-
ments but maintaining silent conditions to minimize noise interference
during the experiments. The base noise level was measured using a
digital sound level meter, Smart Sensor AS804. The sound level
measured in the room had an average level of 31.4 dBA, with 97% of the
samples between 30 and 33 dBA. This is a very low noise environment,
especially compared to a sound level of 60 to 70 dBA while a person is
speaking.

Audios for making tests directly on SPA or for training the models
were recorded either at 44.1 kHz or 48 kHz. Nevertheless, the models
may resample internally to the desired sample frequency; for example,
SV2TTS is known to resample to 16 kHz using the librosa library. The
audios generated by the models had a sampling rate of 44.1, 48 or 16
kHz, depending on the model, and they come in lossless format like frac
or lossy formats like MP3 or M4A.

Speaking or playing command to the Smart Personal Assistants, was
done within a 1 m distance. Many tests were carried out, especially
while playing commands. Different types of speakers, volume level, and
audio player applications. We found that SPAs were very reliable and
consistent. With human voice command, only one out of ten times the
device didn’t receive the message. In the case of synthetically generated
audios, a few additional adjustments were required. When the device
couldn’t “hear” or “understand” the voice, it simply ignored the message
or, in some cases, responded with messages like “I don’t understand
what you said” or “sorry, try asking again.” However, when the message
reaches the device, it either executes the command demanded or refuses
to do so. Typical replies to commands by an unauthorized person include
“I can only do that once I verify your voice” or “I'm not sure who’s
speaking.” As an example, the answer to “who am I” asked by an un-
authorized voice would be “You are a person” instead of “You are
[NAME].”

The crucial point is that the behavior is highly deterministic. If the
message is not clearly received by the device, it is mostly ignored, and
the experiment must be repeated. However, when the device receives
the message, it either executes the command if authorized, answering
with a message that confirms the execution, or refuses to execute if not
authorized, answering with a rejection message. In order to demonstrate
the deterministic behavior of the devices we conducted more that 100
additional tests using both real voices and cloned voices. Across all tests,
we did not find any voice-device combination that behaved inconsis-
tently (i.e., accepting a voice in some trials and rejecting it in others).
While noisy environments might potentially introduce variability, all
our experiments were conducted under controlled conditions, and re-
sults were fully consistent.

Running additional repetitive tests long enough we were able to find
a few discrepancies. We used the main authorized human voice, and two
cloned voices using XTTS model (one male, one female). Running 50
tests with each voice, we found that all human trials were correctly
identified (100% accuracy), only 2 of female tests were wrongly identify
(98% accuracy), and only 1 of the male tests was misclassified (99%
accuracy). These results indicate that the authentication mechanism
maintains a high degree of empirical consistency, as the vast majority of
synthetic attempts were continuously rejected while legitimate access
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remained perfectly validated. Given the high degree of empirical con-
sistency where results yielded near-zero variance across all trials, a bi-
nary 'Red/Green' visualization was adopted to represent the outcomes.

3.2. Command and functionality analysis

To start, commands were chosen to verify different levels of security
and privacy in SPAs. The most basic of all is asking for the weather, as it
should be activated by all voices without any kind of voice verification
because it doesn’t impose any threat (a similar command will be "What's
the temperature?"). Then, the command "who am I?" was chosen to
establish whether the device could identify the user, which would be a
sign that there could be security breaches in other commands. To test
commands involving money, an attempt was made to purchase some-
thing from Amazon, although later we found that the only device
capable of doing this was Amazon Alexa. Finally, commands related to
privacy were attempted, such as asking for the home address, phone
number, contact information, and making phone calls. It is considered
that the risk of answering the questions increases in danger according to
the order in which they were posed. These initial results are shown in
this section because they are the basis for defining the subsequent tests.

To establish the initial security with the default configuration (out of
the box settings), all tests have been performed without registering any
voice as owner of the SPA. Optimally, the SPA should answer only the
first question, since without having recorded any voice and without
doing any recognition it should not reveal private information or use
money from the account.

As can be seen in Fig. 1, Apple HomePod is the only SPA that has
done as expected in all tested options. Amazon Alexa allowed to make a
purchase on Amazon without any verification, not even sending a
message to the cell phone. In addition, it reveals the person's home
address. This is not important in itself, since the device is usually at the
victim's home, but could be revealing a second-home address or the
billing address instead, anyway it is a sign of a privacy breach. Finally,
Google Home Mini revealed private information not only about the user,
but also about his contacts. In graphs of results, we have used several
icons to simplify the contents and make them more compact. Icons were
created by various independent designers or companies: Raphaél
Buquet, Rainbow Designs, Nice Design, Berkah, Ahmad Roaayala,
Alvida, Paola Moreira, and Icon Depot, all available at the Noun Project
[19]. Icons similar to the logos of Apple, Amazon and Google were used
to identify the devices, and several icons were used to indicate the kind
of action or command. The action icons on Fig. 1 (and subsequent
graphs) correspond, from left to right, to the following actions: Play
music, Who am I, send message, Online shopping, Where is my home,
My phone number, Personal information of contacts, and Call someone.
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Fig. 1. Commands and supported functionalities.
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The reaction of the device to each command is shown with an icon that
indicates either an answer / positive reaction or not answer / rejection
message. The green background color indicates correct or expected
operation, from the security and privacy point of view, while the red
background indicates inadequate behavior from this perspective. The
white background has been used to indicate that the reaction is up to
discussion, for example shopping without additional verification, or
additional confirmation in another device. Only a few test were left
without any response icon, because owner verification does not make
sense if the device has not been trained yet with the authorized voice.

Afterwards, a voice was registered in the three devices, and the same
tests were performed again with that same voice to see which commands
become available once voice recognition has been performed. It is
interesting to note that Apple HomePod Mini prioritizes verifying the
person through other Apple devices, whether it be the phone, computer,
or watch. Siri is enabled on these other devices and serves the HomePod
to recognize the user. Therefore, to perform all tests with the Apple
HomePod Mini, other Apple devices were turned off, ensuring that only
voice recognition was performed without a second validation, like the
rest of the devices.

With this last test, the commands allowed on each device with full
access have been limited. A summary of the tests described above can be
seen in Fig. 1. None of the devices can send text messages or make phone
calls by themselves, since they need to make use of a nearby phone to
operate on the mobile network. For Apple HomePod message-sending
tests, the iPhone needs to be connected and within range as the phone
is responsible for second validation and sending the SMS. Since iMes-
sages can be sent through the Internet, in contrast with text messages
that rely on SMS protocols and SIM cards, theoretically it is possible to
send iMessages directly from the HomePod, however the extra layer of
security prevented this if there isn’t a nearby device for second valida-
tions. This requirement of second validation does not apply to iPads of
Mac computers, which can send iMessages anytime since they all
implement their own authentication mechanisms by keyboard, finger-
print, or face identification.

Regarding shopping options, only Amazon Alexa can make purchases
on Amazon, while the other devices can only search for products on the
web but not make the purchase directly because the use of native app is
needed. It was quite surprising that Alexa allows to make purchases even
without pre-training the voice. It’s also a bit questionable it the autho-
rized voice should be allowed to make purchases without additions
verification, at least to avoid unintentional purchases. However, the
products will always be sent to the registered owner’s address, and the
products can be returned, so it is more of a marketing decision to allow
purchases so easily. It is also questionable if Google Home should be
revealing personal information about the contacts. Considering that
only the activation messages is verified, as it is explained below, once
the device is unlocked anyone could extract private information.

3.3. Analysis with different human voices

In the next phase of tests, different voices were used, but all were real
people. First, the voices of other people who were not registered on the
device were tested, and then recordings of the voice with which the
device had been configured were used. Finally, it was sought to find out
when voice verification is performed on the devices. For this purpose,
commands were performed with two people, where one of them has the
registered voice. Various commands were tested with both voices,
switching who says what to see to what extent the voice is verified and if
there are commands where more words are verified because they are
more private.

The expected result of these tests would be that the devices only
respond to harmless commands as would be the case if no voice had been
registered. However, these tests have revealed that all devices perform
the voice validation with the activation command ("Hey Siri" or just
"Siri", "Hey Google", "Alexa"), allowing any other voice to indicate the
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command to be executed. On Fig. 2 are the results of these tests, where
green indicates the device owner's voice, blue indicates another user's
voice, and black indicates the response obtained.

In general, the behavior is as expected once it was discovered that
validation takes place by analyzing the activation command. So, if the
activation command is said by the device owner, any other action can be
performed regardless of the type of voice, whereas if the activation
command is said by someone else, sensitive commands cannot be
executed. As explained before, in the case of sending text messages,
which is a functionality specific to the Apple environment, the iPhone
must be turned on and within reach of the Apple HomePod, and when
the activation voice is incorrect, it gives the option to authenticate with
the iPhone, either through Face ID or passcode. That is to say that the
system is secure, but if there is a noisy environment, or the person is
hoarse, or there is any other problem with the validation of the voice,
authentication can be performed on the phone that transfers a passcode
to the Apple HomePod.

Subsequently, tests were carried out with voice recordings of all the
commands analyzed of the person who has the registered voice. All
messages were recorded under the same conditions and played at the
same volume level and distance from the three devices. However, in the
initial tests with recorded voices, one of the devices did not respond to
the question. It was speculated that there is some protection against
recorded voices in Apple devices. Even if an attacker manages to record
the activation commands of the registered person in noise-free envi-
ronments, normal playback fails to activate Apple HomePod. It is known
that digital recording and lossy compression algorithms do not achieve
the same sound quality as traditional audio technologies [20]. We sus-
pect that this assistant focuses on high-frequency content, which is easily
attenuated in the recording, compression, or playback process when not
using special high-quality sound equipment. However, we found that
when the voice recordings are played slightly sped up, like 1.2x or 1.5x,
it was possible to activate the device and execute compromised com-
mands on Apple HomePod. It was also found that none of the devices
respond to recorded commands when played at 2x speed.

3.4. Analysis with synthetic voices

The last tests carried out were with synthetic voices since if the
possibility of obtaining a high-quality recording of the personal assistant
owner's activation command is ruled out in practice, then the option of
generating synthetic voices to access the device becomes very inter-
esting. It has already been shown that all devices perform voice

Hey Siri, who am I? You are Clara
Siri, who am I? You are Clara

Hey Siri, who am I? I'm not sure who's speaking
Siri, who am I? I'm not sure who's speaking

Hey Siri, send a message to xxxxx saying Hi --> ... Sent
Siri, send a message to xxxxx saying Hi --> ... Sent

Hey Siri, send a message to xxxx --> Asks for authentication

Hey Google, who am I? You are Clara
Hey Google, who am I? I can only share personal information
with

Hey Google, what is xxx's email? --> Reveals xxx’s email
Hey Google, what is xxx's email? --> Command not accepted

Alexa, who am I? You are Clara
Alexa, who am I? Don't know who you are, but this device is
configured for Clara

Fig. 2. Example of conversation using different human voices. Green-
=Authorized voice, Blue=another voice, Black=device answer.
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validation before executing compromised commands that reveal per-
sonal information or perform risky actions. However, once the valida-
tion process is bypassed, any person or any type of synthetic voice could
execute risky commands.

For the first synthetic voice test, text-to-speech systems were used, as
they are very easy to generate, as well as being free, hence highly
available to any potential attacker. The expected behavior would be the
same as when using an unregistered voice, meaning that harmless
commands such as "play music" could be executed, but compromising
commands such as "who am I?" or buy something, cannot be executed.

Next, we tested the systems using synthetic voices generated with
Artificial Intelligence. As mentioned in the introduction, there is a lot of
activity in the field of Generative Artificial Networks and voice cloning
systems. We focused our research of the robustness of SPAs against
generative Al by using Al-based voice generation systems available on
the market, since these systems are already in the hands of any attacker.
A great advantage of these systems, from the point of view of gaining
access to a Personal Assistant, is that some algorithms can be trained
with any recording of the victim's voice. In principle, it is possible to
train a generative Al voice system using a noise-free recording of a
conference such as a TED Talk or a media appearance or a phone call.
Once delivered to the system, any voice message can be generated,
including the characteristics and nuances of the victim's voice, which
may allow impersonation of the personal assistant's owner. Other al-
gorithms only allow training with specific phrases, complicating voice
generation. Even so, a clean recording like the ones mentioned earlier
can be split to construct the phrases requested by the program.

To generate the cloned voice, various web applications were tested,
looking for the one that most resembles the original voice. Four were
attempted: PlayHT [21], Resemble.Al [22], Lovo [23], and Speechify
[24]. Others like Murf Studio [25], IIElevenLabs [26], and Elai [27]
were discarded due to high cost. In addition to web-based systems,
SV2TTS Toolbox [17] was also evaluated because it was considered
easily accessible because the code is available and only requires local
installation.

Each voice-cloning application uses a training method that is usually
a clean recording or reading predetermined phrases. Speechify was
trained with a noise-free audio of one and a half minutes, the training
was quick, but the resulting voice was not accurate at all. Additionally, it
required payment to use the generated voice, so it was discarded for
testing. With Lovo we tried to train the model with the same minute and
a half clean audio, but it did not accept it, so we resorted to reading the
specific phrases provided by the application. The training was quick but
the results not precise. The generated voice starts talking very slowly
and picks up a normal pace as it continues. This is not a big problem if
the goal is to generate an audio of several minutes, but instead what is
sought in this case is to generate a couple of words and this application
makes the speed of the voice so slow that it did not sound realistic and
for this reason, it was also discarded for further testing. PlayHT was
trained with the same one-and-a-half-minute audio as Speechify. The
training was quick, and although it took a long time to generate the
desired text, the synthetic voice was very precise and realistic.
Resemble.Al was trained by reading specific phrases because the model
is not prepared for free speech training, and those fixed messages were
the only viable options for training. The training was very slow, but the
model was quick in generating the desired phrases. Resemble.Al re-
quires a small payment based on the seconds it generates. All these voice
cloning systems are summarized in Fig. 3.

Tacotron is and end-to-end neural network architecture for Text-To-
Speech (TTS) developed by Google and introduced in 2017 [15] that was
later improved in 2018 in collaboration with Berkeley [28]. Tacotron
takes characters as input and produces synthesized speech. It uses a
module called CBHG that includes a Convolution Bank, followed by
Highway networks and a bidirectional Gated recurrent unit, for
extracting representations from sequences. Then it uses an
encoder-decoder architecture with RNN attention layers to finally
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PlayHT

https://play.ht

-1:26 min audio used
- Fast learning

- Slower generating

- Very accurate

RESEMBLE.AI

https://www.resemble.ai

- Read specific lines
- Slow learning

- Quick generating
- Quite accurate
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i LOVO

https://lovo.ai

- Upload didn’t work
- Read specific lines
- Quick learning

- Not accurate

- No free generating

¢ Speechify

https://speechify.com

- 1:26 min audio used
- Fast learning

- No free generating

- Not accurate

No free generating

https://elai.io/voice-cloning

elai.

lIElevenLabs https://elevenlabs.io

l.l (0] 13 10IBJ[@) https://murf.ai/voice-cloning

Fig. 3. Summary of the analyzed web-based AI models.

produce spectrograms that are fed to the Griffin-Lim reconstruction al-
gorithm to synthesize the voice corresponding to the input characters
[15]. Tacotron2 improved the process by mapping character embed-
dings to mel-scale spectrograms, followed by a WaveNet model acting as
a vocoder to converts those spectrograms into audible audio waveforms.

Fine-tuning a speech model like Tacotron2 to target a specific
speaker is a challenging task due to the substantial amount of voice data
required to capture all linguistic tokens (the diverse speech sounds)
necessary for the model to generate any possible voice message. Even
with lightweight systems to minimize the volume of data samples [29]
good speech quality and similarity is attained with 100 specific sen-
tences of data. However, SV2TTS Toolbox [17] makes voice cloning
based on Tacotron using just a few seconds of voice. It uses a speaker
encoder to extract embeddings specific to the speaker that are feed into a
modified version of Tacotron2 to generate a mel-spectrogram corre-
sponding to the desired sentence and finally uses a vocoder to obtain the
audible sentence. It only requires a few seconds of the target voice to
generate an audible sentence with the characteristics of the target per-
son’s voice. Code available at GitHub [30]. Although SV2TTS requires
just 5 s of reference speech [17] we used a recording of 13 s to provide
more diverse sounds. For the final synthetic voice generation, the
toolbox can use Griffin-Lim vocoder or a more advanced WaveRNN
vocoder. Griffin-Lim is very fast but produces a much lower quality voice
that sounds awkward to the human ear, while WaveRNN produces
realistic voices but requires longer computing time, which is not a
problem in this case. Both algorithms were tested with all three devices.

The Voice Cloning Studio was announced in March 2025 and
updated in November 2025, with is the version available online at the
time of this writing. This new tool is based on the voice cloning tech-
nology Coqui XTTS v2 [31]. It is available on the web as “Voice Cloning
& Text-to-Speech App with XTTS v2” [18] and provides a user interface
very easy to use, being able to generate voices in 17 difference lan-
guages, and any text, all while maintaining the characteristics of your
reference voice. The website claims that a 3-seconds audio sample is
enough to train the model, but we provided a 14 s audio sample that also
allowed for a very fast training.

When testing these AI generated voices with the SPAs, only the
activation command was used, with the rest of the commands being
done with another voice. This was done to demonstrate that the devices
only verify the activation command and that with very little voice
generation, it is possible to access all the information as if it were the
owner. In the results section we will find that Amazon Alexa was fooled
with all Al generated voices. However, the Apple HomePod uses a more
precise algorithm to authenticate voices; it was not fooled with PlayHT
or SV2TTS or Coqui XTTS, but we got access with synthetic voices

generated with Resemble.Al. Google Home Mini rejected SV2TTS mes-
sages, but gave access to PlayHT, Resemble.Al and Coqui XTTS.

4. Results

Results are organized according to the type of voices used for the
different analyses. In all cases, the three commercial devices were used:
Apple HomePod, Amazon Alexa, and Google Home.

Graphical representations are used to show the results with more
clarity. As it was described before, the icon with check means that the
device replied to request, by either executing the action requested or by
answering with the response. The background color is shown green
when the device performed the expected action, while red in case of a
privacy or security threat. In a few cases the background is white
because the action is open to interpretation and cannot be considered a
clear green or red.

4.1. Results for basic functionality

If no voice is registered in the assistants, it has been shown that they
have very limited functionality as the only allowed commands are those
that are not risky, which are called harmless commands in this article,
such as "play music" or requests for public information like weather
information or web search results.

With the proper configuration, which fundamentally involves
registering authorized voices in the assistant, more advanced or sensi-
tive actions can be performed. However, it has been shown that all as-
sistants validate the authorized user through the activation command.
This means that it is enough to impersonate that activation command to
be able to perform any action on the device.

4.2. Results for human voices

In the tests with real human voices, it was shown that the tested SPAs
only activate with the owner's voice. However, in most cases, it was
possible to perform validation with recordings of the authorized voice.
All three devices were fooled by the "who am I?" command, maintaining
the rest of their behavior the same as in the previous test. Revealing the
name of the owner of the device at the command “who am I?” is the
simplest proof that the device has validated the recorded voice, since
this command requested by an unregistered person returns responses
that reject the command.

One may expect some type of protection against recorded activation
commands but even the HomePod was easy to fool by playing the
recorded sound at 1.5x speed (as explained in Section 3.3). The fact that
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HomePod failed to play music with the authorized voice recording is
unexpected because even the unauthorized voice can do it. This is more
an incidental result because of the speculated protection about recorded
voices and the attempts to circumvent such protection by playing at
different speed, bit in any case it does not impose a threat.

Recording someone’s activation command and using it to gain access
to the device relies on the category of Replay Attacks. Nonetheless, it is
difficult in practice to record a person's voice activation command
without their cooperation. In a public environment, there is always
background noise, and it is not possible to place the microphone close to
the victim to properly record their activation command without them
noticing. But if it were possible to record a person's activation command,
then their Personal Assistant would be vulnerable as it would suffice to
play the activation command and then request many of the actions. The
summary of actions that can be performed with unauthorized voices and
recorded commands can be seen in Fig. 4. As mentioned earlier, in the
case of Apple HomePod, many of the commands require the iPhone to be
close to the device. Therefore, even if the recording allows passing the
activation command verification, an unauthorized person will not
obtain the functionality in practice.

4.3. Results for synthetic voices

In the case of synthetic voice using text-to-speech systems, it was not
possible to generate an activation command that the device would
validate correctly. This is an expected result as the most that can be
considered is that the voice generated with these tools would be
equivalent to the voice of an unauthorized person.

The results shown in Fig. 5 indicate that Apple HomePod ignores all
orders received from the text-to-speech system. It apparently detects
that it is a synthetic voice and simply ignores the commands, including
the harmless ones. The other devices responded as expected, accepting
harmless commands and rejecting the compromised ones. Amazon Alexa
revealed less information than in the previous tests with the registered
voice, as it did not answer the question "who am I?" nor did it answer the
question about the home address. Google Home Mini also protected it-
self against compromised commands, did not answer the "who am I?"
question, and did not answer questions about the home address or phone
number. These tests have shown that the text-to-speech voice is different
from the owner's voice and cannot deceive the SPAs. Additionally, it
shows that this voice is significantly different from that of humans, as
the devices even ignore it completely. Recognizing that it is an artificial
voice activates a general security mechanism that makes the device
ignore any command, even the harmless ones. The action to play music
was rejected in some cases, which was expected to be treated as any
unauthorized voice but is not considered a threat and is therefore left
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As it was expected, from the perspective of authentication, access to
advanced commands is only possible through the device owner's voice.
The voice of the owner of the SPA is used as a biometric identifier that
replaces the most standard access control based on a secret password,
since typing a password will not be very useful a human-to-machine
interface centered on voice commands.

In most cases, a recording of the activation command can be used to
unlock the device. However, since it is considered difficult to obtain a
high-quality recording of a person's activation command, the greatest
effort of this research has been focused on analyzing voice cloning tools
based on generative artificial intelligence that are available on the
internet. Using the system that gave the best results, it was possible to
access all the tested devices by generating the activation command. It is
important to note that Al models were trained with spoken messages
that did not include the words that form the activation commands.

Fig. 6 summarizes the results of how these voice cloning systems
interact with the different devices. Apple HomePod was not activated
with PlayHT but it was activated with Resemble. Al Interestingly, in the
case of Resemble.Al it does not respond "you are xxxx" but "you sound
like xxxx" when asked “who am I?”, as if it had not reached a sufficient
level of certainty in the internal voice validation process. The other
SPAs, Alexa and Google Home, both activated and provided answers
with the audios generated by PlayHT and Resemble.Al, as if the human
owners of the devices were giving the commands. The audios generated
by SV2TTS were rejected by HomePod and Google Home even in the
high-quality version that uses WaveRNN. Only Amazon Alexa was
fooled by SV2TTS and to the question “Who am I”, it responded “You are
[NAME], and this is [NAME]’s account”. Surprisingly, when an unau-
thorized user gets physical access to an Alexa device and says “Alexa,
who am I”, the system answers “I'm not sure who's speaking, but you're
in [NAME]'s account. To teach me to recognize your voice. Just say,
learn my voice”, and in fact it allows the unauthorized user to validate
his/her voice and launch commands after the process.

As a summary, we present the results for the three SPAs analyzed
with all types of voices. The following figures: Fig. 7, Fig. 8, and Fig. 9,
show the actions that each of the devices (Apple HomePod, Amazon
Alexa, and Google Home Mini) has executed depending on the type of
voice used. It is really threatening, that using Al voice cloning the
attacker performs a full validation and the behavior is the same as in the
case of the Authorized voice.

4.4. Analysis of features of Al generated voices
In this section we present a comparative analysis of the legitimate

PlayHT Resemble Al SV2TTS Griffin-Lim  SV2TTS WaveRNN

Apple HomePod & 53] @ 1 [l L

Amazon Alexa | N2, ,—l7f| ,‘17f| L|7f| L?.‘ ’g]
Google Home G L?r\ @ 4 x] L?,‘

Fig. 6. Response against Al generated voice. Each cell represents the result of a
minimum of 10 trials; see Section 3.1 for consistency validation.
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owner’s original human voice and synthetic voices generated using two
of the voice-cloning tools. We selected the three most representative
audio samples of the phrase “Hey Siri, who am I”: the original human
recording, the voice generated using the ResembleAlI tool and the voice
produced by the latest Coqui XTTS v2 model. Although both Al-
generated voices sound very realistic to the human ear, we previously
demonstrated that only the sample generated with ResembleAl was able
to authenticate successfully on the HomePod.

We computed key acoustic parameters (pitch, jitter and shimmer) for
the three audio signals, as summarized in Table 1. Additionally, we
extracted Mel-frequency cepstral coefficients (MFCC) for spectral com-
parison, shown in Fig. 10.

Based on these results, it is difficult to determine which specific
properties are most indicative of high-quality synthetic speech, or which
properties are the key for a successful audio authentication. All three 1-
second audio samples exhibit very similar MFCC patterns in Fig. 10,
using a time resolution of 0.1 s. Regarding the acoustic parameters in
Table I, ResembleAl sample is closer to Human voice in shimmer, but
diverges more significantly in pitch and jitter. Conversely, the Coqui
sample more closely matches the human recording in pitch but not in
jitter or shimmer. Notably, both Al-generated audios are very similar to
each other in jitter and shimmer, which aligns with prior studies related
to the differences in prosody (represented by jitter and shimmer pa-
rameters) between genuine and fake speech [32].

Table I
Acoustic parameters of the 3 most relevant audio signals.
Pitch (Hz)
Mean FO Std FO Min FO Max FO
Human 294.0 23.5 2379 337.9
ResembleAl 269.3 56.4 103.3 402.5
Coqui/XTTS-v2 255.1 23.1 222.0 302.3
Jitter
Local % RAP % PPQ5%
Human 0.020 0.010 0.011
ResembleAl 0.014 0.006 0.007
Coqui/XTTS-v2 0.016 0.008 0.009
Shimmer
Local % APQ3% APQ5%
Human 0.061 0.022 0.030
ResembleAl 0.056 0.017 0.027
Coqui/XTTS-v2 0.071 0.028 0.038

Another interesting observation is the proximity between the Coqui
and Human samples in Pitch parameters. Recent work [33] has shown
that pitch-based representations can support highly accurate deepfake
detection. We can appreciate that the Coqui audio sounds very
human-like. Nevertheless, smart personal assistants should prioritize
identifying the unique voice characteristics of the legitimate owner
rather than relying on human-like acoustic properties. In the next sec-
tion, we argue that integrating deepfake detection mechanisms could
provide an additional layer of security within the voice-based authen-
tication process.

5. Discussion about synthetic voices

Smart Personal Assistants should evolve to include automatic
detection of voices generated synthetically to avoid the types of attacks
analyzed in this work. As it was shown before, SPAs currently do a good
job analyzing voices generated with Text-to-Speech programs since they
don’t contain the unique characteristics of voice of the authorized owner
of the device. Even in the case of voice recording, we found that Apple
HomePod incorporated some sort of recording detection, although it was
easy to circumvent. Therefore, if the attackers were able to record the
activation command of the authorized owner it will be very difficult to
implement a protection. However, such recording is difficult to obtain,
while the approach of using any recorded talk to train an Al voice model
is the real threat.

Smart personal assistants rely on voice biometrics to identify the
authorized user; they use physiological patterns (physical shape of the
vocal tract) and behavioral characteristics (how the person chooses to
speak) [34]. The details of the specific algorithms implemented by the
different SPAs are not public, but it is known that “voiceprint” use pa-
rameters such as pitch, timbre, intensity, accent of pronunciation or
pronunciation habits (linguistic inflections), and cadence [35]. Our
experimental results indicate that Amazon’s Alexa employs a relatively
permissive access control model, even suggesting training the system for
a new voice just by saying “learn my voice”. Furthermore, the system
demonstrated a lack of robustness against Al-generated (synthetic)
speech. Alexa consistently granted access to spoofed identities without
detecting discrepancies from the enrolled biometric model. This sug-
gests that the underlying recognition engine either utilizes a
low-dimensional feature set for vocal verification or operates with a high
tolerance threshold.

There is a very active area of research related to the detection of
deepfake voice, that may help to address the attack presented in this
paper. Initial systems for detection of fake voices were based on Machine
Learning techniques [36] obtaining very good results for detecting
voices generated using an imitation method based on signal processing
tool. DeepSonar [37] uses deep neural networks for detecting
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Fig. 10. Mel-frequency cepstral coefficients (MFCC) of the 3 most relevant audio signals.

Al-synthesized voices, through the introduction of a method based on
identifying layer-wise neuron activation patterns. Deep4SNet [38]
computes the histograms of the recordings to be used as the input of
convolutional neural networks. And the most recent classifier found in
the literature [39] uses Mel-Frequency Cepstral Coefficients (MFCC) of
the recording for the analysis. All these methods claim accuracies over
90%, however when detection systems are trained with dataset, the
models may learn the characteristics of the particular algorithm used to
generate the fake audios and yield very good results as long as the fake
audios are generated with the same technique.

In order to evaluate the possibility of distinguishing human voices
from Al generated voices, we developed a website implemented as a
game to engage anonymous users to classify voices as human or AI [40].
This game gathered the results of said users and served us to obtain
conclusions on how difficult it is for human beings to identify Al
generated voices.

The process for collecting evaluations is depicted in Fig. 11. When
users access the website, they will first see an introduction explaining
the purpose of the experiment. Then they will be directed to a form
where they’ll provide some personal information that may be relevant
for future studies, such as whether they are native English speakers,
their level of education, age, and country of origin. Once the form is
completed, data are securely stored in the platform’s database for later
statistical analysis. On the next page, users will find a brief calibration
stage to adjust their audio settings and get a sense of how the experiment
works.

After clicking Play, the game starts. The system plays an audio
recording that has been randomly selected from the database and asks
the user to evaluate whether it is “Human”, “Sounds Human”, “Sounds
AI”, or “AI”. With this information the system obtains the accuracy and
also the certainty (if the person answered with confidence). As a result,

RESULTS VISUALIZATION

-
\-M,
~—

UseR, [savepoamA |
USER SAVED DATA

Fig. 11. Graphical description of the web application developed to obtain

manual evaluation of Human and Al voices.

the website shows the statistics of the current game (see Fig. 12),
encouraging the user to “play” again, so we could get more results.
Finally, the results stored in the database can be analyze using a Data
Visualization tool.

The website used The Fake-or-Real Dataset created by the Lassonde
School of Engineering of York University, Toronto, Canada [41], also
available on Kaggle [42]. This dataset is a collection of >195,000 audios
from real humans and computer-generated speech [43]. In addition, the
website incorporated some of the audios that were used for testing the
Smart Personal Assistants, so we were able to evaluate how difficult is
for humans to distinguish between the human and Al cloned voices used
to test the SPA’s privacy levels. In total we collected 890 responses.

The results show that distinguishing between human and AI gener-
ated audios is indeed challenging. As shown in the Global Confusion

Results
You have finished the test

Wour accuracy is: 705
Your certainty is: 100%

Compare yourself!

This is how you compare to other players:
59.53%

Native

This is how you compare to other native players:
GE.B5%

This is how you compare to other non native players:
55.42%

Demographics

This it how you compare to people in your age group:
.01

2
®

This is how you compare ta people with your level of education:
62.09%

This is how you compare to people from your country:

wn
~
§

Thank you for your participation.

Fig. 12. Example of website results.
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Matrix (Fig. 13), 280 Al audios and 228 human audios were correctly
identified, while 169 human audios where mistakenly identified as Al
and 213 Al generated audios were misidentified as Human. These values
yield an accuracy of 57.1% (from 53.8% to 60.3% with a 95% confi-
dence interval). Standard deviation is 1.66 and the p-value is less that
0.05. These results demonstrate the difficulty that humans face in
identifying synthetic voices as non-human and also show how Al-
generated speech models can effectively deceive humans. The reason
for such low accuracy is because there are too many computer-generated
audios misclassified as human (213 out of 493), even though 57% of the
human audios where correctly classified as human. The system also
collected demographic data, and it is interesting to observe that the
highest accuracy is attained by the middle-age category, although the
sample size is the smallest, so the uncertainty range is the largest. For the
group younger that 30 years old the accuracy is 57.1% [51.3% — 62.8%],
for ages between 30 and 50 the accuracy is 62.5% [51.6% -72.3%], and
for ages greater that 50 the accuracy obtained is 56% [52.0% —60.4%].
All the results show a narrow margin above 50% which suggests that
humans lack the psychoacoustic discernment necessary to identify so-
phisticated synthetic speech. This implies that a machine learning model
to distinguish real and fake voices needs to outperform humans by
detecting features invisible to the human ear. If voice cloning success-
fully replicates a subject's unique biometric signature but fails to simu-
late the organic nuances of human speech production, a dedicated
Synthetic Speech Detection model will serve as a critical secondary
authentication factor to improve security in SPAs.

Data obtained by the platform also highlights that synthetic voice
generated with the most updated Al voice cloning tools are more likely
to deceive humans, because the majority of the samples were classified
as human. Fig. 14 shows the results corresponding to audios generated
with three Al cloning systems: Lovo, PlayHT and ResembleAl. The graph
shows the percentage of people who correctly identified these voices as
Al Lovo, which was discarded because the commands that it generated
didn’t sound natural or alike the owner’s voice, obtained the worst re-
sults fooling humans. With a recognition rate of 33% as Al it is a better
algorithm than the synthetic voices in the database because only one-
third-of the users classified these voices as Al, however the other Al
cloning systems performed better because they fooled even more people.
ResembleAl, which was the AI model able to unlock Apple HomePod,
was only detected as Al voice by 27%. PlayHT was identified as Al only
by 8% of the users, meaning that the sound is very human-like or very
realistic.

The demographic data gathered before the user starts playing the
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Fig. 13. Confusion Matrix of human classification of voices.
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Fig. 14. Human classification of voices generated with Al models.

game may be very useful to carry out social science studies on such an
emerging threat as vishing. As a matter of fact, the game can provide
useful data to identify which population segments are more vulnerable
to this kind of attack, so that effective policies can be developed to
protect them. In addition, the game can be also used by more skilled
users to keep improving their capabilities to distinguish between real
and synthetic voices to avoid more sophisticated and high-impact at-
tacks such as corporate espionage.

6. Conclusions

The tests conducted in this research have demonstrated that personal
assistants from the most widespread brands do a good job distinguishing
between actions that do not pose risks and commands that reveal per-
sonal information or perform specific actions. When harmless actions,
such as playing music or checking the temperature, are requested, the
devices accept any voice without the need for validation. However,
when personal data is requested or actions such as sending messages or
making calls are demanded, all devices require a user voice validation
process. The tests carried out have shown that this validation is based on
recognizing personal traits in the activation command (“Hey Siri,” “Hey
Google,” or “Alexa”).

The experimental tests presented in this article demonstrate that the
use of synthetic voices poses a risk to accessing Personal Assistants. With
text-to-speech systems, only harmless actions can be performed because
the generated voice is generic and does not include the owner's char-
acteristic traits. However, with recorded voices of the registered user, it
has been possible to execute sensitive commands, even bypassing the
attempted protections of Apple HomePod and Google Home Mini
against recorded voices. Nevertheless, using a recorded activation
command is not considered a significant threat since such recording is
typically difficult to obtain.

The greatest success in attacking Personal Assistants has been ach-
ieved by applying generative Al to imitate the registered user’s voice.
The AI models have allowed for the generation of activation commands
with the voice’s characteristic traits of the device owner, enabling the
execution of sensitive commands. The risk associated with this attack
method is that the generative Al model is trained using the owner’s voice
recording that do not include any of the words that are part of the
activation commands. The method PlayHT activated all the SPAs except
the Apple HomePod. However, the current version can only be trained
with specific sentences instead of free speech. On the other hand,
Resemble. Al was able to surpass the validation algorithm of all the SPAs.
In the case of the HomePod the authentication algorithm didn’t achieve
an internal confidence level as high as with the real owner’s voice, but it
was high enough to active the device. One main advantage of Resemble.
Al is that it can be trained with any recording of the victim (a TED talk, a
TV interview, a Conference, etc.). Finally, using SV2TTS, that can also be
trained with any voice recording, the results were not that satisfactory.
Sound quality was worse than with the other models, and only Alexa was
vulnerable to the generated voice.

As a protection against this kind of attacks, it was proposed to
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implement systems to differentiate human voiced from deepfake voices
as part of the authentication algorithm [44]. A web-based system was
developed to gather information about how humans classify synthetic
voices and human voiced. It came as a surprise that humans are not very
effective at this task, especially in the case of voices generated with the
Al models analyzed. In the case of ResembleAl, which was the best
impersonating the owner with all SPA devices, human users labeled
these voices as human in most of the cases. Only 27% of the experiments
correctly labeled these voices as synthetic (with a MoE Margin of Error
of 12% for a confidence level of 90%). Therefore, the development of an
automatic classifier to detect deepfake audios is a very challenging task.
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