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Abstract

Voice phishing, commonly known as vishing, has become one of the fastest-growing threats
in social engineering. The rapid advancement and accessibility of Al voice cloning tools
have enabled attackers to produce highly convincing synthetic speech at minimal cost,
driving a sharp increase in impersonation fraud. Accordingly, automatic detection of
synthetic voices could contribute, as one component of a broader defense, to mitigating
vishing attacks. This paper studies the automatic detection of Al-generated speech, with
a particular focus on how well such detectors generalize beyond their training data to
modern, unseen synthesis methods. Two detection approaches are evaluated: a Residual
CNN (convolutional neural network) trained as a binary classifier on three different time—
frequency representations and a one-class learning strategy with a ResNet-18 backbone,
yielding four models in total. Models were trained on the well-known ASVspoof 2019
Logical Access dataset and tested on its standard partitions. Then, models were tested on
the SONAR benchmark, which gathers voices generated with state-of-the-art synthesis
techniques unseen during training. Experimental results show that, on the modern systems
gathered in SONAR, all four configurations fall close to chance. The LFCC one-class
detector generalizes comparatively best, but the apparently higher accuracy of some models
reflects a tendency to label most speech as spoofed. These findings indicate that the
evaluated detectors can provide, at most, a partial security layer against vishing driven by
current and emerging speech-synthesis technologies, although continuous model updates
are recommended.

Keywords: Al-generated speech; spoofing detection; residual CNN (convolutional neural
network); one-class learning; generalization; vishing

1. Introduction

In the second half of 2024, vishing attacks surged 442% relative to the first half of the
year, as adversaries increasingly leveraged Al-generated voices to conduct impersonation
fraud at scale [1]. The financial sector is especially concerned: Organizations face average
annual losses of $14 million per vishing incident [2], and business email compromise
attacks that incorporate vishing elements accounted for nearly $2.8 billion reported losses
in the United States during 2024 [3]. These figures reflect a structural shift in the threat
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landscape, one in which the barrier to executing a convincing voice impersonation has
effectively collapsed.

Over the past decade, advances in artificial intelligence have enabled increasingly
realistic synthetic content across multiple domains, including text, images, and speech.
The study presented in this article is a continuation of previous research related to synthetic
media and security in household devices, such as smart personal assistants [4], wearable
devices [5], and biometric identification [6,7], and their impact on social networks [8,9]. In
particular, modern speech synthesis and voice conversion techniques can now generate
audio samples that closely reproduce the characteristics and nuances of human speech [10],
supporting applications such as accessibility tools and conversational assistants.

However, as Al-generated audio becomes harder to distinguish from bona fide speech,
concerns about authenticity and trust in voice-mediated interactions have intensified. From
a security perspective, synthetic voices can be weaponized for impersonation and social-
engineering attacks against voice-based services, including biometric authentication and
smart personal assistants [11,12]. Real-world case reports have highlighted the potential
of voice deepfakes to bypass security measures and undermine confidence in digital
transactions [13]. Moreover, recent evidence indicates that criminals may deploy partial
deepfakes in real-world scams, deceiving both humans and automated systems [14].

These threats have motivated focused research on audio deepfakes and counter-
measures (e.g., Gao, 2022) [15-17] and standardized evaluations such as the ASVspoof
challenges [18,19]. Despite substantial progress, robust detection remains challenging in
practical settings, particularly when models are confronted with unseen synthesis methods
or mismatched audio conditions [20,21].

In this work, we study the automatic detection of Al-generated speech by retraining
two reference countermeasures from ASVspoof 2019 Logical Access: a residual CNN trained
as a binary classifier [22] and a one-class learning approach based on OC-Softmax [23]. To
reduce duration-based shortcuts, we filter the dataset to include only utterances between
two and four seconds and evaluate generalization to unseen spoofing techniques, including
the modern synthesis systems gathered in the SONAR benchmark.

This article builds directly upon the first author’s Bachelor’s thesis (Automatic Detec-
tion of Al-Generated Audio), openly archived in the institutional repository, from which the
present study inherits its problem formulation, the choice of reference countermeasures,
and part of the experimental infrastructure. That earlier work centered on assembling
a detection pipeline and contrasting it with human perception; the focus here is deliber-
ately different, shifting toward generalization. The central research question is therefore
not whether a given architecture can detect known attacks—which is already a largely
solved problem on in-domain data—but how far detectors trained on a single benchmark
(ASVspoof in this case) remain useful once the synthesis landscape moves on.

2. Related Work

Synthetic speech detection has emerged as a critical area of research in recent years
due to the rapid development of high-quality text-to-speech (TTS) and voice cloning
technologies [16,17,24,25]. Modern Al-generated voices can closely replicate the character-
istics of human speech, leading to security risks (e.g., spoofing voice authentication systems)
and misinformation concerns [26]. In light of this, the speaker recognition community
has established shared benchmarks—such as the ASVspoof challenges—to promote the
design and deployment of effective countermeasures against synthetic speech attacks. The
ASVspoof 2019 challenge, in particular, provided a comprehensive, large-scale dataset of
both logical access (LA) attacks (i.e., synthetic or converted speech) and physical access (PA)
replay attacks, created with state-of-the-art TTS and voice conversion (VC) systems [27].
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Research conducted since around 2017 has increasingly focused on distinguishing bona fide
human speech from such Al-generated voices, building on these standardized datasets [28].
Early approaches to synthetic speech detection often relied on compact signal models
and handcrafted acoustic features. For example, the inaugural ASVspoof 2015 challenge [18]
applied Gaussian mixture models (GMMs) using features like Mel-frequency cepstral
coefficients (MFCCs) as baseline detectors. While the methods could recognize some
obvious signal distortions, their performance against more sophisticated attacks was limited.
Beyond GMM-based baselines, classical machine learning pipelines (including Random
Forest and Support Vector Machines, among others) using MFCC descriptors have also
been explored for deepfake audio detection [29]. In the ASVspoof 2019 Logical Access
track, a GMM with linear frequency cepstral coefficients (LFCCs) achieved an Equal Error
Rate (EER) of 13.54%, and even a stronger CQCC-GMM baseline (using constant-Q cepstral
coefficients) only reached an EER of 11.04% [30]. Such results showcased the need for more
powerful classifiers and richer feature representations as synthetic voices became more
realistic. Over the past few years, there has been a dramatic shift in this field towards deep
learning-based methods that significantly outperform traditional approaches [24].

Modern state-of-the-art systems predominantly use deep neural networks (DNNs) to
automatically learn discriminative speech representations—although spectrogram-based
machine learning approaches have also been proposed as lightweight alternatives for
deepfake audio detection [31]. Convolutional neural networks (CNNs) are widely used to
process spectrograms and other time—frequency features, capturing subtle patterns that can
differentiate between real and synthetic speech better than handcrafted features, and recent
works have proposed efficient residual CNN variants that combine max-feature-map
activations with depthwise separable convolutions [32]. Indeed, the first adoptions of deep
models already showed promise: A CNN-RNN hybrid model by Zhang et al. (2017) [33]
achieved then-best results on the ASVspoof 2015 dataset by combining convolutional
feature extraction with recurrent layers for temporal modeling. Later studies explored more
complex architectures, including residual networks (ResNets) or lightweight CNNs with
gating and recurrent units. An example of the latter is the Light Convolutional GRU-based
RNN (Recurrent Neural Network) proposed by Gémez-Alanis et al. (2019) [34], which
achieved an EER of 6.28% on the ASVspoof 2019 LA evaluation set. Compared to GMM
baselines, these deep models demonstrated a significant performance boost, with EERs
dropping about an order of magnitude in known scenarios.

One notable line of research has focused on one-class learning approaches and anomaly
detection techniques. Instead of training a binary classifier on real and synthetic samples,
these methods only learn the characteristics of real (bona fide) speech, aiming to detect
spoofed speech as deviations from this learned distribution. Zhang et al. (2020) [23] in-
troduced a one-class learning framework that uses a ResNet-18 backbone and a novel
loss function (One-Class Softmax) to concentrate the embeddings of real speech while
pushing away those of synthetic samples. This approach excelled at detecting unseen
attack types: Without any data augmentation, it achieved an EER of 2.19% on the ASVspoof
2019 LA evaluation set, surpassing all prior single-model systems on this benchmark.
Other recent architectures have integrated innovative network modules, such as attention
mechanisms [35] or channel-wise gated Res2Nets [36], to further enhance detection per-
formance. These studies demonstrate the community’s trend towards specialized deep
architectures (often ensembles of CNNs, ResNets, LSTMs, etc.) [37] finely tuned for identi-
fying synthetic speech patterns.

The choice of input features is also a key factor that has evolved over time. Classic
low-level representations such as Mel-frequency cepstral coefficients (MFCCs), linear
predictive cepstral coefficients (LPCCs), or spectral centroid features were common in early
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systems [38]. In later challenges, more effective features were introduced to target the
specific characteristics of synthetic audio. The ASVspoof 2019 baseline models, for instance,
integrated two other types of cepstral coefficients, constant-Q cepstral coefficients (CQCCs)
and linear-frequency cepstral coefficients (LFCCs), paired with GMM classifiers [27]. Then,
as deep learning gained traction, many systems began to feed raw audio waveforms
or spectrograms directly into neural networks. Time—frequency representations of high
resolution, such as Short-Time Fourier Transform (STFT) magnitude spectrograms, Mel-
spectrograms, and Constant Q Transform (CQT) spectrograms [39], allow CNN-based
models to learn the relevant feature filters automatically. Overall, the field has seen a
shift from handcrafted features to automated feature learning, though hybrid approaches
(combining multiple types) are still common.

Multiple datasets have been released to support research and benchmarking in this
area. The ASVspoof series provides the foundational collection: ASVspoof 2015 [18]
focused on common voice conversion and text-to-speech attacks of that era, while ASVspoof
2019 [19] greatly expanded the scale and diversity of attacks by adding new techniques.
In particular, the ASVspoof 2019 Logical Access (LA) partition includes spoofed and
bona fide utterances from 107 speakers (male and female) across a wide range of both
TTS and VC algorithms, all derived from the Voice Cloning Toolkit (VCTK) corpus [40].
Beyond the ASVspoof data, other datasets have aimed to cover different languages and
more diverse generation methods. The Fake-or-Real (FoR) dataset [41] is one remarkable
example: It contains over 87,000 synthetic samples generated by a variety of modern
TTS systems and more than 110,000 genuine utterances. This collection includes highly
natural-sounding fakes (often indistinguishable by humans) and is sufficiently large to
train complex deep models (e.g., an Inception-v3 CNN). Also, the CFAD (Chinese Fake
Audio Detection) dataset [42] provides a Mandarin Chinese benchmark with 12 different
audio generation methods, and its audio samples include further augmentations with real-
world degradations like background noise and reverberation. More recently, Li et al. [24]
introduced SONAR, an evaluation framework sourced from nine diverse TTS providers,
which span both commercial APIs and state-of-the-art open-source models, and it unifies
traditional and foundation model-based approaches under a common evaluation protocol.
Their results showed that while existing detectors perform well on established benchmarks,
they suffer substantial accuracy drops when confronted with the most advanced synthesis
systems, reinforcing the need for continuously updated evaluation protocols.

Beyond the challenge of detecting unseen spoofing techniques, further research on
Al-based cybersecurity systems highlights a fundamental tension between robustness and
resource efficiency. Moskalenko et al. [43] proposed a model architecture and training
method for resource-constrained Al systems that integrates dynamic neural networks with
resilience-aware meta-learning, achieving simultaneous improvements in robustness to
adversarial attacks, fault injections, and concept drift while reducing computational cost by
over 30%. Their framework explicitly addresses the distribution shift problem, which is a
concern closely related to the generalization gap observed in synthetic speech detectors
when confronted with synthesis architectures unseen during training. This perspective
suggests that improving countermeasure generalization may require not only richer feature
representations or larger training sets but also training strategies explicitly designed to
anticipate and absorb domain perturbations.

Another important aspect in the literature is the evaluation of human ability to detect
synthetic speech. Surprisingly, even as algorithmic detectors have improved, studies show
that human listeners often struggle to detect Al-generated voices. For instance, a recent
experiment with over 500 participants found that humans correctly identified deepfake
speech only about 73% of the time on average [44]. This was true even when comparing
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English and Mandarin speech, and providing a brief training exposure to deepfakes only
resulted in a slight improvement. Namely, high-quality synthetic voices can fool humans
almost one out of four times. Moreover, partial fake speech (i.e., where only a few words
are synthetically replaced) has been shown to be even harder to detect: human listeners
identified it correctly only about 17% of the time, and existing speaker recognition systems
were deceived with success rates of up to 97% [14].

Concurrently, work on authentication robustness has shown that the problem extends
beyond human perception: Hong et al. [21] demonstrated that state-of-the-art speaker
verification systems can be easily bypassed by open-source voice cloning models trained
on as little as ten minutes of target speech. However, they also found that anti-spoofing
detectors trained in-domain fail to generalize to unseen synthesis architectures, exposing a
critical gap between benchmark performance and real-world security.

3. Proposed Methodology

To investigate the automatic detection of Al-generated audio under controlled condi-
tions, this work adopts and retrains reference models from the ASVspoof 2019 Challenge,
focusing on the Logical Access (LA) partition of the dataset. In particular, the data pre-
processing stage was modified to filter the dataset and only include audio samples with
durations between two and four seconds. This constraint was introduced to mitigate
potential biases linked to audio length and to ensure that the models learn to discriminate
based exclusively on acoustic properties. A key decision was to compare four distinct types
of audio features—spectrograms, MFCCs, CQCCs, and LFCCs—each tested independently
to isolate their influence on classification performance.

3.1. Technical Overview

The automatic detection pipeline begins with data preprocessing, followed by feature
extraction to obtain substantial audio representations. Each representation is then passed to
a classification model trained to distinguish between real and synthetic speech. This work
considers four different types of audio features, each obtained from the same audio sam-
ples: spectrograms, Mel-frequency cepstral coefficients (MFCCs), linear frequency cepstral
coefficients (LFCCs), and constant-Q cepstral coefficients (CQCCs). These features differ in
their signal representation approach, frequency resolution, noise sensitivity, and capacity
to capture synthetic speech artifacts.

The spectrograms used in this project correspond to the logarithmic magnitude of
the Short-Time Fourier Transform (STFT) of the audio signal. Specifically, the STFT is
computed using Hamming windows of size 2048 with 25% overlap [45]. The magnitude of
each frequency component is then calculated and converted to the logarithmic scale. This
results in a time—frequency matrix that captures the detailed spectral characteristics of the
input waveform. Unlike handcrafted features (such as MFCCs or CQCCs), this format is
relatively raw; however, it exploits the representation learning capability of deep neural
networks, which can learn higher-level features directly from the spectrogram within their
hidden layers [22].

Mel-frequency cepstral coefficients (MFCCs) are computed by first applying the STFT
to the audio signal, and the obtained frequency spectrum is then mapped—through a
filter bank—onto a Mel scale that approximates the way humans perceive sound. Finally,
a discrete cosine transform (DCT) is applied to decorrelate the resulting coefficients [46]. In
this work, the first 24 coefficients are extracted to represent each audio frame [22]. MFCCs
yield a compact representation that highlights relevant frequency bands, although they
may be less sensitive to the subtle distortions introduced by advanced speech synthesis
techniques, which can reduce their effectiveness under noisy or varying channel conditions.
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Constant-Q cepstral coefficients are based on the Constant-Q Transform (CQT), which
uses geometrically spaced frequency bins instead of the regularly spaced bins used by the
STFT. This method provides higher frequency resolutions at lower frequencies and higher
temporal resolutions at higher frequencies, aligning well with the human perception of
pitch and timbre. To compute CQCCs, the CQT is first applied to the audio signal, followed
by the calculation of a power spectrum and its conversion to the logarithmic scale. Next,
uniform resampling is performed, and finally, a DCT is applied to produce the cepstral
coefficients [22]. CQCCs have been shown to outperform traditional cepstral coefficients in
multiple spoofing detection challenges by successfully highlighting synthesis artifacts that
appear both in low and high frequencies [47,48].

Linear frequency cepstral coefficients (LFCCs) share a similar computational process
with MFCCs but differ mainly in the use of a linear frequency scale rather than the Mel
scale. This linear spacing ensures uniform resolution across the entire frequency spectrum,
retaining high-frequency details that may contain discriminative cues for synthetic audio.
LFCCs have demonstrated stronger performance in spoofing detection tasks, particularly
against voice conversion attacks that introduce anomalies in the high-frequency range [48].

Each of these feature types offers specific advantages and trade-offs. Spectrograms
retain rich temporal dynamics and detailed spectral information but require more com-
putational resources and larger training datasets. MFCCs and LFCCs offer compact rep-
resentations with varying frequency resolutions, balancing efficiency and classification
performance. CQCCs stand out for their frequency scaling similar to human perception
and their ability to detect subtle artifacts.

3.2. Model Design

This work implemented and compared two distinct models for synthetic speech
detection, both inspired by high-ranking systems in the ASVspoof 2019 Challenge. Each
model uses different input features and architectural designs, enabling an assessment of
how different representations and learning approaches affect generalization to unseen
spoofing techniques.

The first model is based on the system proposed by Alzantot et al. (2019) [22] for
the ASVspoof 2019 competition. It employs deep residual convolutional neural networks
(ResNets) trained on three types of input features—spectrograms, MFCCs, and CQCCs—
which are represented as two-dimensional matrices (along time and frequency axes), re-
shaped as image-like tensors, and processed through a stack of residual blocks. Each
residual block (see complete structure in Figure 1) contains convolutional layers followed
by normalizations (batch for spectrograms and group for MFCCs and CQCCs), leaky-ReLU
activations, and dropout layers (to avoid overfitting), together with skip connections that
facilitate gradient flow during training and prevent issues like vanishing gradients.

Before the final classification layer (see global architecture in Figure 2), the output
of the last residual block is flattened and fed directly to two fully connected layers that
produce the final binary prediction, indicating whether the input corresponds to human
or spoofed speech. During training, the model minimizes the standard cross-entropy loss
between the predicted class labels (bona fide vs. spoof) and the ground truth.

While the three variants of this model (trained on spectrograms, MFCCs, and CQCCs)
share an almost identical structure, they differ in the shape of their input tensors due to the
specific dimensionality of each feature type. As a result, the dimensionality of the first fully
connected layer varies according to the input feature type.
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Figure 1. Detailed architecture of each residual block [22].
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The second model follows the one-class learning approach presented by Zhang et al.
(2020) [23]. Instead of treating spoof detection as a binary classification problem, this
method focuses exclusively on modeling the bona fide class and seeks to separate unseen
spoofing attacks in the embedding space. This is achieved by applying a ResNet-18
backbone to LECC audio features as input. The model is trained with an innovative OC-
Softmax (One Class Softmax) loss function—also proposed in [23]—which encourages
compact clustering of bona fide embeddings while simultaneously pushing away potential
spoofed samples at inference time. Figure 3 illustrates this by showing the embedding
space and how clusters are formed when applying different loss functions.
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Figure 3. Embedding space division applying three different loss functions [23].

The OC-Softmax loss function applies a cosine-based projection of embeddings onto
a unit hypersphere, introducing an angular margin to penalize deviations from the class
center. This makes the system especially robust against unseen attack types, which is a
truly beneficial property for the ASVspoof evaluation set, as it includes spoofed samples
generated with algorithms not present in the training set.
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All models were trained and tested on a subset of the ASVspoof 2019 Logical Access
dataset, containing audio clips between 2 and 4 s long. Evaluation was performed on the
corresponding filtered evaluation set to ensure consistency in input length.

4. Implementation and Experiments

The experiments in this project consisted of retraining spoofing detection models on
a subset of the ASVspoof 2019 Logical Access dataset and then evaluating them on both
the development and evaluation partitions of said subset, as well as on an independent set
of external audio samples generated by third-party tools. The main goal was to assess the
models’ generalization capacity to classify unseen spoofing techniques.

4.1. Dataset

The ASVspoof 2019 challenge is a broadly adopted benchmark for synthetic speech de-
tection. Its Logical Access (LA) set has a large collection of both real (bona fide) and spoofed
audio recordings. The latter are generated using a variety of advanced text-to-speech (TTS)
and voice conversion (VC) techniques, which makes it a suitable dataset for training and
evaluating spoofing detection models. The data is split into three partitions—training, de-
velopment, and evaluation—and each of them contains a diverse set of speakers, balanced
between male and female participants [27].

A key preprocessing decision in this work was to filter the dataset to only include
audio clips with durations between two and four seconds. This choice was intended to
reduce the risk that models attend to superficial temporal or length-based features rather
than focusing on the acoustic properties of the audio samples. Although the absolute
number of samples in each partition is reduced, the class balance of the retained data stays
close to that of the full dataset (Table 1).

Table 1. Counts and ratios (SP-BF) before and after filtering the data by duration.

Set Class Original Count Original % Filtered Count Filtered %
train SP 22,800 89.83% 13,208 87.63%
! BF 2580 10.17% 1865 12.37%
d SP 22,296 89.74% 12,350 88.2%
v BF 2548 10.26% 1653 11.8%
eval SP 63,882 89.68% 33,401 86.17%
BF 7355 10.32% 5360 13.83%

The original dataset presents a wide range of utterance lengths, with some samples
extending beyond 10 s in some cases and a notable skew towards shorter durations. Figure 4
shows the distribution of audio lengths by class for each partition of the dataset, both before
and after filtering. Once the filtering is applied, the distribution of audio lengths becomes
more uniform and tightly constrained within the targeted range, effectively removing
outliers and reducing variance.

Beyond making the length distribution more uniform, restricting the data to the 24 s
range serves a second, more important purpose, which becomes clear when looking at how
the two classes are distributed across durations rather than at the aggregate counts. In the
training partition, the shortest and longest clips are almost entirely spoofed: Around 96.7%
of the clips under two seconds and 94.9% of those between five and ten seconds belong
to the spoofed class, so duration alone becomes a strong cue for the class a clip belongs
to. Within the 2—4 s band, by contrast, the proportion of spoofed clips (about 87.6%) is
considerably more stable and close to the global ratio of the full dataset. Keeping only
this band therefore preserves a class balance comparable to the one used in the original
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work—where the dataset is taken as a whole, without accounting for possible duration
biases—so that the results remain comparable while preventing the models from using
duration as a shortcut to infer the class instead of attending to the acoustic properties of

the audio.
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Figure 4. Distribution of audio lengths by class for each partition before and after filtering.

In addition to the ASVspoof 2019 data, this work evaluates the trained models
on the external SONAR benchmark [24], a recent framework designed to test deepfake
speech detectors against modern synthesis. SONAR gathers spoofed speech from nine
diverse state-of-the-art text-to-speech (TTS) systems—including commercial APIs and
open-source/foundation-model generators such as VALL-E, Seed-TTS, VoiceBox, Natural-
Speech3, xTTS, FlashSpeech, PromptTTS2, AudioGen, and OpenAl TTS—alongside bona
fide human recordings. This set contains 9077 clips (2274 bona fide and 6803 spoofed).
Because every generator in SONAR post-dates the ASVspoof 2019 attacks and was un-
seen during training, this set provides a far stronger test of generalization to current and
emerging synthesis than in-domain evaluation. All clips are processed through the same
preprocessing, feature-extraction, and scoring pipeline used for ASVspoof 2019 so that the
protocol, metrics, and output format remain identical across sets.

4.2. Setup and Configuration

The preprocessing and data handling stages were implemented in separate modules
corresponding to each model architecture. In both cases, these scripts perform loading,
batching, and basic audio transformations in order to prepare inputs to be fed into the models.

Feature extraction was performed externally using MATLAB R2023b scripts—specifically
for CQCCs and LFCCs—which involved computationally intensive processes and resulted
in large .mat files. This approach aligns with the original papers” methodologies and
ensures accurate calculations of these specialized features. One advantage is that prepro-
cessing audio samples can be done using parallel processing techniques [49].

The values of the training hyperparameters were set to those recommended as optimal
by the original authors of the models. For the first model, Alzantot et al. (2019) [22]
suggested using a learning rate of 0.0001 and a batch size of 32, while Zhang et al. (2020) [23]
recommended a learning rate of 0.0003 (with 50% decay every 10 epochs) and a batch size of
64 for the second model. In terms of experimentation, the only variable that was modified
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was the number of training epochs, as multiple versions of each model were trained to
observe their performance differences and identify the best-performing configurations.

In some cases, early stopping was implemented with a considerably small threshold
(e = 1 x 1071%9). For instance, the MFCC model trained for 91 epochs (see Section 4.3) was
stopped early due to this condition. However, the internal configurations and structures
of the models—such as optimizers, schedulers, and other architectural details—were kept
consistent with the original designs, ensuring that any differences in performance could be
attributed to the number of epochs rather than to changes in model setup.

4.3. Training and Validation

For each feature type (spectrograms, MFCCs, CQCCs, and LFCCs), several models
were trained with different numbers of epochs in order to identify the most effective
configurations. All models were trained on a DGX server using an NVIDIA H200 Tensor
Core GPU with 141 GB of high-bandwidth memory. The resulting training times, along
with the remaining computational-cost figures, are reported in Section 4.5.

As mentioned above, the proposed training pipelines were minimally modified to
adapt to the filtered dataset, keeping the original architectures and hyperparameters as
close as possible to the ones described in the papers. In terms of loss functions, the first
model used a weighted cross-entropy loss to compensate for the class imbalance in the
training data. Thus, the ratio of weights assigned to the bona fide and spoofed classes
was 9:1, respectively [22], given that the training set contains approximately 90% spoofed
samples and 10% bona fide samples (see exact percentages in Table 1). For the second model,
the tailored OC-Softmax loss function was used, which focuses only on the real speech
distribution and aims to separate unseen spoofing attacks in the embedding space [23].

In terms of evaluation, the primary performance metrics considered were accuracy and
Equal Error Rate (EER). The former measures the fraction of correctly classified samples,
while the latter is calculated by identifying the point where the false acceptance rate (FAR)
equals the false rejection rate (FRR). These metrics are commonly used in spoofing detection
tasks and together provide a comprehensive view of the models’ performance across both
classes. It should be noted, however, that the t-DCF (tandem-detection cost function) [50]
suggested by the ASVspoof 2019 organizers was not used in this project. The t-DCF metric,
designed for speaker verification tasks, incorporates factors like user identity, which are
not relevant to this work’s focus on detecting whether an audio is real or spoofed.

The models performed significantly well on the training and development sets; notwith-
standing, performance on the evaluation set dropped, as discussed in the next section.

4.4. Performance Analysis

The performance of the models was first analyzed in-domain on the training, devel-
opment, and evaluation partitions of ASVspoof 2019. These in-domain accuracies are the
basis on which a representative version of each feature type was selected for the detailed
analysis of Section 5. The metrics considered in this section are accuracy—to measure the
proportion of correctly classified instances—and the Equal Error Rate (EER)—to compare
the performance against the original models.

The first analysis is based on the performance of the models on the training and
development sets. As expected, the accuracy is higher in the training set than in the
development set for all models (Figure 5). However, for most models, the difference
in accuracy between the two sets is barely noticeable (see numerical values in Table 2),
except when using MFCCs as input features. Additionally, it appears that increasing the
number of epochs does not notably affect accuracy, indicating that the model is not learning
more with additional epochs (nor is it overfitting). But again, this trend does not hold for
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the models trained on MFCCs, where increasing the number of epochs actually results in a
drop in development accuracy.

Accuracy by Model in Train and Dev
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Figure 5. Accuracy bar plot of each model on the training and development sets.

The perfect training accuracy can be attributed to the models’ ability to memorize
the underlying details of the training samples. This suggests that, after a certain point,
the models are not learning new patterns but rather focusing on the characteristics of the
training set.

Table 2. Accuracy and EER values of each model on the training and development sets.

Model Train Accuracy Dev Accuracy Dev EER Original Dev EER

spect_75 1.000000 0.995358 0.004344 0.0011
spect_100 1.000000 0.995358 0.004263 0.0011
spect_200 1.000000 0.995430 0.002929 0.0011
mfcc_75 0.999668 0.972577 0.043822 0.0334
mfcc_91 0.999602 0.978290 0.040631 0.0334
mfcc_200 0.999536 0.971649 0.090397 0.0334
cqec_100 0.999934 0.995001 0.006728 0.0001
cqec_200 1.000000 0.995215 0.008567 0.0001
lfcc_75 1.000000 0.997143 0.007395 0.0020
lfcc_100 1.000000 0.997286 0.005475 0.0020
Ifcc_200 1.000000 0.997143 0.007314 0.0020

Bold values indicate the best development accuracy within each feature type group.

The EERs calculated for each model (shown in Table 2) are generally higher than those
reported in the original papers for the development stage. This is not surprising given the
reduced dataset size after the filtering process (training on a smaller dataset may result in
less specialized models). Furthermore, it is worth noting that the original models might
have indirectly incorporated the duration of the audio samples as a feature, which could
have contributed positively to their performance on the original dataset. While it is difficult
to determine the exact impact of this hypothesis, it is a plausible factor to consider.

The evaluation set, which contains spoofed audio generated using techniques different
from those used to generate the training set, shows a decrease in accuracy for all models
(Table 3). The spectrogram-based models suffer the greatest drop in performance, while the
LFCC model maintains the highest accuracy. This suggests a better generalization ability of
the one-class approach in handling spoofing techniques not seen during training.
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Table 3. Accuracy and EER values of each model on the evaluation set.

Model Eval Accuracy EER Original Eval EER
spect_75 0.788447 0.139396 0.0968
spect_100 0.797348 0.125166 0.0968
spect_200 0.780940 0.137352 0.0968
mfcc_75 0.842393 0.147221 0.0933
mfcc_91 0.832538 0.133189 0.0933
mfcc_200 0.843941 0.136575 0.0933
cqec_100 0.833338 0.104786 0.0769
cqec_200 0.757462 0.119310 0.0769
lfcc_75 0.934573 0.036393 0.0219
lfcc_100 0.931426 0.035325 0.0219
lfcc_200 0.932948 0.034899 0.0219

Green cells indicate models that outperform the all-spoof baseline (=86% accuracy); yellow cells indicate
models that do not. Bold values indicate the best evaluation accuracy within each feature type group.

When comparing model performance to a simplistic baseline model that classifies all
audio samples as spoofed, the models shaded in yellow in Table 3 perform worse than the
baseline, which would achieve an accuracy of around 86% due to the class distribution in
the evaluation set (see Table 1). The only model that surpasses this baseline is the LFCC
model (shaded in green) in all three versions (75, 100, and 200 epochs).

The EERs of the models on the evaluation set are also higher than those reported in
the original papers, following the same trend observed in the development set.

Taken together, these in-domain results are what guided the selection of a single
representative version per feature type, which is the basis for the comparison carried out
in the next section. The selection relied primarily on accuracy rather than on the EER, be-
cause in our experiments, the EER proved to be considerably more sensitive to the number
of training epochs. For instance, the development the EER of the MFCC model rises from
0.041 at 91 epochs to 0.090 at 200 epochs—more than doubling—whereas its development
accuracy stays within a 0.7-point band (0.972-0.978) over the same range (Table 2). As ac-
curacy offered a more stable and reproducible criterion for comparing configurations, it
was adopted as the main basis for choosing, for each feature type, the version that best
balances performance and training cost. Accordingly, the selected versions are as follows:
100 epochs for the spectrogram-based model, 75 epochs for MFCCs, 100 epochs for CQCCs,
and 75 epochs for LFCCs.

4.5. Computational Cost

Since the system is motivated by a practical, potentially real-time security setting,
the four selected models were assessed according to criteria relevant to deployment feasi-
bility: parameter count, multiply—accumulate operations (expressed as GFLOPs per clip),
per-clip inference latency and throughput on GPU, model size on disk, the real-time factor
(RTF), and total training time. Table 4 summarizes these metrics. All measurements were
obtained on the same DGX server used for training (NVIDIA H200 Tensor Core GPU with
141 GB of high-bandwidth memory; see Section 4.3).

The three residual classifiers are extremely lightweight (around 0.3 M parameters,
at most 3.4 GFLOPs per clip, roughly 1 ms per clip on GPU, and about 1 MB on disk),
whereas the LFCC-based one-class model is substantially larger (12.5 M parameters,
15.8 GFLOPs per clip, 47.6 MB) owing to its ResNet-18 backbone. Despite this, all four mod-
els run far faster than real time (RTF < 3 x 10~%), so inference latency is not a bottleneck
for any of them. Two caveats apply when comparing the RTF across the two families: The
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LFCC clips cover approximately 7.5 s of audio, compared with 4 s for the binary models,
and the reported LECC latency includes only the neural backbone, excluding the external
MATLAB-based feature extraction step required by the CQCC and LFCC pipelines. This
step would dominate end-to-end latency in a real deployment, and it should therefore
be considered when comparing feasibility against the spectrogram and MFCC pipelines,
which compute their features on the fly.

Table 4. Computational cost of the four selected models. The RTF is the inference time divided by the
audio duration; values below 1 indicate faster-than-real-time processing.

Model Params (M) GFLOPs/Clip Latency (ms) Throughput (Clips/s) Disk (MB) RTF Train Time

spect_100 0.316 3.350 1.157 864 1.24 0.00029 26.8 min

mfcc_75 0.256 0.235 1.066 938 1.01 0.00027 4.5 min

cqec_100 0.311 1.084 0.759 1318 1.23 0.00019 10.4 min

Ifcc_75 12.450 15.765 1.150 870 47.6 0.00015 21.1 min
5. Results

This section analyzes in detail the behavior of the four selected models—one rep-
resentative version per feature type—across the four data splits, first comparing their
accuracy, then their full set of metrics, and finally their behavior on each individual
spoofing technique.

Figure 6 compares the accuracy of these four models across the training, development,
and evaluation partitions of ASVspoof 2019 and the external SONAR benchmark.

Comparison of Selected Models Across ASVspoof2019 and SONAR
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Figure 6. Accuracy of the four selected models across the ASVspoof 2019 partitions (train, develop-
ment, and evaluation) and the external SONAR benchmark.

The figure shows a progressive loss of performance as the evaluation setting be-
comes more demanding. All four models memorize the training set almost perfectly
(accuracy ~ 1.0) and maintain very high accuracy on the development set (0.97-1.0). On
the evaluation set, which introduces spoofing techniques unseen during training, accuracy
drops to between 0.80 (spectrogram) and 0.94 (LFCC), with the one-class LFCC model
clearly being the most robust. On SONAR, accuracy falls much further (to 0.36-0.71), but
these values should not be interpreted in isolation, especially given the class imbalance in
this benchmark. Across every split, the ranking is preserved, with the LFCC model ahead
and the spectrogram model behind.

To look beyond raw accuracy, Tables 5 and 6 report a fuller set of metrics, each
with its 95% confidence interval written as a +margin. The balanced accuracy averages
the per-class accuracies and is therefore insensitive to the class imbalance; the F1 score
summarizes precision and recall on the minority bona fide class; the AUC measures ranking
quality independently of the decision threshold; the EER is the operating point where false-
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acceptance and false-rejection rates coincide; APCER and BPCER (reported for SONAR)
are the error rates on spoofed and bona fide clips, respectively.

Table 5. Metrics with 95% confidence interval (=margin) on the evaluation set for the four selected

models. Intervals are Wilson score (accuracy) and percentile bootstrap (remaining metrics).

Model Accuracy Balanced Acc. F1 AUC EER

spect_100 0.797 £0.004 0.872£0.003 0.571 £0.005 0.950 = 0.003 0.125 £ 0.004
mfcc_75 0.842 £ 0.004 0.857 £0.005 0.606 £0.007 0.921 +£0.003 0.147 £ 0.005
cqcc_100 0.833 £0.004 0.892£0.003 0.618 £0.006 0.957 £0.002 0.105 £ 0.004
lfcc_75 0.935 +0.003 0.958 + 0.002 0.807 &= 0.006 0.990 + 0.001  0.036 = 0.002

Bold values indicate the best result across all models.

On the evaluation set (Table 5), the confidence intervals are very narrow, largely
because this partition contains 38,761 clips. Therefore, the observed differences between
models are unlikely to be explained by sampling noise. Indeed, all pairwise differences are
statistically significant after applying McNemar'’s test with Holm correction (p < 10~°). The
LFCC model achieves the best performance across all metrics and is the only configuration
for which its accuracy is significantly above the all-spoof baseline of 0.862 (recall class
proportions per split from Table 1); the other three models fall significantly below this
reference value. However, this sub-baseline accuracy should not be interpreted as a collapse
into the trivial “always-spoof” rule. Their balanced accuracy remains above 0.85, indicating
that they still exploit acoustic evidence to distinguish between classes. Instead, the low
raw accuracy reflects errors on the novel attacks included in this partition, an effect that is
partly hidden by the strong imbalance toward spoofed samples. The gap between accuracy
and F1 (e.g., 0.833 versus 0.618 for CQCC) likewise reflects a high error rate on the minority
bona fide class.

Table 6. Metrics with 95% confidence interval (+margin) on the external SONAR benchmark. APCER
and BPCER are the error rates on spoofed and bona fide clips, respectively.

Model Accuracy Balanced Acc. AUC APCER BPCER
spect_100  0.356 £0.009 0.497 £0.010  0.533 &+ 0.014 0.785 0.221
mfcc_75 0.451 £0.010 0.490 +£0.011  0.500 &+ 0.014 0.589 0.431
cqcc_100  0.653 £0.008 0.491 £0.009 0.574 % 0.014 0.184 0.834
lfcc_75 0.707 £ 0.006  0.513 4= 0.008  0.558 + 0.014 0.098 0.875

Bold values indicate the best result for each metric.

On SONAR (Table 6), the picture changes completely. The balanced accuracy of all
four models falls to 0.49-0.51, and the AUC remains between 0.50 and 0.57. In balanced
terms, performance on SONAR is close to chance and not practically reliable: None of
the models reaches the all-spoof baseline of 0.75. The higher raw accuracy obtained by
CQCC (0.653) and LFCC (0.707) is therefore not evidence of reliable detection. Instead, it is
mainly caused by a strong tendency to predict “spoof”: APCER remains low (0.18 and 0.10),
but BPCER is very high (0.83 and 0.88), meaning that most bona fide clips are incorrectly
flagged as spoofed.

This collapse is consistent with the nature of SONAR: its spoofed clips are generated
by recent zero-shot and codec- or language-model-based systems, including VALL-E, Seed-
TTS, VoiceBox, and NaturalSpeech3, for which their artifacts differ from those present
in ASVspoof 2019. At the same time, its bona fide recordings also come from a different
domain, so the distribution shift affects both classes. Even under this harder setting,
the LFCC one-class model still achieves the best accuracy and balanced accuracy (and the
lowest APCER), while CQCC obtains the highest AUC. Thus, the two best models differ
depending on the metric, but both remain far from usable on modern synthesis.
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These trends are summarized by the ROC curves in Figure 7: the area under the
curve, between 0.92 and 0.99 on the evaluation set, collapses to 0.50-0.57 on SONAR for

every model.

ROC curves on EVAL set (95% bootstrap band) ROC curves on SONAR set (95% bootstrap band)
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Figure 7. ROC curves of the four models on the evaluation set (left) and on the external SONAR
benchmark (right). The dashed diagonal line represents random chance (AUC = 0.5).

Beyond the global metrics, since the spoofed clips were generated with different
methods, it was deemed interesting to examine which techniques are hardest for each
model to detect. Figure 8 reports the per-model detection accuracy for every spoofing
technique in the ASVspoof 2019 evaluation set.

Detection Accuracy by Spoofing Technique and Model (EVAL)
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Figure 8. Detection accuracy by model for each spoofing technique in the ASVspoof 2019 evalua-

tion set.

Two techniques, A17 and A18, stand out as by far the most difficult: Every model
struggles with A17 (from about 0.05 for the spectrogram model to 0.41 for LFCC), and A18
is detected reliably only by LFCC (~20.95, against 0.12-0.57 for the others), whereas the
remaining attacks (A07-A16) are detected almost perfectly by all four. According to the
ASVspoof 2019 documentation [27], both A17 and A18 rely on advanced voice-conversion
(VC) systems that do not require parallel training data and are considered highly deceptive.
A17 is built on a VAE-based voice-conversion pipeline that replaces the traditional vocoder
with a generalized direct waveform-modification method [51], rated among the most effec-
tive in the Voice Conversion Challenge 2018 for its ability to replicate the spectral structure
of natural speech [52]. Conversely, A18 implements a non-parallel framework grounded
in i-vector/PLDA (Probabilistic Linear Discriminant Analysis) speaker representation,
performing the conversion through a regression-based mapping in the i-vector space [53].
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The clear advantage of the LFCC one-class model on these two attacks is consistent with its

design: by modelling the bona fide distribution instead of memorizing specific attacks, it

flags these unusual conversions as deviations more effectively than the binary classifiers.
The same analysis on SONAR (Figure 9) shows the detection accuracy of each model

i
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on the spoofed clips of the nine generation tools in the benchmark.
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Figure 9. Detection accuracy by model on the spoofed clips of each generation tool included
in SONAR.

These accuracies are in line with the overall trend: the spectrogram model detects
almost none of the modern spoofed clips (accuracy below 0.36 for every tool), and the
MFCC model detects only somewhat more, whereas the CQCC and LFCC models flag
most of them, often above 0.7. The hardest sources for all models are OpenAl’s TTS and
NaturalSpeech3: Interestingly, OpenAl clips are almost entirely missed by the spectrogram
and MFCC models yet caught by LFCC (~0.99), while NaturalSpeech3 defeats every model
(at most ~0.50). It must be noted, however, that this figure shows only spoof recall: the
same CQCC and LFCC models that look strong here misclassify the majority of bona fide
clips as spoofed (BPCER above 0.83, Table 6), so their high per-tool accuracy reflects a bias
toward the spoof class rather than reflecting reliable discrimination.

In summary, the four detectors behave consistently across the two unseen-attack
scenarios, despite substantial differences in absolute performance. On the ASVspoof 2019
evaluation set, the LFCC-based one-class model is the only configuration that clearly
surpasses the all-spoof baseline, whereas on the modern synthesis gathered in SONAR,
all four models drop to chance level, with LFCC retaining the best accuracy and balanced
accuracy and CQCC retaining the best AUC. This widening gap between in-domain and out-
of-domain performance is the central finding of this work: detectors trained on ASVspoof
2019 do not, on their own, generalize successfully to current generation tools.

6. Conclusions

Throughout this project, various spoofing detection models were retrained and ana-
lyzed using a subset of the ASVspoof 2019 dataset. The models were evaluated across mul-
tiple datasets, including the training, development, and evaluation partitions of ASVspoof,
and the external SONAR benchmark, which gathers modern text-to-speech systems unseen
during training. This analysis provided valuable insights into the strengths and weaknesses
of current spoofing detection models.

The LFCC-based model, trained using a one-class learning approach, was the strongest
configuration on the in-domain ASVspoof partitions and the only one to clearly surpass the
all-spoof baseline on the evaluation set (although on the modern SONAR benchmark, its
advantage holds only in accuracy and balanced accuracy, not in AUC). Conversely, models
based on spectrograms, MFCCs, and CQCCs—despite achieving near-perfect accuracy
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during training and development—displayed significant performance drops on the evalua-
tion set and especially on the external dataset. Crucially, on the modern synthesis systems
gathered in SONAR, all four models—including the one-class detector—degraded to near-
chance discrimination, and none reached the all-spoof baseline. In fact, the comparatively
higher raw accuracy of some models is misleading: It stems from a strong bias toward
labelling speech as spoofed (BPCER above 0.83 for CQCC and LFCC), so most genuine
clips are flagged as synthetic. This suggests that detectors trained on ASVspoof 2019 do not,
by themselves, generalize reliably to current generation tools and, in a real vishing-defense
setting, this false-alarm behavior would itself be a serious practical limitation. Overall,
the results emphasize that, while the one-class approach generalizes comparatively better,
robust detection of present-day deepfake speech remains an open problem, and such sys-
tems should be understood as a limited and complementary security layer against vishing
rather than a standalone solution.

Several limitations should be considered when interpreting these results. All ex-
periments were run on clean benchmark audio, and the models were not tested under
conditions that characterize real vishing calls (telephone bandwidth and codec compres-
sion, background noise, reverberation, or emotional and conversational speech), so the
connection between the reported metrics and an actual phone-based attack remains to be
established. A possible use case would be a real-time component that monitors a call and,
when a voice is classified as likely synthetic, issues a discreet warning to the user: for exam-
ple, through a vibration or tone. However, this should be combined with other security
mechanisms rather than be treated as an independent defense. Finally, the comparison
is limited to the architectures evaluated in this work; benchmarking against recent large
pretrained audio models and transformer-based detectors and testing under degraded
acoustic conditions represent natural next steps.

As future work, several promising directions can be explored to enhance spoofing
detection systems. Firstly, given its comparatively better generalization in our experiments,
the one-class learning approach should be further investigated along with other methods
that leverage embeddings and latent space representations, such as those derived from au-
toencoders or variational autoencoders. Secondly, developing hybrid models that combine
the strengths of different feature extraction techniques (for instance, both handcrafted and
advanced neural features) could lead to improved performance across diverse spoofing
methods. Additionally, a broader range of input features should be considered, potentially
incorporating raw audio waveforms, learned embeddings, or phase-based features. Fi-
nally, integrating data augmentation and adversarial training strategies could help models
become more resilient to emerging spoofing techniques, thus enhancing their ability to
generalize to new, unseen methods.
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