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Big Data offer a number of opportunities and alternatives in general, but most specifically in the field of health research. The extensive use of conventional health data and even their interlinking with non-traditional data shall boost the fight against disease, while improving prevention and diagnostic capabilities in unparalleled and unprecedented ways in the history of medicine and humanity. The results extracted from data use that took decades to obtain only a few years ago can now be revealed within months, even days, and what is more, at a very affordable cost. Algorithms enable the comparison of a large number of healthcare processes, thus offering accurate conclusions, in terms of volume, on the best treatments for every disease and the relative diagnoses.
The German Ethics Council (Deutscher Ethikrat) pointed out that in biomedical research, the analysis of large volumes of health data should provide a better understanding of important scientific processes and their connections. Among the most data-intensive applications are modern imaging and molecular biological procedures, such as those employed in what we call ‘omics’ (e.g. genomics or proteomics[footnoteRef:1]).  [1:  German Ethics Council. Big Data and health. Data sovereignty as the shaping informational freedom. Opinion, Executive Summary and Recommendations. 2018, p. 9.] 

This concept pervades Regulation 2016/679 of the European Parliament and the Council of April 27, 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data (hereinafter referred to as the EU Regulation). In fact, Recital 157 of the Regulation explicitly notes, "By coupling information from registries, researchers can obtain new knowledge of great value with regard to widespread medical conditions such as cardiovascular disease, cancer and depression. On the basis of registries, research results can be enhanced, as they draw on a larger population. Within social science, research on the basis of registries enables researchers to obtain essential knowledge about the long-term correlation of a number of social conditions such as unemployment and education with other life conditions. Research results obtained through registries provide solid, high-quality knowledge, which can provide the basis for the formulation and implementation of knowledge-based policy, improve the quality of life for a number of people and improve the efficiency of social services. In order to facilitate scientific research, personal data can be processed for scientific research purposes, subject to appropriate conditions and safeguards set out in Union or Member State law.”
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Thanks to the massive use of data, results analysed collectively have a different value than results analysed individually. As Professor Vanesa Morente highlighted very clearly, the use of Big Data brings a deeper, and more significant insight, that goes beyond the obvious, like an onlooker who may spot a human face in Giuseppe Arcimboldo’s still lives only contemplating them as a whole, otherwise a mere conglomerate of separate and assorted fruits and vegetables will meet the eye. The primary purpose of Big Data entails therefore a look that not only sees, but also discovers: it is a transformative look that sees value in raw, unprocessed information[footnoteRef:2]. In the medical and health contexts in general, this has an unquestioned value, because unlike other research fields, this sector attaches a particularly relevant value to the quantitative method, even though, as they say, there are no illnesses, but rather patients. In any case, in order to improve medical treatments further, the opportunity to correlate millions of healthcare processes is fundamental, in that these results shall later be contextualized and personalised. [2:  Morente Parra V. Big data o el arte de analizar datos masivos. Una reflexión crítica desde los derechos fundamentales. Revista Derechos y Libertades. 2019; 41 (época II), p. 2.] 

Yet, in view of the definition given by the World Health Organization a few years ago, whereby health is "a state of complete physical, mental and social well-being and not merely the absence of disease or infirmity", a holistic approach to health should blur the line between health seen from the medical perspective and lifestyle. Big Data provide the technical opportunity to support such a holistic vision, as they do not confine data use to strictly or traditionally health-related data, such as clinical records, but also integrate data on a person’s lifestyle, habits and even environment.
Consequently, it can be stated that clinical data are no longer a mere reminder of the healthcare process, but rather the main source of knowledge and progress in Medicine and Biology. Health data can already be considered as the true treasure of biomedical research, as opposed to biological samples, i.e. the treasure of the previous decade. In the healthcare field or in a specific clinical trial, data are not strictly of interest as documentary evidence of the most relevant facts concerning the treatment provided, treatment-related decisions or the diagnoses and conclusions reached, but for their secondary use, that is independent from the main purposes for which those data were initially provided. Patients contribute their data for a specific purpose and such data can be useful for a secondary purpose, or use, enabled by the tools offered by Big Data. 
Moreover, the opportunities offered by the extensive use of health data become even more relevant in healthcare systems characterized by both essentially public management and care provision schemes (the Beveridge formula) and the recent process of digitalization of documents and clinical records, that helped introduce millions of data in a single or, at least, in easily comparable databases. Consequently, we are not exclusively referring to data extracted from research projects on humans or clinical trials, but to the secondary use of health data, which is more significant in terms of numbers and, possibly, value.
Despite the above-mentioned relevance of Big Data in general and in healthcare in particular, the European legal framework has not issued any specific regulation. It is true that the European Union has already equipped itself with a very complete regulation on personal data protection, several parts of which may apply to Big Data, however this is a new reality that may require more specific solutions. Therefore, the problem is not a dearth of general regulations, since several legal conflicts and dilemmas are legally covered by the data protection regulation, but rather of specific provisions and perhaps new principles apt to govern the innovative characteristics of Big Data.  
Furthermore, this unprecedented scenario unfolds at a time when new uncertainties grow about the evolution of several diseases, which although very well known, such as cancer, offer new paradigms of cell and protein development, as well as of new diseases, many of which are untreatable yet. The interactions among the determinants of countless diseases are highly complex. Big Data enable researchers to integrate and aggregate information from across multiple sources. The opportunity is therefore undeniable from the perspective of the protection of life: this requires that we discard an a priori approach that conceives health-related data processing negatively. 
However, there are risks to personal rights, as there are opportunities. This is why the German Ethics Council specified that Big Data represent a major challenge to the legal system and, in particular, to constitutional law. Nonetheless, personal information goes hand in hand with these risks, even more so in areas such as healthcare, where highly sensitive data are at stake. However, Big Data will potentially multiply these risks[footnoteRef:3]. In fact, they are not only limited to the right to privacy, since information on a person’s health status can affect other rights and interests, such as access to employment, credit or insurance[footnoteRef:4]. [3:  German Ethics Council. Big Data and health. Data sovereignty as the shaping informational freedom. Opinion, Executive Summary and Recommendations. 2018, p. 10.]  [4:  Martínez R. Big data, investigación  en salud y protección de datos personales ¿Un falso debate?. Revista Valenciana d’Estudis Autonòmics. 2017: 62, p. 236.] 

In any case, the new EU regulation, while not specifically addressing the particular dilemmas and conflicts of Big Data, does contain specific references to health data and, more specifically, to the requirements for their secondary use for research purposes. We may say that the Regulation opens up a new era or even a new paradigm in this field. In fact, it replaces the model based on the alternative between informed consent and anonymization, with one based on informed consent or pseudonymization that would enable a more flexible use of health data in the interest of the community and everyone’s good health.
From an ethical-legal standpoint, we do not believe that we can apply the ethical-legal principles and values developed for Big Data-driven research to traditional research projects on humans, because the rights involved in research projects not focused on individuals, but on their data differ. It is no longer a matter of affecting an individual’s integrity, but rather intruding in his or her private sphere.
Furthermore, one might ask whether a regulatory model, based essentially on an individual’s interest, still responds to citizens’ desires. In this respect, some works have already shown that citizens do not oppose data sharing; on the contrary, as Haug stated, patients want their data to be shared quickly, especially to ensure that other patients may learn of any possible treatment-related adverse events. At the same time, they also want to retain some control on how the data are shared, particularly when the research purposes are essentially commercial and not so much when public health systems seek to use data to improve medical treatment or care for other patients. In fact, receiving medical care invariably involves a loss of privacy. Patients must disclose their personal information to obtain help, and that help generally derives from knowledge gained from the experiences of previous patients who disclosed their personal information. The problem is not so much in the use, but in the demand for responsible use[footnoteRef:5]. [5:  Haug CJ. Whose Data Are They Anyway? Can a Patient Perspective Advance the Data-Sharing Debate?. NEJM, 26th April 2016, pp. 1-2.] 

Obviously, this cannot mean prioritizing collective interest at the expense of individual interest, but rather seeking a balanced formula to integrate the two. This formula can be worked out when we safeguard the rights of the individuals involved by adapting one of the two requirements that the new legal model of data protection seeks to accomplish, i.e. anonymization through the new mechanism of pseudonymisation.
What is relevant in this new model is not so much an individual’s prior consent to the new purpose for which data are intended or strict data anonymization. In fact, what matters is the legitimate origin of the data, the great importance of their secondary use for community health and the adoption of sufficient measures to prevent non-authorised third parties from gaining access to an individual’s identity through the data, without necessarily demanding any strict anonymization. This seems to be legally achievable through what is commonly named pseudonymisation, defined by the EU Regulation as the processing of personal data in such a way that they can no longer be attributed to a specific individual without the use of additional information, as long as that such additional information is kept separately and subject to technical and organisational measures of non-attribution to an identified or identifiable individual. 
The advantages of pseudonymization over traditional, strict anonymization are clear from the standpoint of community health. In fact, interlinking the data to the person, even when it is extraordinarily difficult for a third party to decode them, means not only to broaden the data used in a research to include other initially insignificant data (data enhancement), but also to corroborate the results of data use with the patients’ real progress (results verification), for example. And this is very relevant in today’s Big Data science. Pseudonymisation is, in the end, the only guarantee against the previously mentioned misleading causalities that are one of the main risks of Big Data.
In short, against this backdrop of great opportunities in the fight against disease and in the improvement of people's health, it is important to promote new paradigms that do not present technology only as something essentially good that totally excludes human intuition and wisdom. In fact, such models should not neglect that the context has deeply evolved over the years and the enormous advantages of massive data processing must go beyond a vision exclusively based on individual interest at the expense of the common good. As it is in many other areas, true virtue seems to assert itself as the centre of gravity between the two approaches.
Furthermore, the debate must be addressed so as not to lose sight of the context. In the health protection models developed in Western Europe after the Second World War and, above all, in those based on a social-democratic formula such as the Beveridge model, it would be contradictory to maintain a position only taking into account the individual or the subjective dimension, in that those models feature essential traits of communitarianism. Going to a hospital and having a serious health problem solved thanks to public spending demands that citizens exercise their responsibility that is manifested, in the current context of technological progress, in the moral duty to share their data so that others who have not been so easily and readily treated can benefit from medical care.
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