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Abstract

This thesis explores the transformative potential of integrating Serious Games (SG) and causal Artificial
Intelligence (AI) into social science research. This integration holds the key to addressing persistent chal-
lenges in social science research, such as limited sample sizes or the difficulty of reaching certain populations,
like minors. Designed with a purpose beyond entertainment, SGs are emerging as a promising tool to engage
diverse audiences and challenge traditional social research paradigms. The interactive and immersive nature
of video games opens up opportunities to increase participant involvement, simulate real-life scenarios with
fewer ethical constraints, and reach populations with greater demographic variability.

The main contribution of this thesis is to advocate the use of Probabilistic Graphical Causal Models
(PGCM) to analyze data derived from the use of SGs in research contexts. These models facilitate the under-
standing of complex causal relationships and provide an analytical framework that overcomes some of the
limitations of traditional statistical and machine learning approaches. In particular, we propose using these
models to analyze sensitive social issues, such as cyberbullying (CB).

Firstly, we present a methodology for constructing Directed Acyclic Graphs (DAG) that harmoniously
combine expert knowledge with data-driven algorithms. This hybrid approach aims to produce robust and
realistic causal models that accurately reflect the complexity of the phenomena under study. Secondly, we
introduce a novel synthetic data generation technique for SGs, based on a psychometric theoretical frame-
work. This technique allows us to simulate player behavior in a parameterized and realistic manner. The
incorporation of synthetic data into this area of research enhances the efficiency of development processes
by overcoming obstacles such as data scarcity, and facilitates the design, analysis and management of data.

The empirical validation of these methods was carried out within the framework of the European H2020
project RAYUELA. This project is a pioneering multidisciplinary initiative that studies cybercrime involv-
ing minors and seeks to propose methodologies to better understand the factors that influence it. The results
demonstrate the potential of SGs to observe and understand the complex dynamics of CB. This thesis posits
that the integration of SGs and causal AI in social science research can significantly advance our capacity to
address complex social issues by enabling large-scale ethical experiments to explore into the causal relation-
ships that define such issues.

In conclusion, this thesis makes a significant contribution to demonstrating the potential of SGs as a valu-
able research tool in the social sciences and deepens existing methodologies in this field by integrating causal
AI techniques. In doing so, it contributes to the multidisciplinary scientific community by offering new ways
to explore and address relevant social challenges. The implications of this research extend beyond academia,
providing practical tools and knowledge to develop effective prevention and intervention strategies against
CB, thus improving the online well-being of minors.
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Resumen

Esta tesis explora la integración de los juegos serios y la Inteligencia Artificial causal en la investigación en
ciencias sociales. Esta integración tiene el potencial de hacer frente a retos que han estado presentes asidua-
mente en el estudio de las ciencias sociales, tales como tamaños de las muestras insuficientes o la dificultad
para llegar a algunos sectores de la población, como los menores de edad. Los juegos serios, definidos como
juegos diseñados con fines que van más allá del entretenimiento, se postulan como una prometedora her-
ramienta para atraer a públicos diversos y superar algunos paradigmas tradicionales de la investigación social.
La naturaleza interactiva e inmersiva de los videojuegos permite aumentar la implicación de los participantes,
simular escenarios de la vida real con menos limitaciones éticas y alcanzar poblaciones con una mayor vari-
abilidad demográfica.

La principal contribución de esta tesis es abogar por el uso de modelos gráficos causales probabilísticos para
analizar los datos derivados del uso de juegos serios en contextos de investigación. Estos modelos facilitan la
comprensión de relaciones causales complejas y proporcionan un marco analítico que permite superar algu-
nas de las limitaciones de los enfoques estadísticos y de aprendizaje automático tradicionales. En particular,
se propone aquí utilizar estos modelos para el análisis de cuestiones sociales delicadas, como el ciberacoso.

En primer lugar, proponemos una metodología para construir grafos acíclicos dirigidos que combinan el
conocimiento experto con algoritmos basados en datos. Este enfoque híbrido pretende producir modelos
causales robustos y realistas que reflejan con precisión la complejidad de los fenómenos estudiados. En se-
gundo lugar, presentamos una técnica de generación de datos sintéticos para juegos serios basada en un marco
teórico psicométrico que permite simular el comportamiento de los jugadores de forma parametrizada y real-
ista. La introducción de datos sintéticos en esta área de investigación permite mejorar la eficacia de procesos
de desarrollo al permitir superar obstáculos como la escasez de datos, así como facilitar el diseño, análisis y
gestión de los datos.

La validación empírica de estos métodos se ha llevado a cabo en el marco del proyecto europeo H2020
RAYUELA. Este proyecto es una iniciativa multidisciplinar pionera que estudia la ciberdelincuencia en la
que se ven involucrados menores de edad y busca proponer metodologías para comprender mejor los factores
que influyen en esta. Los resultados ponen de manifiesto el potencial de los juegos serios para observar y
comprender las complejas dinámicas vigentes en el ciberbullying. Esta tesis defiende que la integración de
los juegos serios y la Inteligencia Artificial causal en la investigación en ciencias sociales puede constituir un
avance significativo en nuestra capacidad para abordar cuestiones sociales complejas, al permitir la realización
de experimentos éticos a gran escala, que permitan ahondar en las relaciones causales que definen dichas
cuestiones.

En definitiva, esta tesis contribuye significativamente a demostrar el potencial de los juegos serios como
una herramienta valiosa de investigación en ciencias sociales y profundiza en las metodologías existentes en
este campo, integrando técnicas de Inteligencia Artificial causal. De este modo, contribuye a la comunidad
científica multidisciplinar ofreciendo nuevas formas de explorar y abordar retos sociales relevantes. Las im-
plicaciones de esta investigación se extienden más allá del ámbito académico, proporcionando herramientas
y conocimientos prácticos para desarrollar estrategias eficaces de prevención e intervención contra el ciber-
bullying, mejorando así el bienestar online de los menores de edad.
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1 Introduction

This chapter discusses the motivation, scope and objectives of this thesis. The research framework project
is also described, which helps to understand the justification for the work accomplished. Finally, the overall
structure of the thesis is presented.

1.1 Motivation

Social Science research has encountered, traditionally, numerous challenges, such as the constraints posed
by small sample sizes, ethical dilemmas inherent when conducting experiments, and the difficulties associ-
ated with cultural biases [41, 71, 206]. Consequently, these issues have significantly shaped the scope, research
methodologies, and outcomes within the field, making pursuing generalizable insights exceptionally chal-
lenging. As the discipline seeks innovative solutions to these persistent issues, exploring serious games as a
research tool emerges as a promising avenue [189].

Serious Games (SG) —games designed with purposes beyond mere entertainment— have shown signifi-
cant potential in various domains, including education, training, awareness initiatives, and healthcare [189].
Their purpose-driven design aims to achieve specific outcomes such as skill development, knowledge en-
hancement, or behavioral change [3]. The versatility and broad appeal of SGs have established them as
a valuable tool in engaging diverse audiences, effectively transcending traditional educational and training
paradigms [271, 40]. However, their application as a research tool within the social sciences has been relatively
underexplored, an oversight that neglects the substantial benefits they offer, including enhanced participant
engagement, a reduction in inhibitions compared to traditional research settings, and the potential to scale
experiments to larger and more culturally diverse sample sizes while maintaining manageable costs.

There are several advantages of using SGs in research. First, their interactive and engaging nature can
increase participation and motivation among subjects, potentially yielding richer and more authentic data.
Also, the immersive environments of SGs can facilitate observing behaviors and decisions in contexts that
closely simulate real-life situations, without the ethical and practical constraints associated with real-world
experimentation. The scalability of SGs also permits data collection from a broad range of demographic and
cultural backgrounds, thus addressing the challenge of small sample sizes and enhancing the generalizability
of research findings. Such benefits position SGs as an attractive solution for overcoming traditional research
obstacles.

However, leveraging SGs as a methodological tool in scientific inquiry demands the application of rig-
orous analytical frameworks capable of extracting reliable data from game-based interactions. Traditional
statistical models and machine learning techniques, while useful, often suffer from limitations due to their
susceptibility to spurious correlations and biases inherent in the data [159, 269]. This issue becomes especially
significant when addressing sensitive topics, such as cyberbullying (CB), where the accuracy and reliability
of research findings can have profound real-world consequences.

To overcome these challenges, this thesis proposes the adoption of Probabilistic Graphical Causal Models
(PGCMs) as a viable analytical solution for SG-derived data. PGCMs offer an intuitive and robust frame-
work for elucidating complex causal relationships, enabling researchers to not only identify but also under-
stand the underlying dynamics of the phenomena under investigation [238]. Additionally, PGCMs enable
a straightforward inclusion of expert knowledge, intrinsically quantify the uncertainty associated with esti-
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mations, and can simulate interventions. Analyzing data derived from SGs with PGCMs could advance our
approach to social science research, enabling us to overcome longstanding obstacles, and offering a nuanced
and reliable understanding of causal mechanisms. This integration is not only intended to improve the valid-
ity and comprehensiveness of research results but also to foster a more ethically and culturally sound research
practice.

PGCMs have two main ingredients: a network of interaction between variables (causes and effects) and
a mathematical description of those interactions, typically in the form of conditional probabilities of the
effects given the causes. A pivotal challenge in employing PGCMs, especially within social science research,
is constructing the network structure. This network, known as a causal Directed Acyclic Graph (DAG),
defines and models the causal relationships among variables. The efficacy and accuracy of PGCMs hinge
on the robustness of the DAGs, which should accurately reflect the complexities of the phenomena under
study. The construction of these DAGs can be approached through expert knowledge, data-driven automatic
structure learning algorithms, or a mixture of both approaches. The reliability of the data-driven structure
learning algorithms remains a concern, particularly in situations with limited available data and under causal
assumptions [128, 218].

To address the intricacies of DAG construction, this thesis introduces a methodology aimed at aligning
DAGs proposed by subject matter experts with those generated from data using algorithms. This method
attempts to leverage the detailed knowledge of domain experts and empirical patterns discovered through
data analysis, producing DAGs that are not only robust but also reflect the real-world complexity of the
problems being addressed. The proposed consensus-based approach combines theoretical knowledge with
empirical evidence, resulting in a more comprehensive and reliable causal model.

Another significant challenge in social science research, particularly in the context of behavioral science, is
the scarcity of available data. Artificial Intelligence (AI) offers a promising solution to this issue by generat-
ing synthetic data, a technique that has witnessed increasing interest in recent years. Synthetic data, though
artificially generated, share statistical properties with real-world data, rendering them invaluable in situa-
tions where acquiring actual data is impractical, costly, or ethically questionable [114]. This thesis proposes
a specific methodology for generating synthetic data within the domain of SGs. By building a parameter-
ized model of player behavior informed by cognitive testing frameworks, this methodology aims to simulate
player responses to various in-game scenarios accurately. Including probabilistic elements in the data gener-
ation process further aims to mimic the variability observed in real-life closely.

The initiatives detailed in this thesis are part of a larger effort framed by the European research project
H2020 RAYUELAa. The proposed methodologies for constructing consensus-based casual DAGs, gener-
ating synthetic data, and analyzing SG data from a causal standpoint were developed within the context of
this project. However, these techniques were also designed with a broad perspective so they can be applied
to other domains and scenarios. This project provides a practical framework for applying and validating the
novel procedures through case studies leveraging real experimental data derived from the project’s endeav-
ors. The next section will explore the H2020 RAYUELA project in greater depth, outlining its goals and
the specific challenges it seeks to overcome. This discussion aims to position the thesis within a broader re-
search context, underscoring its contributions to the field and its potential to enhance our understanding
and exploration of SGs as a research tool.

1.2 Framework Project: H2020 RAYUELA

The advent of the digital era has precipitated a significant escalation in Internet usage among children. Ac-
cording to the UNICEF "Children in a Digital World" report from 2017, minors under the age of 18 consti-
tuted nearly one-third of the global Internet user base [243]. The onset of the COVID-19 pandemic has fur-

ahttps://www.rayuela-h2020.eu/
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ther amplified this trend, resulting in increased digital engagement among children at progressively younger
ages. Young people exhibit a profound capacity to leverage the multifaceted benefits and opportunities of
the Internet and related technologies. Nonetheless, uncontrolled access to the Internet exposes children to
additional risks, exacerbating the vulnerabilities of those already at risk. Despite their familiarity with digital
environments —often referred to as digital natives— many young users remain inadequately informed about
the potential perils and prospects that accompany digital technology and Internet utilization.

Law enforcement and security agencies and researchers devote considerable efforts to examining the tech-
nical and mechanical dimensions of cybercrime, including analysis of malware, exploit tools, and forensic
examination of coding and techniques. However, relatively little attention is given to exploring the social
and psychological factors of cybercriminal behavior, including identifying perpetrators, their motivations,
and the genesis of their criminal activities. Recognizing the importance of these elements is crucial to mov-
ing from a punitive approach to one focused on deterrence and prevention. It is imperative to understand the
trajectories that lead certain adolescents into cybercriminal activities to formulate effective preventive and in-
tervention strategies. Investigating how young people are initiated into cybercrime will enhance educational
initiatives in family and academic settings, especially for the most vulnerable, and contribute to developing
comprehensive policing strategies and best practices in various cybercrime domains.

The European Commission, recognizing the profound implications of these issues, launched in 2012 the
European Strategy for a Better Internet for Childrenb (BIK strategy). This initiative, designed as an extension
of the previous Safer Internet Program, is based on four key principles: 1) promoting high-quality online con-
tent for young users, 2) improving awareness and empowerment, 3) establishing a safe online environment
for children, and 4) vigorously combating child sexual abuse and exploitation. This strategic envisioning
underscores the critical importance of addressing both the opportunities and challenges of children’s en-
gagement with the digital world. It is a significant step towards creating a safer and more beneficial Internet
for the younger generation.

RAYUELA (empoweRing and educAting YoUng pEople for the internet by pLAying) [155] represents
a pioneering multidisciplinary research initiative that brings together law enforcement agents, sociologists,
anthropologists, psychologists, lawyers, philosophers, computer scientists, and engineers. This collaboration
is underpinned by a central objective: to develop innovative methodologies to understand better the multiple
factors that influence certain forms of cybercrime among minors (namely, CB, online grooming, human
trafficking for sexual exploitation, misinformation and deception, and technological threats related to IoT
devices). The project proposes to achieve these goals by playing, through a SG, representing a novel approach
to investigate and mitigate cybercriminal behavior in a friendly and non-invasive way.

In addition, RAYUELA aims to harness the potential of young people in the field of cybersecurity, as well
as encourage adherence to exemplary online practices. This endeavor directly aligns with the foundational
pillars of the European Strategy for a Better Internet for Kids (BIK strategy), as outlined above. RAYUELA’s
focus on educating and training young talent in cybersecurity and promoting sound online practices embod-
ies a proactive approach. Through educational initiatives and the development of best practices, the project
aims to equip young people with the knowledge and skills necessary to navigate the digital world safely and
responsibly.

M. J. Salganik [206] defines two distinct approaches to computational social science research: readymade
and custommade. The readymade methodology uses existing big data sources and repurposes them inge-
niously. In the custommade methodology, on the other hand, researchers start with a concrete question and
create an ad-hoc digital tool to study that question. The RAYUELA project would fit into the custommade
category, as it designs and creates a specific SG to answer the research questions posed.

The methodology and lines of action defined in the RAYUELA project are shown in Figure 1.1:

bhttps://www.betterinternetforkids.eu/policy/newbikstrategy
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• Breaking the ice: First, it aims to create a knowledge base on the drivers of cybercrime and to assess
the technological landscape and other interdisciplinary factors from psychology, criminology, and an-
thropology.

• Weighting in: Then, create preliminary profiles and unify knowledge about cybercrime in minors,
from the information coming from social and technological research.

• It’s child’s play!: Based on the knowledge acquired, design and development of the SG that will be used
in the following phases.

• Getting the full picture: Experimental phase of pilots across the EU using the developed SG.

• The ins and outs: Analysis and interpretation of data for prevention and awareness of cybercrime
among minors. This phase is expected to provide refined insights to inform future evidence-based
policies and strategies.

Figure 1.1: Diagram describing the methodology of the RAYUELA project. The strength of the approach relies upon
the multidisciplinary of the participants and the combination of technology and state-of-the-art data analysis
methods. Source: RAYUELA Grant Agreement No 882828.

This doctoral thesis and the methodologies presented have been developed in the context of the RAYUELA
project, mainly within the line of action The ins and outs. Besides, the empirical basis of this thesis is grounded
in data gathered through RAYUELA, marking a significant contribution given the inherent challenges asso-
ciated with collecting data on such a delicate subject involving minors. Several teams within the RAYUELA
consortium have dealt with the ethical, legal, and technological aspects regarding the creation of the game
and the creation of databases, as well as the collection of data in the pilots. Therefore, these aspects are not
part of the development of this doctoral thesis.

Our analysis is built on the use cases derived from this data collection effort to validate the theoretical
propositions, underscoring the practical implications of our research findings. Specifically, this thesis’ case
studies focus on CB, as it represents one of the most widespread cybercrimes. Approximately 10% of Euro-
pean children are cyberbullied every month [229], and nearly 50% have experienced a CB-related incident at
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least once [65]. Moreover, CB is the only cybercrime among those considered for which we have obtained a
validated questionnaire to be filled in by the participants, serving as the "ground truth" for the analyses. This
way, we can test whether the developed SG is a rigorous tool and whether the results are valid.

In essence, this thesis represents an academic effort to advance the understanding of using SG as a novel tool
in social science research, validating the propositions practically through CB-related use cases. Additionally,
aiding in a better understanding of the complex dynamics of CB, and contributing to the development of
informed strategies to safeguard digital environments inhabited by young individuals.

1.2.1 Data Collection

In this section, we describe the two datasets collected through the RAYUELA project and used in this thesis’s
case studies to demonstrate the validity of the proposed methodologies.

All data collection and experimental procedures were approved by the ethics committees of the RAYUELA
consortium in each of the countries involved in the research. In addition, RAYUELA’s legal experts also took
the necessary measures to ensure that the collection, storage, and disclosure of data is in compliance with the
European GDPR. In each session, the researchers and teachers explained the project and its main objective,
as well as the data to be collected. Depending on the age, the participants or their parents signed an informed
consent to participate.

Survey of Spanish minors

This dataset was collected through a representative survey of children in schools in Madrid (Spain). The sur-
vey collected responses from 665 students aged 13 to 17, where 50.6% identified themselves as males, 48% as
females, and 1.4% as non-binary. We gather demographic and environmental information (age, gender, sexual
orientation, migratory background, and family communication), participants’ relationship with technology
and the Internet, and inquiries about CB-related situations. Table 1.1 provides the variable values and their
percentage of occurrences (i.e., marginal probability). Appendix B provides a more exhaustive exploratory
data analysis.

Experimental pilots using the serious game

This dataset was created with input from the pilots using the developed SG in European schools and in-
stitutes. Specifically, data were collected mainly in Spain, Greece, Belgium, Estonia, Portugal, the United
Kingdom, and the Netherlands. We gathered 1055 responses from students between 12 and 16 years old
(Mean=13.9, SD=1.34), with 57.7% identifying as males, 38.1% as females, and 1.3% as non-binary. Table 1.2
shows summarized statistics of the data collected, the possible values of each variable, and their percentage of
occurrence (i.e., the marginal probability). Appendix C provides a more exhaustive exploratory data analysis.
These data have been published openly [187], addressing the scarcity of shared data in this research domain.

Pre-gameplay data
Before starting the game session, all participants registered and filled out demographic and psychological

questionnaires. RAYUELA’s CB experts meticulously chose each demographic and psychological variable
to collect, aligning with prior and conducted research suggesting these factors may substantially impact the
susceptibility and response to CB [197, 198, 199]. The following variables were obtained during the first phase
of each pilot, before playing the SG:

• Demographic variables: Age, gender, sexual orientation, migratory background, and daily hours spent
on the Internet. These variables were considered to understand the diverse demographic background
of the participating minors, along with a measure of their relationship with technology.
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1 Introduction

• Psychological and environmental variables: Social support (isolation), family support, and self-esteem.
These variables were chosen to provide a baseline for understanding the minors’ emotional, social,
and psychological state before playing the game. They were extracted from the following validated
questionnaires: the Rosenberg Self-Esteem Scale [204] and The Multidimensional Scale of Perceived
Social Support [272].

Gameplay data
The data collected exclusively through the SG encompasses two essential elements: (i) the player’s decisions

at each game dilemma and (ii) a post-game question ("Did you play as you would behave in the real world?").
Although minors were asked to play as they would act in real life at the beginning of the sessions, this post-
game question acts as a calibration and control on the "honesty" while playing, since the game format may
encourage some players to make more adventurous choices to explore narrative options.

Post-gameplay data
After each game session, minors completed a questionnaire about their past CB experiences, serving as the

"ground truth" for the data analysis. The validated questionnaire was the European Cyberbullying Interven-
tion Project Questionnaire [28]. The questionnaire quantifies whether the person has suffered or committed
(or both) CB-related acts.
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1.2 Framework Project: H2020 RAYUELA

Table 1.1: Survey of Spanish minors dataset (N = 665): The table shows the possible values of each variable and its
marginal probability (i.e., the percentage of observation).

Variable Response Values Marginal Probability

Gender Male 50.6%
Female 48%
Non Binary 1.4%

Age 13 8.2%
14 46.5%
15 31.4%
16 11.7%
17 2.2%

Sexual Orientation Heterosexual 84.5%
Non Heterosexual 15.5%

Migratory Background No 82.9%
Yes 17.1%

Family Communication 1 (Never) 5.3%
2 20%
3 42.3%
4 (Very frequently) 32.4%

Daily Hours of Internet Less than 1 h 5.1%
1-2 h 35.9%
2-4 h 36.5%
More than 4 h 22.5%

CB Awareness 1 (Not worried) 7.2%
2 5.4%
3 11%
4 23.1%
5 (Very worried) 53.3%

Suffered CB-related Situations No 86.5%
Yes 13.5%
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Table 1.2: Dataset of experimental pilots using the serious game (N = 1055): The table shows the possible values of
each variable and its marginal probability (i.e., the percentage of observation). The «missing» label aggregates
incorrect values and items that respondents have chosen not to answer.

Variable Response Values Marginal Probability

Gender Male 57.7%
Female 38.1%
Non Binary 1.4%
«missing» 2.8%

Age 12 18.3%
13 20%
14 19.8%
15 22.7%
16 13.8%
«missing» 5.4%

Sexual Orientation Heterosexual 66.4%
Non Heterosexual 14.8%
«missing» 18.8%

Migratory Background No 72.9%
My parents were born
in another country 13.9%

I was born in another
country 13.2%

Self-Esteem Low 20.8%
Medium 41.6%
High 37.6%

Social Support Low 6.6%
Medium 34.6%
High 58.8%

Family Support Low 6.8%
Medium 27%
High 66.2%

Daily Hours of Internet Less than 2 h 8.2%
2-3 h 19.7%
3-4 h 23.2%
4-5 h 18.7%
More than 5 h 6.5%
«missing» 23.7%

Previous CB Offending Yes 26.2%
No 73.8%

Previous CB Victimization Yes 40.7%
No 59.3%

8



1.3 Scope and Objectives of the Thesis

1.3 Scope andObjectives of the Thesis

The main objective of this thesis is to apply causal-based computational methods for analyzing SG data for
social science research purposes. This will serve as a practical demonstration of the enormous potential and
advantages of conducting social or behavioral research through games. Moreover, it will allow us to study
the complex phenomenon of CB and the most influential driving factors, through the presented case stud-
ies from the RAYUELA project. The central research question we seek to answer is whether SGs can be a
valuable research tool in computational social science research.

In Chapter 2 of this thesis, we conducted a state-of-the-art analysis of the field of serious games and their
intersections with AI. At the end of this chapter, we identify several research gaps, from which we define the
objectives of this thesis:

1. Develop a methodology to generate robust causal model structures (DAG) that unify expert
knowledge and results of automatic structure learning algorithms.
Defining a causal model structure (DAG) is one of the first steps to work with PGCM. This objec-
tive will provide a tool that can be applied systematically to any case study where we have data and
access to expert knowledge. We will validate the proposed methodology with the survey data from the
RAYUELA project.

2. Develop a general probabilistic framework to produce synthetic data that models human
behavior in decision-based serious games.
Synthetic data generation is currently a very active area of research with many potential applications. It
can anticipate data modeling and analysis, speed up the development process, or increase the available
data (potentially improving analysis and enabling more advanced techniques such as deep learning).
With this goal in mind, we will create a parametric tool to generate synthetic data for serious decision-
based games, such as the one in the RAYUELA project. The tool should mimic human behavior in
the game as realistically as possible.

3. Build a causality-based computational methodology for analyzing Serious Game data. To em-
ploy SGs as a social science research tool, it is crucial to develop a reliable and robust methodology to
analyze the data obtained through the game. Throughout this thesis, we will also discuss why causal
analysis is the most appropriate for this research. This is the core objective of the thesis and will be
validated through the case study of the SG from the RAYUELA project.

4. Identify relevant risk factors for cyberbullying using causality-based techniques.
This objective is based on the case studies from the RAYUELA project, which were used in the thesis
to verify the proposed methodologies. The aim is to demonstrate, through empirical evidence, the pos-
itive outcomes achieved, how they can be utilized to research CB, and the significant factors involved.
This makes the results of this thesis both methodological and empirical.
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1 Introduction

1.4 Thesis Outline

The structure and content of each chapter are briefly described below. Figure 1.2 shows a diagram of the
general structure of the thesis and how the chapters are interconnected.

• Chapter 2 aims to identify gaps in research intersecting SGs with AI. To provide further context, a
classification of the main fields of application of serious games is also proposed. The content of this
chapter has already been published in a peer-reviewed scientific journal [189].

• Chapter 3 presents a methodology for unifying proposed causal model structures (DAG) from expert
knowledge and data-driven algorithms. This methodology will serve in the following chapters as a first
step to start working with PGCM.

• Chapter 4 presents and discusses the structure of a probabilistic simulator capable of generating syn-
thetic data for decision-based serious games. To validate the proposal, we use the dataset of the survey
of minors carried out in the RAYUELA project. The content of this chapter has already been pub-
lished in a peer-reviewed scientific journal [188].

• Chapter 5 proposes and applies a causality-based methodology for analyzing data from serious games.
This chapter draws on the results of Chapter 4, as this helped to accelerate the project and allowed us
to devise data structures and pipelines prior to obtaining real data. To validate the proposal, we use
the dataset of the experimental pilots carried out in the RAYUELA project.

• Chapter 6 is the last chapter of the thesis and concludes the work presented. First, the conclusions are
discussed. Secondly, the contributions of this thesis are presented. Finally, promising lines of future
work in the field of serious games and their use as a research tool are presented.

Figure 1.2: Diagram of the general structure of this doctoral thesis.
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2 Serious Games and AI: Challenges and
Opportunities for Computational
Social Science

In this chapter, we will explore the latest developments in Serious Games (SG) and their interactions with
Artificial Intelligence (AI), particularly for their application to Social Science research. Firstly, we will discuss
the motivation behind this work. Secondly, we will describe the research methodology and the questions we
aim to answer. Then, we will analyze the primary applications of SGs and the role played by AI in this field.
Lastly, we will address the challenges and new research opportunities, and share our conclusions. The content
of this chapter has already been published in a peer-reviewed scientific journal [189].

2.1 Motivation

Games have existed in all human societies and many other animal species. While some of the oldest board
games, such as Go, Backgammon, or Checkers, are still played today, video games have become one of the
most relevant forms of entertainment in our society. However, since the origin of games, they have had
intentions and benefits beyond entertainment, such as teaching social norms, strengthening social bonds, or
developing imagination and planning skills.

The rise of video games has had a remarkable social impact, helping to establish new social interaction
and entertainment patterns [201, 85]. A prominent example of this trend is the gamification that our lives
have experienced [130], from the workplace (e.g., Habitica, LifeUp) to romantic relationships (e.g., Tinder,
Grindr) or education (e.g., Kahoot!, Duolingo). Video games, though high levels of interactivity, can raise
motivation, engagement, and fun in almost any activity. While the video game industry is proliferating, the
board game industry continues growing [25]. We can draw a clear conclusion: our society loves games, and
they permeate many of our activities and interactions.

Some games —referred to as serious games (SG) [3]— are explicitly designed for a primary purpose beyond
pure entertainment (e.g., training or learning new skills, conveying values, raising awareness). Nevertheless,
being entertaining is part of their attractiveness. The first SGs were released in a wide range of formats, from
sports to board games (e.g., Monopoly, Suffragetto), so this concept precedes the digital era.

The current re-emergence of SGs in industry and research [44] has coincided with the eruption of Artificial
Intelligence (AI). Nowadays, and increasingly so, almost every entertainment element and digital product are
at the service of data analysis and AI algorithms. Games are no exception [170], and in fact, the amount of
data available via video games far exceeds other media.

AI has demonstrated its potential to analyze and better understand the functioning of our societies, inter-
actions, and behaviors. The synergy between SGs and AI offers an exceptional window of opportunity for
large-scale, non-invasive, and inexpensive social studies, leveraging their disinhibition and entertainment ef-
fects to collect large amounts of meaningful data. Moreover, games’ casual and playful nature can help break
conventional communication boundaries, encouraging participants to interact openly and discuss topics that
might otherwise be complicated or too sensitive.
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2 Serious Games and AI: Challenges and Opportunities for Computational Social Science

The primary objective of this chapter is to identify gaps in research and potential areas of inquiry at the
intersection of SGs, AI, and Social Sciences. We also provide a comprehensive overview of SG research, iden-
tifying relevant application areas that differ from previous research focusing solely on a single application or
sector.

Furthermore, while previous research has examined the potential applications of AI in SGs broadly [258],
this work adopts a more focused approach by identifying specific ways in which AI can enhance SGs within
Computational Social Science (CSS) research [140], specifically as novel research tools for understanding hu-
man behavior and society. Figure 2.1 provides a visual overview of the chapter’s content to facilitate readers’
comprehension.

Sec. 2.3

Sec. 2.5.1 Sec. 2.5.1

Sec. 2.4

Figure 2.1: Graphical overview of the chapter. The blue boxes are the applications found for SGs and AI applied to
them. The red box indicates the challenges faced by this union for its use as a research tool. And the green
box indicates promising lines of work in this direction.

2.2 Methodology

This chapter aims to explore the potential of SGs in combination with AI, specifically focusing on the po-
tential applications within CSS. To achieve this goal, we pose the following research questions (RQ):

RQ1: What are the main application fields of serious games?
RQ2: What are the main usages of AI for serious games with potential applications for computational

social science?
RQ3: What are the main challenges and new horizons for the interaction of AI and serious games for

computational social science research applications?
We have analyzed the available scientific literature to answer these research questions. We conducted our

search using the Google Scholar search engine. The inclusion and exclusion criteria of the large number
of research pieces identified were based on factors such as the number of citations, the popularity of the
game, or the innovation of the approach (i.e., pioneers in applying a novel technique or idea). First, to get
an overview of the field, terms such as "serious games," "serious games applications", "serious games AI" and
"serious games analytics" were used. Next, specific search terms were used for each of the identified serious
games application areas. For example, "educational games", "game-based training”, "social impact games”,
"game-based therapies”, etc.

14



2.3 Applications of Serious Games

Finally, we screened studies based on their title, abstract, and full text to determine whether they met our
inclusion criteria. We excluded studies that were not related to SGs or AI, were not published in English, or
did not meet appropriate scientific standards.

2.3 Applications of Serious Games

This section aims to answer RQ1. The upsurge that SGs have been experiencing in recent years [44] may
lead us to think this is a new phenomenon. However, the origin of SGs dates back to the 1970s. Clark C.
Abt is credited for coining the term Serious Games, defining them as "games with an explicit and carefully
thought-out educational purpose that are not intended to be played primarily for amusement". Clark C.
Abt studied the potential of games as a vehicle for political, educational, or marketing ideas. Another of the
leading figures in the history of SGs is Ian Bogost, the author of groundbreaking books on the theory behind
them, such as "Persuasive Games: The expressive power of video games" [26].

Even though both concepts mirror the same social phenomenon, it is relevant to highlight the distinction
between gamification and SGs. Gamification consists of using and integrating game elements into non-game
concepts, while SGs refer to the design of entire games for non-playful primary purposes. Although both are
concepts from the last century, they have recently resurfaced in the academic and commercial arenas.

Among the first serious video games, we find examples of how they are employed to convey particular val-
ues (e.g., Captain Bible in the Dome of Darkness, The Oregon Trail —Fig. 2.2a—, Mobility), disease awareness
(e.g., Captain Novolin —Fig. 2.2b—), or military training (e.g., Bradley Trainer —Fig. 2.2c—). Neverthe-
less, the line between regular and serious games is quite blurred regarding games that convey specific beliefs or
ideologies. Like any artistic or intellectual creation, video games always carry an implicit political and philo-
sophical perspective. For example, popular video games such as The Sims, Papers Please, or This War of Mine
convey strong political messages. However, they were not developed under the idea of being SGs. Focusing
on those SGs that consider themselves as such and are designed for that purpose, we will now outline the
main areas in which they have proven remarkably valuable.

(a) The Oregon Trail (b) Captain Novolin (c) Bradley Trainer

Figure 2.2: Screenshots of some of the first Serious Games in history.

Education

This category refers to SGs designed for the player to learn a series of concepts of a specific subject. To do
so, the players must demonstrate their knowledge during the game and score their performances. Education
has been one of the main focuses of action for SGs, based on the principle that learning while having fun
is possible and efficient. This field has been extensively explored, and success and failure factors have been
analyzed in depth [271, 196]. Prominent examples of building STEM skills might include Garfield’s Count
Me In [78], Minecraft: Education Edition (Fig. 2.3a) [169], the Kahoot DragonBox maths apps [57], and
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the LightBot coding apps [45]. SGs for educational purposes have also become popular in higher medical
education [217], although some authors question their usefulness at such high educational levels, possibly
complementing to more traditional learning methods [83, 92].

Training

Closely related to education, this category refers to games designed for players to learn and practice specific
skills that will enable them to perform those actions in the real world with improved safety, confidence, and
knowledge. This approach is widely used in companies where human failure is critical or costly. One of
the best-known examples is flight simulators, such as Microsoft Flight Simulator (Fig. 2.3b) [168], where
aspiring pilots must spend hours practicing before flying an actual commercial aircraft. There are notable
examples of training healthcare professionals [255], mine site inductions and safety [235, 13], industrial engine
maintenance training [174], cybersecurity trainees [99, 245], law enforcement agencies or military forces [214,
210, 274]. Another widespread use is training to manage complex business situations or administering teams
and resources [138, 1, 273] or simulating trading operations [175]. This approach has also been used outside
the workplace, for example, to teach people with intellectual disabilities how to use public transport [35] or
to teach minors strategies for dealing with cyberbullying [33].

Awareness

Thanks to their high levels of interactivity, games evoke deep levels of empathy, making them an ideal vehicle
to convey an awareness of relevant social issues. A classic example is Darfur is Dying (Fig. 2.3c) [205], which
sought to tell the story of the humanitarian crisis in the Darfur region of South Sudan. We can find examples
on a wide range of topics, such as cyberbullying [33, 69], drug consumption and trafficking [233, 70], gender
equality [24], misinformation [119, 193], climate change [73], and environmental sustainability [53, 18, 232].

(a) Minecraft: Education Edition (b) Microsoft Flight Simulator (c) Darfur is Dying

Figure 2.3: Screenshots of some examples of Serious Games.

Health Treatments

This category is framed in healthcare but focuses more on patients than professionals. Well-known examples
might be the Wii Fit and Brain Training games, which aim to have fun and stay fit (physically and mentally)
simultaneously. Other notable examples can be found in the field of mental health therapy [68, 72], increasing
self-efficacy and physical activity in people with chronic diseases [67, 27], helping the learning process and
support of children with autism [77, 123], palliative care and memory training for older people or people with
dementia [173, 172], and guidance and motivation in rehabilitation processes [154, 117, 20, 167]. Notably, in
2020 the US Food and Drug Administration approved the first video game-based treatment, EndeavorRx,
targeting children between the ages of eight and twelve with certain types of Attention Deficit Hyperactivity
Disorder (ADHD) [244].
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2.4 Role of AI in Serious Games

Recruitment

If we combine games’ interactivity with players’ ability to make decisions in a well-designed environment, we
can infer some behaviors or aspects of the players’ abilities with reasonable confidence. For this reason, SGs
have also been used to optimize the recruitment process in private companies [31, 134] and even military forces
[11]. In these games, players face complex situations where they must make decisions and act under certain
constraints or pressures. A recent notable example is the CodinGamea platform, where users practice their
programming skills while playing, and many tech companies recruit profiles they find interesting. Another
great example is the GT Academyb, a competition in which the best players of a car racing video game have
the opportunity to become professional drivers.

Marketing & Propaganda

When the game is developed primarily for marketing purposes, it is often known as an advergame. This
category of games aims to convey ideas and create desires in a less intrusive and easily customizable way. It
should not be confused with games that introduce advertising during gameplay for economic profit. The
principal medium for these advergames is smartphones due to their proliferation, ease of development, and
everyday use among young people.

Major brands such as Volkswagen, Magnum, Chupa Chups, and M&Ms have developed advergames. Re-
lated to the Recruitment category, in some cases, companies use these games to present and profile themselves
to attract new employees and trainees, or to discover talent. Likewise, there have also been attempts to use
video games as a tool to disseminate electoral campaigns, such as the video game Corbyn Run [47], or to
encourage citizen participation in public decisions [163, 213].

Science &Human-based Computation

This category encompasses games to advance scientific knowledge in some way. One of the most common
approaches is employing human players to perform seemingly trivial tasks, either too costly, too complex, or
unfeasible for computers. These tasks may include labelling data, transcribing text, using common sense, or
activities based on the human experience.

One of the first examples of this category was "The ESP Game" [251], in which players in pairs had to guess
the photo labels created by their partner, to address the problem of creating complex metadata. Google’s
reCAPTCHAc used human players to label images while identifying legitimate users for accessing online
resources. In "EteRNA" [64] players had to design RNA sequences that fold into a particular form. The
solutions were evaluated to improve computer-based RNA folding prediction models. Other prominent ex-
amples might be "Foldit" [74] to predict protein structures, "Eyewire" [66] to map retinal neurons, "Malari-
aSpot" [160] to help diagnose malaria cases, "Phylo" [121] to optimize alignments of nucleotide sequences, or
"Quantum Moves" [194] to improve how atoms move in a quantum computer.

2.4 Role of AI in Serious Games

This section aims to answer RQ2. Games have long been the test bed for AI as they provide a controlled
environment with simple rules for algorithms to learn sophisticated strategies. AI is a rapidly evolving field
that encompasses a vast array of techniques and methods, each with its own unique potential applications
within the realm of SGs. Therefore, to narrow the contextualization to the point advocated by this chapter,

aCodinGame https://www.codingame.com
bGT Academy https://www.gran-turismo.com/es/academy/
creCAPTCHA https://www.google.com/recaptcha/about/
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our research has focused on exploring the specific areas of SGs where AI has played a prominent role. It has
the potential to generate new insights and knowledge in the realm of CSS research.

In recent years, video games have been utilized as sources of vast amounts of player data, providing relevant
information about human players, which is helpful inside and outside the game. However, SGs have partic-
ular objectives that we want to satisfy, and as such, the techniques and purposes of AI differ notably from
those of regular games. Additionally, there is significant heterogeneity in these purposes of SGs, resulting
in technical differences among them. Despite this heterogeneity, it is possible to discern the main branches
encompassing all primary AI applications in SGs with significant potential for CSS research.

Assessment

Game-based assessment is a fruitful field in SGs [126], primarily used in education, training, and recruitment.
Players are scored based on their knowledge or skills in a particular subject. [185] stipulate three primary pur-
poses of assessment: (i) to assist learning (formative assessment), (ii) to evaluate the player’s capabilities, and
(iii) to evaluate programs. In general, collecting, analyzing, and extracting information through educational
SGs is known as Game Learning Analytics [75].

The main difference with traditional evaluation methods or test gamification is that game-based assess-
ment also uses in-game and interaction data (e.g., response times) to evaluate the player. Numerous authors
have demonstrated the utility of using additional in-game data to evaluate students [150, 124, 8] or to predict
learning results [9, 100]. It has also been used successfully to evaluate recruitment processes [136]. Although
nowadays, they are more of a complement to the traditional exam-based assessment.

The techniques used are diverse, from simple descriptive statistics and correlations to supervised machine
learning algorithms (e.g., linear regression, decision trees, Naive Bayes, Neural Networks) [7, 82]. Some pa-
pers use knowledge inference with Bayesian networks [147, 224], which explicitly allows the application of
causality and latent state models, but flawed assumptions will negatively influence the results significantly.

This branch of AI applications in SGs is one of the most researched and developed, thanks to the techno-
logical push that is changing the way education is delivered. However, much work remains, particularly in
demonstrating that they can outperform and generalize traditional approaches [118].

Game Design & Validation

Game design is planning the content, rules, and mechanics of a game to create valuable interactive expe-
riences. The many artistic and technical factors in this process make any analytical information about the
players extremely valuable. On the other hand, game validation employs data and evidence to verify and cal-
ibrate the game tasks and their difficulty. In the case of SGs, in addition to maintaining engagement, we also
want to ensure that the game meets its primary objective (e.g., to train players in a particular skill, increase
awareness of an issue, etc.).

Data-driven SG design and validation have flourished in academia in recent years, where we can find suc-
cessful examples of using analytics to design, improve, personalize, and test these games [101, 237, 34, 76, 184].
This category is closely related to the previous one (Assessment), as it is almost essential to use data-driven
validation during the development stage to calibrate how the game evaluates the players [246, 132]. Such
analytics can go further to adapt the game’s difficulty in real-time [98, 102] and detect player frustration [50].

In this category, the most commonly used techniques are descriptive statistics and visualizations [116, 127,
36], Randomized Control Trials (to test the usefulness of an intervention) [32, 34] and unsupervised machine
learning algorithms (to find similar types of players and common patterns in the game) [34]. Using these
analytical techniques enables creators and researchers to ensure that their games are entertaining, engaging,
and well-designed to fulfill their objectives. Designing games to adapt to players dynamically is inseparable
from player modeling so we will discuss this in the following subsection.
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2.4 Role of AI in Serious Games

Player modeling & Profiling

Player modeling is the creation of computational models to detect, predict, and characterize the human player
attributes that manifest while playing a game [265]. These models can be any mathematical representation,
rule set, or probability set that maps parameters to observable variables and are built on dynamic informa-
tion obtained during game-player interaction. On the other hand, player profiling usually refers to categoriz-
ing players based on static information that does not alter during gameplay (e.g., personality, cultural back-
ground, gender, age). Despite their dissimilarities, these concepts can complement each other, contributing
to more reliable player models.

Recent advances in AI, specifically in large language models such as GPT-4 and LLaMa, hold significant
potential for advancing the modeling of player behaviors in SGs. These language models have demonstrated
an ability to learn from vast amounts of natural language data and generate coherent and meaningful re-
sponses, enabling them to comprehend and simulate human language and behavior [107, 52]. Incorporating
this technology into SGs can lead to a better understanding of human behavior and social dynamics, gain-
ing insights into how individuals interact and make decisions. Moreover, incorporating them into the game
design can provide more immersive and personalized experiences by tailoring the gameplay to the player’s
behavior, patterns, and preferences. However, there are challenges, such as the potential biases and ethical
implications of using this technology.

W. Westera et al. [258] provides a comprehensive review of the use of AI in SGs. In particular, it analyzes
the literature on player experience modeling using facial emotion recognition and text analysis using natural
language processing techniques. Y. Y. Dyulicheva et al. [59] explores AI and immersive technologies in serious
educational games, focusing on using AI to customize and personalize the player experience. It also examines
AI-based SGs for teachers and students that do not require programming skills. D. Hooshyar et al. [104] con-
ducted a systematic literature review that profoundly analyzes the computational and data-driven techniques
used for player modeling between 2008 to 2016. As this is such a broad and promising field, the variety of al-
gorithms used is immense: descriptive statistics and correlations, path/network analysis, supervised learning
(e.g., Neural Networks, Linear Regression, Hidden Markov Models, Decision Trees), unsupervised learning
(e.g., k-means, Linear Discriminant Analysis, Self-Organizing Maps), probabilistic algorithms (e.g., Bayesian
/ Markov Networks), evolutionary methods (e.g., Genetic algorithms), reinforcement learning methods (e.g.,
Multi-armed bandits), etc. Some proposals based on latent mixture models (e.g., Bayesian hierarchical mod-
els) [236, 125] yield more interpretable results, but flawed model assumptions will negatively influence the
results.

Player modeling can be helpful both inside and outside the game itself. The most straightforward goal is to
improve the game design, tailoring the content to increase engagement and enhance the gaming or learning
experience [49]. We find some prominent examples in the regular video game industry, such as Left 4 Dead
[145], where an AI tracks player behavior and adapts future waves of enemies to maintain rhythm and ten-
sion. Perhaps the most famous example is the video game Silent Hill Shattered Memories [226], which uses a
psychological approach where an AI system tries to manipulate players’ emotions using the Five Factor Model
of personality [56]. Outside the game, the most common use of player modeling in the gaming industry is
for personalized marketing campaigns, since the commercial sector is very interested in understanding cus-
tomer behaviors and preferences. In these cases, the games are often presented as free to play in exchange for
an intrusion into personal privacy [58]. Besides the "advergames" discussed in the section Marketing & Pro-
paganda, a famous example outside SGs is Farmville [260], which monitored the players’ behavior to adapt
Amazon marketing campaigns to them.

In academia, especially in psychology, experiments have been conducted using (regular and serious) games
for research, but primarily focusing on analyzing how the player’s personality is projected in the gameplay
patterns [137, 267, 91, 54, 165]. Nevertheless, studying psychological characteristics or phenomenology using
SGs seems to be an up-and-coming field, especially when introducing AI techniques into the equation.
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2 Serious Games and AI: Challenges and Opportunities for Computational Social Science

2.5 Challenges andNewHorizons

This section aims to answer RQ3. In the previous sections, we have discussed the main applications of SGs
and the current trends in their synergies with AI. In this section, we emphasize the great potential of SGs part-
nering with AI to serve as research tools, particularly in CSS research, examining the most critical challenges
and promising new lines of work.

As discussed in the Motivation, games allow research to be entertaining, provide high levels of empathy,
and can lead to a disinhibition effect that is highly sought after in Social Science investigations. Games can
evoke dynamic and complex emotions in players [265]. Besides, these complex reactions are difficult to cap-
ture with the traditional approaches. Therefore, using SGs as research tools, supported by novel AI tech-
niques, can contribute to advancing many Social Sciences fields in an entertaining and non-invasive way
[153].

The latest advances in AI allow us to analyze vast amounts of data and find patterns or behaviors that
would be very difficult to observe with traditional methods. So far, the main application given to large AI
models that study our interactions through social networks and personal data is for marketing purposes [157].
This practice has been done almost since the beginning of social networks without considering the negative
social consequences it could have, particularly for children and adolescents [122, 2]. With this work, we also
aim to help achieve more laudable goals using AI.

2.5.1 Challenges

Through our research, we have identified the following challenges:

• Game design: Game design is a creative process that involves a wide range of artistic and technical
skills. Game designers must consider story, character development, game mechanics, user interface,
graphics, sound, and more. The harmonious integration of these elements is necessary for creating
a compelling game experience that engages players. However, game design is not a purely scientific
process but often relies on the intuition and creativity of the designer. It is challenging to quantify
and standardize design elements, making it difficult to predict the success of a game or to identify
what makes a game genuinely engaging. Therefore, the success of a SG as a research tool depends
largely on its design and playability.

• Validation and generalizability: The use of SGs as a research tool is becoming increasingly pop-
ular in a variety of fields, including education, health care, and Social Sciences. However, one of the
biggest challenges researchers face when using SGs is demonstrating the validity and reliability of their
findings. Unlike traditional research methods, SGs involve complex interactions between players and
the game environment, making it challenging to ensure the consistency and accuracy of data collec-
tion. While some areas of SG research have shown promising results, such as game-based Assessment,
it is still necessary to establish standard validation procedures for each game and its intended purpose.
Each game is unique, and the research questions and hypotheses behind it must be carefully designed
and tested. This necessitates a personalized validation approach, which can be time-consuming and
resource-intensive.

• Data scarcity: Training and enhancing AI models require a large amount of high-quality data. How-
ever, academic experiments in SGs often rely on small and biased data sets, which limits the effective-
ness of the models. Consequently, research outcomes and findings may be inaccurate, prejudiced,
or biased, hindering the research process. To overcome this challenge, researchers must find ways to
increase the number of participants, collect diverse and representative data, and optimally utilize the
available data. This may involve partnering with the industry to access larger data sets, using synthetic
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2.5 Challenges and New Horizons

data generation, or developing standardized data collection and management methods. Moreover, re-
searchers must establish appropriate methods for sharing sensitive data while ensuring the anonymity
and privacy of participants. This practice can be immensely beneficial for Social Science research [30].

• Explainability: The increasing complexity and opacity of advanced AI tools pose significant chal-
lenges to their use in studying human and social behavior. These advanced AI models are often re-
garded as "black boxes" since their inner workings are not completely transparent or understandable.
Computer science has historically emphasized prediction over explanation, further complicating the
use of AI tools in social research. Understanding the results produced by AI models is crucial for study-
ing human behavior. Although progress has been made in developing explainable AI techniques such
as LIME or SHAP, many challenges remain. One significant obstacle is the trade-off between model
complexity and explainability. More complex models may provide better predictions, but they may
also be more difficult to interpret. Furthermore, explainable AI techniques’ suitability must be eval-
uated for specific research contexts, especially for small or highly heterogeneous data sets. Addressing
these challenges requires interdisciplinary collaboration between AI researchers and social scientists.
This includes developing best practices for incorporating explainable AI into SG experiments, eval-
uating the appropriateness and accuracy of different techniques for specific research contexts, and
balancing the trade-off between model complexity and explainability.

• Ethical considerations: Using personal data in SG experiments raises significant ethical consider-
ations that cannot be overlooked. Clear and unambiguous ethical guidelines are necessary to ensure
that the potential benefits outweigh the risks, and to prioritize the safety and well-being of participants.
This is especially crucial when dealing with sensitive data from marginalized populations or children.
To establish these ethical standards, it is necessary to develop interdisciplinary collaboration between
computer scientists and social scientists, who often have different approaches to research ethics [207].
While computer scientists often prioritize technical aspects of privacy and security, social scientists are
more concerned with the impact of research on human subjects and communities. Developing ethical
guidelines for SGs experiments involving AI requires a deep understanding of the specific ethical con-
cerns associated with this area of research. For instance, researchers must thoughtfully consider how
to obtain informed consent from participants, ensure the privacy and security of personal data, and
mitigate potential harm resulting from using AI models in research.

2.5.2 NewHorizons

Despite the challenges mentioned above, we can also find promising new horizons and future lines of work
regarding the interaction between SGs and AI:

• Synthetic data: The AI field has extensive experience developing agents that can play games at a high
level and even outperform human players [94]. However, in recent years we are experiencing a wave of
generative AI techniques that can create new and diverse content such as images, music, or text. These
techniques have shown remarkable potential in creating data miming human behavior and prefer-
ences [177, 262]. Combined with data augmentation techniques (e.g., agent-based imitation learning
[108]), they can enable us to produce large volumes of diverse data that closely mimics real-world hu-
man behavior to train other AI models and improve their performance. This opens up the possibility
of exploring new research questions and hypotheses that were previously difficult or impossible to ad-
dress due to limitations in data availability. Within a SG project development, synthetic data enables
refining game design, prepare data structures and pipelines, and accelerate development times even
ahead of actual data collection.
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• Data sharing: The emergence of SGs and their potential to address social issues and promote learn-
ing has opened a new avenue of research for Social Science. SGs offer a unique opportunity to col-
lect data from many participants in a more controlled and interactive setting. One of the challenges
that CSS has faced is finding and sharing open data, especially from private companies [141]. Well-
designed SGs can tackle the issue without collecting sensitive data. In addition, using anonymization
and privacy-preserving algorithms has proven very useful in recent years, allowing researchers to extract
meaningful insights from data while protecting participants’ privacy. This approach has the potential
to help researchers overcome one of the significant obstacles in Social Science research: the need to
balance ethical considerations of participant privacy with the scientific need for large, diverse data sets.

• Causality: The Social Sciences have traditionally aimed to explain human behavior through interpre-
tative means, with randomized controlled trials being the gold standard for establishing causal relation-
ships. However, computer scientists have typically prioritized the development of accurate predictive
models that may not necessarily represent the underlying causal mechanisms of a phenomenon. In
recent years, there has been a growing interest in computational causality techniques [166, 182] that
can help us estimate how systems work with greater robustness and generate more plausible alterna-
tives, even for observational data [151]. This approach can help us better understand human behavior
by combining predictive and explanatory approaches and building more comprehensive models that
account for the complexity and nuance of human decision-making. In the field of SGs, explanatory
models can help us identify the mechanisms by which behavior is reflected in the game and account for
biases in the data. Conversely, predictive models can make accurate predictions when explainability
is not a critical constraint. By developing more comprehensive models that account for causal mech-
anisms and predictive accuracy, we can generate insights to inform the design of more effective and
impactful research in CSS [103].

2.6 Conclusions

Gaming has been a part of human and animal leisure and development for thousands of years. Incorporat-
ing AI into SGs can enhance the user experience by offering personalized gameplay and improving the anal-
ysis and understanding of collected data. Furthermore, player disinhibition and engagement effects enable
the collection of highly relevant data on player behavior. This combination provides opportunities for So-
cial Science research, creating an interactive and appealing environment to study complex social phenomena
through observation, experimentation, and analysis.

In this chapter, we have presented a systematic overview of the main application domains of SGs. Secondly,
we have analyzed the successful interactions of SGs with the field of AI, providing a comprehensive overview
of the overlap between these two fields. Thirdly, we have identified critical challenges and research gaps in
this overlapping area. Finally, we have proposed three promising new research areas concerning synthetic
data, data sharing, and causality that will be explored in the following chapters of this thesis.

Further research is essential to develop Serious Games (SGs) for social science research that ensure data pri-
vacy and ethical compliance while utilizing advanced AI models capable of comprehending complex human
behaviors in gaming environments. To achieve this, computer scientists must collaborate with professionals
in psychology, sociology, anthropology, and others. This interdisciplinary approach can lead to innovative
ways of comprehending and using SGs. The continued use of games to facilitate scientific discoveries can
yield significant results. In conclusion, the convergence of AI and SGs offers a distinctive chance to examine
social phenomena in a more intricate and sophisticated manner.
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3 Human-Machine Consensus for Robust
Causal DAGGeneration

This chapter outlines a methodology for unifying expert knowledge and data for creating robust and reliable
causal Directed Acyclic Graphs (DAG). First, we discuss the motivation behind the search for consensus
between experts and data in this field. Second, we describe in detail the proposed methodology and success
metrics. Third, a case study is conducted using real data collected in Spanish schools from minors regarding
cyberbullying (CB). Finally, the results are discussed, and the conclusions reached are presented.

3.1 Motivation

Conventional statistical techniques based on the search for correlations are ubiquitous in social science re-
search. However, they can sometimes be problematic because they rely on spurious correlations and fail to
account for data biases [202]. This is a common issue in research where it is impossible (or unethical) to per-
form a randomized control trial, and only observational studies are feasible. If data processing and analysis
are not done carefully, there is a high risk of exaggeration, minimization, or unintentional reversal of causal
effects.

In recent years, we have witnessed a flourishing of data-driven causal inference research and techniques
[89]. This scientific and modeling philosophy promises to understand complex issues better, unraveling the
intricate webs of relationships between variables and shedding light on the underlying mechanisms govern-
ing these phenomena. It also motivates researchers to keep a skeptical attitude about data acquisition and
manipulation and to explicitly present assumptions and hypotheses, fostering fruitful discussion [86].

Establishing causality is essential in research and policy development, where traditional methods may have
limitations and fail to provide solid evidence consistently. CB represents an excellent example of the kind of
research where interventional studies are impossible (unethical) and where the interpretability and explain-
ability of potential conclusions are especially important. This stresses the need for a causal approach to de-
velop effective prevention and intervention strategies for CB. Some recent examples in the literature have
already attempted to address CB from a causal inference framework [43, 10] and identify causal structures in
cyberstalking behaviors [156].

Recent interest is in applying Machine Learning techniques to detect CB [240, 266]. While these methods
seem to be a promising alternative to traditional statistical methods, they lack three key ingredients that we
consider mandatory for such a sensitive subject: (i) the ability of a systematic quantification of the uncertainty
in the analysis, (ii) the lack of a causal-oriented perspective aimed at deploying interventions or informing
policymakers; and (iii) the absence of a systematic procedure to integrate expert knowledge with available
data. These limitations hinder the effectiveness of Machine Learning approaches in providing comprehensive
insights into complex causal relationships.

To address these challenges, we advocate using Probabilistic Graphical Causal Models (PGCM) [238], also
known as causal Bayesian Networks (BN). This intuitive framework incorporates probabilistic, structural,
and graphical aspects of causal inference. These models provide a solid basis for analyzing intricate causal
structures nuancedly, improving our ability to understand complex issues such as CB more effectively.

23



3 Human-Machine Consensus for Robust Causal DAG Generation

However, the initial step in modeling causal relationships involves determining a structure for the PGCM,
commonly known as causal DAG. This process poses a significant challenge, as identifying an optimal DAG
that accurately represents the causal relationships within the data is non-trivial. Although many data-driven
algorithms for automatic structure discovery have been proposed [252, 268], their reliability remains a con-
cern, particularly in situations with limited available data and under causal assumptions [128, 218].

Without substantial data, relying solely on expert knowledge is a common practice. However, this ap-
proach poses a risk as it may introduce biases inherent to the experts’ field or current paradigm. Striking a
balance between leveraging expert knowledge and incorporating data-driven algorithms is essential for ob-
taining robust causal DAGs that accurately reflect the complexity of real-world systems and exploit the ben-
efits of both approaches.

In light of these considerations, we propose a novel methodology for reaching consensus among expert
knowledge and data-driven algorithms. This hybrid strategy aims to combine the strengths of both sources
of information, mitigating the limitations associated with each and yielding robust causal DAGs upon which
to work on real problems. Numerous proposals in the literature exist for constructing DAGs, combining
expert knowledge and data-driven algorithms [115, 164, 37, 12]. In this chapter, we have attempted to simplify
and systematize a bidirectional information flow between these two actors.

3.2 Methodology

This section describes the method proposed to combine expert knowledge with the data to obtain the causal
DAG structure. We will also detail the analyses performed to interrogate the resulting model in the case study
and the data collection process.

3.2.1 Causal DAGConstruction

The generalized form (without causal implications) of the PGCM is the BN, a graphical model representing
the joint probability distribution of random variables. A BN comprises a DAG and conditional probability
tables (CPT) [131, 178]. Given a DAG, namely G, and a joint probability distribution P over a set of discrete
variables X = {X1, . . . , Xn}, we can say that G is modeling or representing P correctly if there is a one-to-one
correspondence between the variables in X and G such that Eq. (3.1) is satisfied. Where pai are the direct
parent nodes of xi in G, and P

(
xi | pai

)
is the conditional probability distribution (CPD).

P(x1, . . . , xn) =
∏

i

P
(
xi | pai

)
(3.1)

Conditional probabilities play a crucial role in establishing causality, as they allow us to compute the prob-
ability that one event will occur, given that another has already occurred. However, interpreting a BN as
carrying conditional dependence and Independence assumptions does not necessarily imply causality; a valid
graph set can be constructed from independent variables with any ordering, not necessarily causal or chrono-
logical [179]. Determining causal relationships requires additional information or assumptions beyond the
data, such as experimental manipulation or adjustment for confounding variables in observational studies
[183]. In this work, we assume that the expert-defined DAG is known and its connections have a causal inter-
pretation since it has been constructed based on insights gained through practical experience and literature
study [199].

To introduce causality into BNs (i.e., work with PGCM) we must make the following assumptions [215]:

i) There is a DAG, namely G, representing the causal relationships among the variables used.
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ii) The causal Markov condition: The joint probability distribution of the variables used obeys the Markov
property in G.

iii) Faithfulness: The joint probability distribution satisfies exclusively the conditional independence re-
lations implied by the causal Markov property.

Once we have exposed the formal semantics and assumptions of the model, the proposed methodology
to build the causal DAG that brings together expert knowledge and data consists of the following four steps.
A graphical representation of these steps is shown in Fig. 3.1.

1. Initial proposals: Structure learning algorithms and the experts build their first proposals without
transmitting information between these actors. The experts’ proposals may be based on their expe-
rience, previous literature, or common sense. From this step, we obtain a series of potential causal
DAGs.

2. Consistency Causal Restrictions: Together with their proposals, the experts forbid a set of causal
connections that will be included as initial conditions to the algorithms. Naturally, one must be com-
pletely confident when prohibiting these connections. These restrictions come from common sense
or widely accepted knowledge in the literature.

3. Suggested Causal Arrows: Conversely, the experts analyze the initial algorithms’ proposals (without
restrictions) and consider whether any causal relationships found should be incorporated into their
second proposal.

4. Quantitative comparison and consensus graph: Once the new algorithmic proposals (with re-
strictions) and the second proposal of the experts have been obtained, a quantitative comparison (Sec.
Metrics) is made to identify the model that best explains the available data. Finally, the best-performing
models for the specified metrics are selected, and the implications of each proposal are discussed.

Automatic structure learning algorithms

Given a dataset, we can define two main BN structure learning approaches: (i) the constraint-based method,
which induces the graph from the results of conditional independence tests on data over triplets of variables,
and (ii) the score-based method, which maximizes a score function relative to data, measuring the goodness
of each structure [252].

It is worth emphasizing that any automatic structure learning process has significant limitations. First,
the algorithms rely heavily on the quality and quantity of data available and do not guarantee identifying an
actual causal structure. Therefore, we must carefully evaluate the strengths and weaknesses of each structure
proposed and compare their ability to generalize to new data. Second, selecting the final causal DAG is a
critical step requiring statistical rigor, expert knowledge, and common sense. In general, learning a DAG
using structure learning algorithms suffers from the following difficulties [88]:

• Involves solving expensive multi-variable optimization problems

• Requires numerous independence tests, the power of which decreases as dimensionality increases

• The solutions found are a Markov equivalence class of graphs involving the same conditional indepen-
dencies, which would be insufficient when searching for a fitting set, since changes in the directionality
of the edges or the presence or absence of certain edges could lead to an erroneous choice of covariates
for the fit.
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3 Human-Machine Consensus for Robust Causal DAG Generation

Figure 3.1: Conceptual graphical representation of the steps involved in the causal DAG construction. First, the experts
and the structure learning algorithms make their proposals. Then, the experts impose restrictions and revise
their initial proposal based on the relationships found by the algorithms. Finally, a quantitative comparison
is performed and a consensus network is reached.

In this work, we use three structure learning algorithms from the GeNIe Modelera software, among the
many available in the literature. Specifically, we opt for the algorithms that allow us to include restrictions
manually. The selected algorithms are explained below.

Bayesian Search: This score-based algorithm is one of the earliest and most widely used in causal discov-
ery. It was introduced by Cooper and Herkovitz [46] and refined by Heckerman [95]. In essence, it follows
a hill-climbing procedure guided by a scoring heuristic (which in GeNIe Modeler is the log-likelihood func-
tion) with random restarts.

PC: The PC algorithm is also one of the earliest and most popular in causal discovery. It was introduced
by Spirtes [231]. It uses classical independence tests to analyze the available data and then infers the structure
that has generated it. Thus, it belongs to the constraint-based category.

Greedy Thick Thinning (GTT): This score-based algorithm is based on the Bayesian Search and was
proposed by Cheng et al. [42]. It starts with an empty graph and repeatedly adds the arc (without creating a
cycle) that maximizes the marginal likelihood of the structure given the data until no arc addition produces
a positive increase. Subsequently, it repeatedly deletes arcs until no arc deletion produces a positive increase
in the marginal likelihood of the structure given the data.

ahttps://www.bayesfusion.com/genie/

26

https://www.bayesfusion.com/genie/
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Metrics

Each causal DAG candidate is evaluated using the metrics described below to perform the last step of the
proposed methodology, the quantitative comparison of structures.

Log-Likelihood (LL) Score: The LL score measures how well the DAG fits the observed data. It cal-
culates the logarithm of the likelihood function, which represents the probability of the observed data (x)
given the network structure and parameters (Θ). Formally it is expressed as log(L(Θ | x)). Higher LL scores
indicate a better fit.

Bayesian Information Criterion (BIC): The BIC is a widely used metric that balances the goodness-
of-fit and model complexity. The BIC score is calculated using the LL score and penalizing the number
of parameters in the model to avoid overfitting [39]. Formally, it is expressed as shown in Eq. (3.2) where
k represents the number of parameters estimated, n is the number of data points, and L̂ is the maximized
value of the likelihood function of the model. Lower BIC scores indicate a better trade-off between fit and
complexity.

BIC = k ln(n) − 2 ln(L̂) (3.2)

K2 score: The K2 score is a particular case of the Bayesian Dirichlet score and is commonly used in BN
structure learning. It is based on the likelihood of the data given the network structure and parameters [46].
It incorporates prior probabilities and can handle small sample sizes. It also penalizes model complexity but
to a lesser extent than BIC. Higher K2 scores indicate a better fit.

Correlation score: This score measures how well the DAG represents the correlations in the data using
the d-separation property [79]. For each pair of variables in the data set, a correlation test (typically chi-square)
is performed. Then, we test whether the same pair of variables are d-connected in DAG. Finally, a classifica-
tion metric (e.g., F1 score) is calculated using the correlation test as the true value and the d connections as
predicted values. Higher correlation scores indicate greater agreement between the correlations of the data
and the DAG.

Overall, the choice of metric depends on the specific application and the goals of the analysis. The model’s
complexity, availability of prior knowledge, and sample size must be considered. Note, however, that the aim
of designing the best DAG is not to achieve quantitative predictive accuracy but, more importantly, to capture
the hypothetical causal relationships among variables in the most systematic and unbiased way.

Each metric has its advantages and disadvantages. The LL score tends to favor fully connected network
structures, sometimes falling into overfitting. The K2 score is often used as a baseline score for comparison
but relies on the choice of some hyperparameters. The BIC is commonly used when the goal is to find a
model that fits the data well but is not too complex (Occam’s razor approach). The correlation score tests
only conditional independence assumptions but does not examine how well the data fits.

In the particular case of the LL score, we have used a k-fold cross-validation approach to compare the
candidate models. This technique is widely used in the machine learning literature to avoid overfitting [111].
It consists of dividing the dataset into k segments and training the model k times with different segments as
the test set. The LL score is the only proposed metric that requires the model parameters as input to perform
the evaluation. Therefore, it is the only metric that justifies using k-fold cross-validation.

3.2.2 Performing Causal Tasks

Once we have selected a causal DAG with which we are satisfied and it has been trained with the available
data, we can perform different analyses to interrogate and validate the model. For example, effect estimation
(If we change A, how much will it cause B to change?), attribution (Why did an event occur?), counterfactual
estimation (What would have changed if we had measured a value in A different from the observed value?),
or prediction (What will we get as a result of a new data entry?) [182].
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3 Human-Machine Consensus for Robust Causal DAG Generation

In this thesis, we are interested in the task of effect estimation. For instance, estimate the effect of different
interventions on the risk of suffering CB. To this end, we computed the Average Causal Effect (ACE) [161],
also known as Average Treatment Effect (ATE), to answer the following question: How much does a certain
target quantity differ under two different interventions? Using the do-calculus notation [181], the ACE can be
written as in Equation (3.3). The do operator symbolizes an intervention and can be defined as in Equation
(3.4), where S is the sufficient adjustment set, the set of variables in the DAG that block all the confounding
paths from treatment T to outcome Y and meet the requirements of the back-door criterion [180]. The key
strength of this method is that it enables us to estimate the interventional probability distribution of the
outcome from observational probability distributions. This method provides a single value representing the
influence of specific interventions. Figure 3.2 illustrates the difference between conditioning (P(Y | t)) and
intervening (P(Y | do(t))).

ACE = ATE = E[Y | do(T := A)] − E[Y | do(T := B)] (3.3)

P(Y | do(T := t)) =
∑
s∈S

P(Y | S = s,T = t)P(S = s) (3.4)

If the treatment variable T has more than two options, the ACE can be calculated for a pair of values
of interest or the values that give the most extreme results. We expressed the ACE results as the percentage
difference between treatment A and B (∆P = PA − PB), and equivalently as an Odds Ratio (OR) following
Equation (3.5). Having obtained the results for each variable, we can rank them. Larger ACE values indicate
a greater causal influence on the outcome.

Odds Ratio (OR) =
PA(1 − PB)
PB(1 − PA)

(3.5)

Figure 3.2: Illustration of the difference between conditioning and intervening. Adapted from [171].

3.3 Case Study: Cyberbullying CausalModel

This section presents a case study where we apply the proposed methodology for generating robust causal
DAGs. Firstly, we will provide detailed information about the collaboration with RAYUELA’s CB experts.
Secondly, we will show the proposals from the experts and the structure learning algorithms. Then, we will
apply the methodology to modify the proposals and compare them quantitatively. Finally, we will perform
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a causal analysis on the winning models to estimate the variables with greatest influence on CB victims and
verify the robustness of the winning causal DAGs.

The data used in this case study were collected through a representative survey of children in schools in
Madrid (Spain). Section 1.2.1 details the characteristics of the dataset and its collection. Table 1.1 provides
the variable values and their percentage of occurrences (i.e., marginal probability).

It is worth mentioning again that, among all the cybercrimes analyzed in the RAYUELA serious game, we
have decided to focus on CB since it is the only one for which a validated questionnaire [28] could be carried
out on the participating minors. The results of this questionnaire represent a "ground truth" for the analyses
carried out throughout this thesis.

3.3.1 Collaborationwith Cyberbullying Experts fromRAYUELA

In this case study the expert knowledge comes from members of the RAYUELA project consortium. The
work package 1 in the project was concerned with creating a knowledge base on the drivers of cybercrime in
young people. For this purpose, this team conducted research that sought to understand both the pathol-
ogy and physiology of online behaviors, characterizing the victims and offenders of the forms of cybercrime
considered, as well as the modus operandi.

This team included members from Universidad Pontificia Comillas (Spain), University of Ghent (Bel-
gium), University of Tartu (Estonia), University College Limburg (Belgium), Bratislava Policy Institute (Slo-
vakia), Ellinogermaniki Agogi (Greece), Polícia Judiciária (Portugal), Valencian Local Police (Spain), Police
Service of Northern Ireland (United Kingdom), Estonian Police and Border Guard Board (Estonia).

Regarding the crime of CB this team conducted a total of 33 interviews (8 offenders, 12 victims, and 13
experts) [197] and analyzed 46 court sentences [198]. As a result, the team acquired a profound understanding
of the issue, which has been used on several occasions throughout the remainder of the project and has been
documented in the cited technical reports. To interact with the expert knowledge when constructing the
causal DAGs, we held discussion sessions with some team members from Universidad Pontificia Comillas,
as they were the leaders of this work package.

3.3.2 Causal DAGConstruction and Comparison

In the first step of the proposed methodology, the experts and the structure learning algorithms create their
initial proposals (Fig. 3.3) without transmitting information between these actors. That is, the experts do not
have any information about the algorithms’ results, and the algorithms are trained without using restrictions
or forced connections from expert knowledge.

Figure 3.3a shows the structure we have used as a baseline where all nodes are directly connected to the
target variable. We have called this structure "naive". That is, it is assumed that no interdependence exists
between any of the nodes. This structure is similar to classical statistical analysis in the social sciences, exam-
ining each variable separately. Building upon the naive structure, Figure 3.3b shows the experts’ first proposal.
They added causal relationships from the age node to the daily hours of Internet and CB awareness and an
additional arc from gender to CB awareness.

Figures 3.3c, 3.3d, and 3.3e correspond to those obtained through the structure learning algorithms. We
can observe that the algorithms’ proposals go against common sense on many occasions. For example, in
Figure 3.3c, sexual orientation causes migratory background, and there are nodes causing age; in Figure 3.3d,
numerous variables cause gender, etc. Moreover, in these algorithms’ proposals some nodes are left uncon-
nected in the network, sometimes even the target node (Cyberbullying Related Situations), which neither
helps us in modeling nor in understanding the issue.

In the second and third steps of the methodology, the experts impose restrictions and forced connections
on the training process of the algorithms, based on common sense and input from the experts. These expert
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impositions are shown in Table 3.1). For example, looking at the first row of the table, the experts assume
that gender cannot have a causal effect on age, sexual orientation, or migrant background. And on the basis
of the research, they force the link between gender and CB-related situations.

As a result, we obtain refined versions of the initial proposals (Fig. 3.4). For ease of visualization, the
connections that differ between the proposals have been highlighted in blue. Figures 3.4a, 3.4b, and 3.4c
correspond to those obtained from the structure learning algorithms, using restrictions and forced connec-
tions from the experts. The structure shown in Figure 3.4d corresponds to the second experts’ proposal after
analyzing in detail the initial results from the algorithms. This structure is the most densely connected, so it
can be expected to be penalized more by some of the metrics used, such as BIC or K2.

(a) Naive (b) First experts’ proposal

(c) Bayesian Search algorithm (d) PC algorithm

(e) GTT algorithm

Figure 3.3: Step 1: Initial proposed causal DAGs. Structure (a) is a baseline where all variables are connected to the
target variable. Structure (b) is the first experts’ proposal. Structures (c), (d) and (e) were derived by the
algorithms without using restrictions or forced connections.
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(a) Bayesian Search algorithm + Restrictions & forced connec-
tions (b) PC algorithm + Restrictions & forced connections

(c) GTT algorithm + Restrictions & forced connections (d) Second experts’ proposal

Figure 3.4: Step 2 and 3: Refined causal DAGs obtained through the methodology described in this chapter. Struc-
tures (a), (b) and (c) were derived by the algorithms using the restrictions and forced connections from
expert knowledge (Table 3.1). Structure (d) is the second experts proposal. For ease of visualization, the
connections that differ between the proposals have been highlighted in blue.

Table 3.1: Step 2 and 3: List of restrictions and forced connections imposed by the experts in the training of the structure
learning algorithms.

Variable Forbidden connection Forced connection

Gender [Age, sexual orientation, and migratory background] [CB related situations]
Age [Gender, sexual orientation, and migratory background] [CB related situations]
Sexual Orientation [Age, gender, and migratory background] [CB related situations]
Migratory Background [Age, gender, and sexual orientation] [CB related situations]
Family Communication [Age, gender, sexual orientation, and migratory background] [CB related situations]
Daily Hours of Internet [Age, gender, sexual orientation, and migratory background] [CB related situations]
CB Awareness [Age, gender, sexual orientation, and migratory background] [CB related situations]
CB related situations [Age, gender, sexual orientation, migratory background, -

family communication, hours of Internet, and CB awareness]

Table 3.2: Step 4: Quantitative comparison of causal DAGs. Cells highlighted in green indicate the best result in each
of the metrics.

Naive 1st Experts Bayesian PC GTT 2nd Experts
Metrics Proposal Search Proposal

Mean Log likelihood [test sets] -1090.94 -1074.15 -1074.62 -1066.75 -1068.52 -1064.03
BIC -20172.34 -20827.21 -20159.05 -20327.32 -20242.35 -20996.33
K2 score -4856.9 -4885.6 -4810.8 -4824.04 -4817.65 -4891.73
Correlation score 0.64 0.62 0.64 0.67 0.64 0.57
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1100 1090 1080 1070 1060
Log Likelihood [test sets]

Naive

1st experts

Bayesian Search

PC

GTT

2nd experts

Figure 3.5: Results of the cross-validation (k = 5) evaluation using the Log Likelihood metric on the test sets. Standard
deviations are included. The second experts’ proposal is the winner, although it should be noted that the mean
of the GTT and PC proposals are within its standard deviation.

Once we iterate and obtain a set of causal DAGs, the subsequent stage (Step 4) involves conducting a
quantitative comparison using the metrics described in section 3.2.1. As discussed in that section, we used a
k-fold cross-validation technique to reduce overfitting in the case of the LL score. We used k = 5 stratified
random segments. The results shown in the first row of the Table 3.2 are the mean of the LL in the test
segments. Figure 3.5 shows the results including the standard deviations of the LL score in the test sets.

Table 3.2 presents the findings from this quantitative comparison phase. It is important to note that all the
structures compared quantitatively in the last phase are partially based on expert knowledge, as restrictions
and forced connections are included in their training. Based on the results obtained, the top three structures
are Bayesian Search (Fig. 3.4a), PC (Fig. 3.4b), and the second experts’ proposal (Fig. 3.4d). Thus, these
structures will be used for the following causal analysis.

3.3.3 Average Causal Effect Estimation

Having determined the winning structures, we computed the ACE explained in Sec. 3.2.2. This analysis
allow us to estimate the causal influence that each network node has on the target, which in this case is suffer-
ing Cyberbullying related situations. This provides insights into the most relevant variables influencing the
model output, considering them individually.

As a baseline for the experiments to be conducted, we have performed Chi-square statistical tests between
all the variables in the survey dataset. Table 3.3 shows the results of the Chi-square test with a p-value of less
than 0.05 between the profiling variables.

As outlined in the methodology, we express the ACE as percentage difference (∆P) and the equivalent OR
(Eq. 3.5). The results for the Bayesian search structure are shown in Table 3.4, those for the PC structure in
Table 3.5, and those for the second experts’ proposal in Table 3.6.

Figure 3.6 shows the aggregated∆P results of all the variables. Across all the models, the variable with the
greatest causal influence is age, indicating that it is the variable where it would be most effective to intervene.
Logically, it is physically impossible to intervene in the age of adolescents. Nevertheless, these interventions
can include, for example, awareness campaigns focused on certain ages or specific sectors of the population.
This information and the resulting models can guide future interventions, policies, or educational programs.
The remaining variables have a highly similar causal influence on the output of the models, except for migra-
tory background, which has the most negligible influence in all the proposals.

The aggregate results in Figure 3.6 show a consensus among the different models. Therefore, any of these
models could serve as a consensus graph depending on the metric used and the subsequent field of application
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3.3 Case Study: Cyberbullying Causal Model

Table 3.3: Results of the Chi-square test between the profile variables of the dataset collected through a survey of Span-
ish minors within the RAYUELA project. Only the results of the tests with a p-value of less than 0.05 are
shown.
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Age -
Gender - -
Sexual Orientation 18.52 68.47 -
Hours Internet 24.4 27.47 - -
CB Awareness - 80.8 - - -
Family Communication - 36.43 8.94 - 80.4 -
Migratory Background 10.72 - - - - - -
CB Related Situations - 7.12 7.24 12.43 - - - -

of the model. The Bayesian search structure is the simplest model that explains the data (Occam’s razor
approximation). The PC model is the one that best meets the assumptions of conditional independence.
Besides, the second experts’ proposal is the best fit for the data, at the cost of having a more complex model.

Comparing these results with the baseline Chi-square test table (Tables 3.3), we observe that there are
notable differences in which variables influence the outcome. For example, Age is the most important variable
using the causal methodology, but it did not pass the correlation statistic test.

Table 3.4: Average Causal Effect estimation on the Bayesian Search structure (Fig. 3.4a). Larger values indicate greater
causal influence in the outcome. ∆P represents the maximum difference in probabilities (estimated by the
PGCM) of having suffered CB-related situations, by simulating interventions on all possible values of each
variable. We also include the odds ratio related to ∆P (Eq. 3.5).

Variable ∆P Odds Ratio

Age 16% 1.97
Gender 11% 1.54
CB Awareness 10% 1.53
Daily Hours Internet 10% 1.5
Family Communication 10% 1.5
Sexual Orientation 10% 1.49
Migratory Background 7% 1.35
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Table 3.5: Average Causal Effect estimation on the PC structure (Fig. 3.4b). Larger values indicate greater causal influ-
ence in the outcome. ∆P represents the maximum difference in probabilities (estimated by the PGCM) of
having suffered CB-related situations, by simulating interventions on all possible values of each variable. We
also include the odds ratio related to ∆P (Eq. 3.5).

Variable ∆P Odds Ratio

Age 16% 1.96
Gender 11% 1.6
CB Awareness 11% 1.58
Sexual Orientation 11% 1.56
Family Communication 10% 1.51
Daily Hours Internet 10% 1.5
Migratory Background 8% 1.38

Table 3.6: Average Causal Effect estimation on the second experts’ proposal structure (Fig. 3.4d). Larger values in-
dicate greater causal influence in the outcome. ∆P represents the maximum difference in probabilities (es-
timated by the PGCM) of having suffered CB-related situations, by simulating interventions on all possible
values of each variable. We also include the odds ratio related to ∆P (Eq. 3.5).

Variable ∆P Odds Ratio

Age 16% 1.96
Gender 12% 1.66
CB Awareness 11% 1.57
Sexual Orientation 11% 1.56
Daily Hours Internet 11% 1.56
Family Communication 10% 1.5
Migratory Background 8% 1.42
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Figure 3.6: Compilation of Average Causal Effect estimations. ∆P represents the maximum difference of probabilities
(estimated by the PGCM) of having suffered CB-related situations, by simulating interventions on all pos-
sible values of each variable and in each of the selected DAGs.
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3.4 Discussion

To demonstrate the validity of our proposal, we discuss a case study investigating the complex dynamics of
CB. It is acknowledged that while machine learning models excel in prediction, their interpretability is often
compromised, leading to potential reliance on spurious correlations. Traditional correlation techniques may
overlook confounding variables and colliders, further contributing to the risk of identifying misleading as-
sociations. In contrast, causality-based approaches, such as PGCM, prioritize understanding the underlying
mechanisms of the phenomenon, fostering discussion and open science, making them particularly suitable
for sensitive issues like CB.

While our work has yielded positive outcomes, it is essential to acknowledge the existence of unmeasured
factors that influence CB, thereby limiting the scope of potential results. The complex nature of this social
phenomenon implies that additional variables may contribute to its dynamics, warranting future research
endeavors to capture a more comprehensive understanding of the problem. Moreover, the accuracy of our
findings is closely related to the quality and variety of the data used.

Nevertheless, the use of PGCM offers notable advantages to our research. These include the ability to
easily integrate expert knowledge and data, to simulate interventions, and to mitigate spurious correlations in
the data. Additionally, this approach requires stating explicit hypotheses and assumptions, which encourages
critical discussion and improves the transparency and accessibility of our findings.

It is also essential to acknowledge the inherent limitations of PGCM. The accuracy of our results is contin-
gent upon the restrictions and forced connections imposed by experts, which may be biased by their knowl-
edge or current paradigms. Furthermore, as the number of variables in the PGCM increases, the complexity
and computational demands grow exponentially, potentially rendering the model challenging to interpret.

3.5 Conclusions

This chapter contributes to the study of obtaining robust causal models by mixing expert knowledge and
data-driven algorithms. To demonstrate the validity of our proposal, we have analyzed a case study on CB
using data from a representative survey of children in Spanish (Madrid) schools.

When using PGCM in CB, we take a causal analytical approach to better understand complex dynam-
ics. We combine expert knowledge with data-driven algorithms to reach a consensus that overcomes each
approach’s inherent limitations. On the one hand, experts learn new causal connections proposed by the
algorithms. On the other hand, the algorithms have to adjust their training to the constraints and forced
connections imposed by the experts or by common sense.

Our findings in the case study highlight the significance of the variable Age in influencing CB victimiza-
tion among those variables considered in the model. However, the rest of the variables studied also have
a significant causal influence. From an intervention and policy perspective, our results suggest that efforts
should focus on prevention strategies during critical ages. Moreover, in promoting acceptance of diverse
sexual orientations and gender identities among children and implementing awareness campaigns.

However, this model includes a relatively limited number of variables, so it is likely that Age acts as a con-
founder for variables not captured in the survey or model. Thus, the conclusions drawn from the results may
be limited. Despite these limitations, adopting PGCM and incorporating expert knowledge is extremely valu-
able in helping to understand complex phenomena, especially in situations where the sample size is limited
or where the interpretation of the results may influence policies or protection strategies. This is often the
case in the social sciences.
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4 Generation of Probabilistic Synthetic
Data for Serious Games

This chapter outlines a methodology for generating probabilistic synthetic data for Serious Games (SG).
First, we discuss the motivation behind producing synthetic data in this field. Second, we analyze the state of
the art in synthetic data to identify precisely where this work contributes. Third, we describe the proposed
simulator and the design considerations addressed in detail. Fourth, a case study is carried out based on the
SG of the H2020 RAYUELA project and survey data collected concerning cyberbullying (CB) in Spanish
schools of minors. Finally, we conducted an identifiability and robustness analysis of the synthetic data gen-
erated and present the conclusions and limitations of the research. The content of this chapter has already
been published in a peer-reviewed scientific journal [188]. The source code of the developed simulator is freely
available on GitHuba.

4.1 Motivation

Serious Games (SG) are tools designed for purposes beyond pure entertainment (e.g., educational, training,
awareness, marketing) [3] and they have gained prominence in recent years in research, industry, and educa-
tion [44, 271, 138], offering immersive and interactive experiences to users. As the demand for SG increases,
so does the need for diverse and realistic datasets to improve their development and evaluation.

Synthetic data is a good candidate to address some of these challenges. For example, it can help with data
privacy, fairness, and augmentation, compensate for data deficiencies such as category imbalance, or even
produce data before the real one is available [114]. Although synthetic data is not a replacement for real data,
it can accelerate the SG development process and facilitate advanced data modeling and analysis [189]. In
recent years, interest in using synthetic data in social or behavioral science research has also notably increased
[87, 195, 105].

We can highlight two essential benefits of data synthesis. First, providing more efficient access to data is
essential for developing more reliable data-driven models. Accessing data to build and test AI models is a
critical challenge for their adoption more broadly [16, 29]. A technical report from Deloitte [234] concludes
that data-access issues are ranked in the top three companies’ top challenges when implementing AI. Data
synthesis can provide realistic data to work with, efficiently, and at a scale. Second, enabling better analytics
when access to real data is too costly, dangerous, or unethical. Another valuable scenario is when actual data
are not accessible yet. Hence, synthetic data are used to train an initial model, significantly accelerating the
project convergence and potentially increasing the final models’ robustness.

This chapter aims to present a methodology for generating probabilistic synthetic data for decision-based
SGs, such as the one used in the RAYUELAb project where this thesis is framed. However, the methodol-
ogy presented can be used to generate synthetic data in any decision-making scenario (e.g., multiple choice
exams, political surveys, any questionnaire, or decision-based games/simulations). To this end, we propose a
simulator architecture and bring two innovations to the state of the art. First, we present a generic method-
ology to introduce external data to the simulator through Probabilistic Graphical Causal Models (PGCM)

ahttps://github.com/jaimeperezsanchez/Simulator_Synthetic-Data
bhttps://www.rayuela-h2020.eu/
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[179]. PGCMs and their generalized form, Bayesian Networks (BN), have become a popular tool in recent
years [162], including some examples in CB research [228, 148]. Second, the model that mimics player behav-
ior is based on the Item Response Theory (IRT) cognitive modeling framework. This paradigm has been
extensively studied in the literature and proven far superior to classical test theory [191, 38, 250].

4.2 State of the Art

Interest in synthetic data has been increasing over the last few years, offering a solution to the challenges
associated with limited or inaccessible real data sets. The demand for data to build increasingly powerful AI
and Deep Learning models has grown exponentially in recent years. Moreover, this data may be difficult,
expensive, or unethical in many domains. This section provides an overview of the current state of the art in
synthetic data generation, encompassing main approaches and methods regardless of the application domain.

Conceptually, synthetic data have similar statistical properties to real data. If an analyst works with a syn-
thetic dataset, the expectation is that the analysis outcomes should closely resemble those derived from real
data. This section provides an overview of the current state of the art in synthetic data generation, encompass-
ing main approaches and methods regardless of the application domain. There are three types of synthetic
data depending on their generation process. The first type is generated from actual data, the second type does
not use real data, and the third type is a hybrid of these two [60].

4.2.1 Synthesis from real data

The methods included in this subsection are also known as data augmentation. The intuition is that synthetic
data can act as a regularizer, thus reducing variance in the final model. The starting point is a real dataset, and
synthetic samples are obtained after modeling its structure and statistical distributions. The synthetic data
should appear realistic in the separate distribution of each variable and the relationships between variables.
The goal of data augmentation may include addressing data imbalance, improving the generalization and
robustness of data-driven models, reducing overfitting, or preserving user privacy [114].

Classical statistical imputation methods (e.g., Synthetic Minority Over-sampling Technique - SMOTE,
Adaptive Synthetic Sampling - ADASYN) are widely used in unbalanced datasets. However, their capa-
bilities are very limited in replicating complex relationships between variables. Also widely used are those
approximations known as heuristics. These include linear or geometric transformations to the data. For ex-
ample, time series data may include noise addition techniques, rotations, scaling, warping, or permutations
[248]; image data may include kernel filters, random blurring, or color space transformations [220].

In recent years, sophisticated machine and deep learning techniques have begun to capture particularly
complex relationships between variables, allowing the data generative processes to be generalized better. Within
this category, techniques such as Variational Autoencoder (VAE) [253, 109], Generative Adversarial Net-
works (GAN) [14, 186], or diffusion models [264, 55] are achieving the greatest success. Recent generative
AI technologies (e.g., ChatGPT, Midjourney) promise significant synthetic text and image generation ad-
vances. However, special care must be taken to ensure that models do not collapse due to self-consuming
loops [6, 223] and hallucinations [208]. Numerous updated surveys address the usefulness of data augmen-
tation techniques depending on the data type, whether time series [256, 110], images [220], or text [221].

4.2.2 Synthesis without real data

This type of synthetic data covers generation methods that do not use real data. Instead, it uses computational
models describing known behaviors or expert knowledge to generate the synthetic samples. Simulators are
used in the most complex cases. They can be, for instance, gaming engines creating synthetic scenes that
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obey a set of specific rules (e.g., physics laws, production line processes, financial market behavior, board
game rules).

Over the last few years, it has been proven the great potential of using simulators to train highly advanced
AI models based on Reinforcement Learning such as AlphaZero [227]. Furthermore, it has been used in
developing robots since it enables the algorithms to train for thousands of hours in realistic simulations,
subsequently improving their performance in the real world [270]. The concept of Digital Twin is applied
when the aim is to computationally mimic specific facilities, operational processes, or physical products [241].

4.2.3 Hybrid synthesis

This type of synthetic data combines methods from the other two groups to generate data that not only repli-
cates the statistical characteristics of real-world data but also incorporates domain-specific insights and exper-
tise. The generation process usually starts with an existing real dataset, and then domain experts contribute
their insights to the generation process. This may involve incorporating known patterns, relationships, or
nuances that purely data-driven approaches might not fully capture [60].

Simulations also play a crucial role in this hybrid approach by generating scenarios that may not be well
represented in the existing data [247, 176]. The synergy between data-driven augmentation and expert-guided
simulations results in a hybrid synthetic dataset with a more complete and nuanced representation of the
underlying domain [249].

Hybrid synthetic data generation is most commonly used in specialized fields where expert knowledge is
essential, but we also have some external data from which we can learn. For example, it has been used to
generate data in specialized industrial processes [192, 263] or to improve medical systems [219, 133]. Some
proposals in the literature already propose using BNs, a generalized form of PGCM without causal implica-
tions, to generate synthetic data, as they are a convenient approach to merging expert knowledge and data
[142, 120, 81].

The work developed in this chapter fits into the hybrid synthesis category since we will use existing exter-
nal data and expert knowledge to enrich the simulation. We contribute to this field by proposing a modular
architecture to generate synthetic data for an iterative decision-making SG. Unlike other agent-based simu-
lations, the goal is not to "win" the game but to approximate realistic human behaviors in an approach more
similar to [254] and [149].

4.3 Simulator

4.3.1 Design Considerations

Before detailing the proposed simulator architecture, we will review the design considerations and constraints
that led to the decisions made. Firstly, although the proposed architecture can be applied to other environ-
ments where participants must complete a series of decisions or answer categorical questions, this work fo-
cuses on the specific problem of a decision-based SG.

To ensure that the synthetic data better reflects reality, it is desirable to be able to introduce external infor-
mation into the generative process (e.g., expert knowledge, surveys, prevalence data, etc.). It is also desirable
to do this generically so that it is easy to experiment and introduce additional data at any time and so that
the proposed architecture can be used to address issues. To meet this design need, we propose using PGCM
[179]. This model is a powerful visual and quantitative tool for expressing causal relationships among vari-
ables. The structure and parameters of a PGCM can be learned from data, manually constructed (usually
with the help of experts in the specific problem being addressed), or a combination of both. Conveniently, a
trained PGCM can generate synthetic data by sampling from the learned probability distributions.
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The ultimate goal of RAYUELA’s SG is to identify different groups/ clusters of players through the an-
swers collected. In other words, to investigate whether the answers given in the SG provide information about
the players’ behaviors in the real world. We can model this environment as a sequence of multi-choice ques-
tions, where each player’s latent state changes the probability of choosing each option. This chapter aims to
generate probabilistic synthetic data reflecting the internal states of the players and their cognitive decision-
making process. To meet this design need, we propose using the IRT framework [62], a testing theory based
on the idea that the probability of a correct response to an item is a mathematical function of the respondent
and item parameters. IRT is often regarded as superior to classical test theory [63], primarily because in ad-
dition to inferring the "ability" of the participant, it also takes into account the "difficulty" of each question
when assessing (and other possible parameters in more complex models). Our work will use IRT to gener-
ate synthetic data rather than for statistical inference. With this approach, we aim to model the interactions
between players and the in-game decisions they have to confront based on widely used psychological theo-
ries. Our proposed simulator probabilistically models players’ decisions using IRT test theory, incorporating
expert knowledge and external data through PGCM.

Figure 4.1: Simulator’s overall architecture and components. The generated agents respond to the environment and
decide according to its profile in a non-deterministic manner. The blue boxes represent external information
that is fed into the simulation. The grey boxes represent the internal states and models of the synthetic
agents.

4.3.2 Architecture

Considering the technical and design considerations outlined in the previous subsection, we summarize the
simulator’s proposed architecture in Figure 4.1. This modular architecture allows tweaking specific features
of the simulator, thus avoiding future significant redesigns (e.g., if we want to create a new agent model for
other case studies, we would only have to modify that module). In particular, we have designed the simulator
architecture to contain four components: the probabilistic model, the agent generator, the agent, and the
environment (see Fig. 4.1), which we describe in the following subsections.
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ProbabilisticModel

This module is responsible for incorporating expert knowledge and other external information (e.g., surveys
or prevalence data) into the simulator, thus aligning the synthetic data with reality and making it as help-
ful as possible. This is achieved using a probabilistic model, such as PGCMs, where the expert knowledge
is encoded into the network’s DAG structure, and network parameters (CPTs) are learned from external
information. External information can also be incorporated to define the prior belief probability distribu-
tions. Moreover, PGCMs allow us to interrogate the model and perform causal tasks to obtain quantifiable
responses for events for which we have little or no data. This can be useful for generating data on underrep-
resented events or population sectors.

We propose to use a PGCM trained with external data to generate synthetic data that the Agent Generator
module will then use to produce synthetic players with a unique profile in a probabilistic manner. The final
synthetic dataset consists of the data generated by the PGCM and the probabilistic responses each agent gives
in the environment.

Agent Generator

This module generates synthetic agents with distinct internal parameters representing a variety of profiles.
These internal parameters model the internal states of the player (e.g., that the player is more or less risky
or tends to behave in a particular way). The data produced by the Probabilistic Model drives this generation
process. The exact transformation process to obtain each synthetic player’s profile is a design decision that will
change drastically depending on the issue addressed and the number of profiles desired. It, therefore, allows
for controlled generation at the service of researchers. Section 4.4 will explain in detail our implementation
for our case study on CB.

Agent

This module represents the profile of each synthetic player and recreates the interaction with the decisions
to be taken in the simulator, obtaining as output the answers/decisions taken according to his profile (in a
probabilistic way). Two main components constitute the Agent module:

1. profile (αi): This is a fixed internal parameter, unique for each agent, representing its profile. This
numerical value is inherited from the Agent Generator module. For instance, in our case study on CB,
the profile parameter will represent the risk propensity of each agent in online situations. Positive αi

values would represent more risk-prone agents, and negative values represent agents with lower risk
propensity. Values of αi around zero represent a random player.

2. Decision maker: This submodule will simulate the game’s agents’ decisions, according to the profile
and question parameters, trying to align them probabilistically (thus capturing the uncertainty in hu-
man decision-making). The implementation is common to all agents.

The approach implemented in the Decision Maker module borrows ideas from the IRT paradigm. How-
ever, some adjustments must be made to fit our case properly. As we explained before, the ultimate goal of
RAYUELA’s SG is to identify different groups/clusters of players through the answers collected. Therefore,
there will not be correct or incorrect answers but answers representing greater or lesser alignment with certain
profile traits.

In the simplest case, where agents will make dichotomous choices (i.e., two possible answers), it can be
formally expressed as Equation (4.1). Assuming uncorrelated questions, the answers of each player i to each
question j are random samples from a Bernoulli probability distribution, with a probability pi j that depends
on the agent’s profile αi ∈ R and the question parameter β j ∈ [0, 1], for i ∈ [0,N] players and j ∈ [0,Q]
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questions. Equation (4.1) is valid for dichotomous/binary questions, but it can be generalized to multiple
choices questions by replacing the Bernoulli with a Categorical probability distribution and using a polyto-
mous IRT-based model in the probability computation, such as the Graded Response Model [211].

Answeri j ∼ Bernoulli(pi j), with pi j =
1

1 + e−αiβ j
(4.1)

The question parameter β j is a numerical value unique for each question and represents its discriminatory
ability to extract valuable information related to the agent’s profile. It is inherited from the Environment
module. A value of β j = 0 represents null information given by the question, and a value of β j = 1 rep-
resents perfect information. Namely, answering positively to a question with a β close to 1 provides a good
measurement of the agent’s profile parameter (αi). In actual SGs, a question with a value close to β j = 0 will
represent those decisions whose answer is unrelated to the variable of interest (for instance, in our case study,
it would be unrelated to CB).

Figure 4.2: Visualization of the probability pi j (Eq. 4.1) values as a function of α and β for the dichotomous/binary
case. The values of the equation are shown for 7 values of α, represented in different colors. Positive values
ofαi would represent agents more likely to respond positively to the questions posed to them. The opposite
applies to negative values of αi. Values of αi around zero represent a random player.

Figure 4.2 illustrates how the probability pi j of answering a question positively varies depending on the
values of α and β. When β→ 1 (i.e., high discriminatory ability), agents have a high probability of choosing
the response that matches their profile. However, when β → 0 (i.e., low discriminatory ability), each agent
has a probability that tends to 0.5, regardless of the value of their individual αi. A random player (αi = 0)
will always answer randomly, irrespective of the question or β j value.

Environment

This module simulates the SG’s structure and is the component with which the synthetic agents interact,
providing the β j values modeling to the questions/decisions. In decision-based SG, the internal structure of
the scenarios and questions accessed by the player is in the form of a tree. Each node of the tree provides
the possible choices that the agent can make in each question/situation of the game. The β j parameter of
the questions indicates its discriminatory ability to extract valuable information related to the agent’s profile.
During the simulation, these parameters are sampled from a probability distribution with values between 0
and 1 (e.g., Beta or uniform distribution).
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4.3.3 Generation Process

The proposed method to generate informed synthetic data using a PGCM can be summarized in the follow-
ing steps. Figure 4.3 shows a graphical representation summarizing the proposed methodology.

1. Build the PGCM structure (i.e., DAG) from expert knowledge, a structure learning algorithm, or a
hybrid approach.

2. Train the PGCM with external data to learn the parameters (i.e., CPTs) using a learning algorithm
such as Maximum Likelihood Estimator or Expected Maximization [51].

3. Sample synthetic data from the PGCM using a sampling algorithm such as Bayesian Model Sampling
or Gibbs sampling [80], yielding the characteristics that define each agent’s profile.

4. Check the value of the variable of interest (in our case study, having experienced a CB-related situation)
to determine the profile category of each synthetic player/agent.

5. Sample each agent’s profile value (αi) according to whether they belong to the group of risky or safe
players.

6. Sample the environment values (β j).

7. Obtain the answers of the agent i using the IRT model (Eq. 4.1).
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Figure 4.3: Conceptual graphical representation of the steps involved in the synthetic data generation. The elements of
the generator architecture interact to produce a synthetic dataset representing decisions (0 or 1 in this case)
representative of the modeled problem.
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4.4 Case Study: Generating Synthetic Data for a Serious Game on
Cyberbullying

This section will explain how we applied the proposed simulator architecture in the H2020 RAYUELAc

project. The SG developed in the project is focused on CB, aiming to identify different groups/clusters of
players through their responses to the situations they are presented with. Specifically, to differentiate between
risky and safe players regarding their online behavior. The project was undertaken by an interdisciplinary
team, including psychologists and anthropologists with expertise in CB and cybercrime. Following the pro-
posed architecture (Fig. 4.1) and to generate synthetic data more faithful to reality, we will use a PGCM as
the probabilistic model to introduce expert knowledge and external data into the simulation.

The external data consists of a survey of minors in Spanish schools (Madrid) in 2022. These are the same
data used in the case study in Chapter 3. Section 1.2.1 details the characteristics of the dataset and its col-
lection. This survey collected demographic data, questions about the participants’ relationship with new
technologies and the Internet, and inquiries about situations related to CB or cyber-harassment. Table 1.1
provides the variable values and their percentage of occurrences (i.e., marginal probability), and Table 4.1
shows a random sample of 5 survey participants. An ethics committee approved the procedure, and before
conducting the survey, the researchers or professors explained the project and the data collection strategy to
the participants.

[Step 1] The PGCM structure (i.e., causal DAG) employed in this case study (Fig. 4.4) results from the
research presented in Chapter 3, where a consensus has been reached between expert knowledge and data-
driven algorithms. The network structure encodes the causal relationships between the variables collected
through the survey and how they affect the likelihood of experiencing CB-related events.

Figure 4.4: Probabilistic Model: PGCM structure which encodes the causal relationships among the variables col-
lected in the survey to minors. This structure results from the research presented in Chapter 3, where a
consensus has been reached between expert knowledge and data-driven algorithms.

[Step 2] The PGCM is trained using the Expected Maximization algorithm [139], a de-facto standard due
to its ability to deal with missing data, being this a pervasive problem in SG or social science research. GeNIe
Modelerd software was used to construct and train the PGCM. Uniform prior probability distributions were
set in all the nodes to maintain a neutral stance and minimize possible biases.

[Step 3] Once the probabilistic model has been trained, we generate synthetic data using the Bayesian
Model Sampling algorithm to obtain each synthetic agent characteristic. By checking the result of the vari-
able of interest (i.e., having experienced CB-related situations), we know the category to which each synthetic
agent belongs, and we can subsequently obtain its profile parameters (αi).

chttps://www.rayuela-h2020.eu/
dhttps://www.bayesfusion.com/genie/
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Table 4.1: External data: Sample of five randomly selected survey participants. The last column, "Having experienced
situations related to cyberbullying in the last year," is an aggregation of 3 questions in the survey about specific
cyberbullying-related situations.

Gender Age Sexual
orientation

Immigrant
background

Daily hours on
the Internet
for leisure

Cyberbullying
concern

(1-5)

Family communication
on cyber-threats

(1-4)

Having experienced situations
related to cyberbullying in the last year

(Aggregated)

Female 13 Bisexual No Between 3h and 4h 5/5 (very concerned) 2/4 (rarely) No
Male 14 Heterosexual No Between 1h and 2h 2/5 (unconcerned) 3/4 (often) No
Male 16 Bisexual No Between 3h and 4h 4/5 (concerned) 3/4 (often) No

Female 14 Heterosexual No More than 4h 5/5 (very concerned) 4/4 (very often) Yes
Female 16 Heterosexual Yes Between 3h and 4h 4/5 (concerned) 3/4 (often) No

Table 4.2: Synthetic Data: Sample of five agents randomly selected from the dataset generated (N = 500 agents).
Columns Q1 to Q15 indicate the questions of the simulation created for this example. In those, the 1s means
that the agent has chosen the option implying the highest risk propensity and the 0s mean that it has chosen
the option implying the lowest risk propensity.

Risk Profile
(αi)

Q1 Q2 ... Q14 Q15 Gender Age Sexual
orientation

Immigrant
background

Daily hours on
the Internet
for leisure

Awareness
Cyberbullying

(1-5)

Family communication
on cyber-threats

(1-4)

-2.16 0 1 ... 0 0 Male 13 Heterosexual No Between 1h and 2h 4/5 (concerned) 3/4 (often)
1.69 1 0 ... 1 0 Female 16 Heterosexual No More than 4h 2/5 (unconcerned) 1/4 (never)
0.42 1 0 ... 1 0 Female 14 Heterosexual No Between 2h and 3h 4/5 (concerned) 3/4 (often)
-1.4 1 0 ... 0 1 Female 14 Heterosexual Yes Between 2h and 3h 5/5 (very concerned) 4/4 (very often)
1.03 0 0 ... 1 1 Non-binary 17 Non-heterosexual No Between 2h and 3h 5/5 (very concerned) 1/4 (never)

[Step 4] For the two possible groups of players, individuals who have experienced CB-related situations
or not (i.e., risky or safe), we have assumed that their profile parameters (αi) are samples from two different
Gaussian distributions, allowing for some overlapping to account for the intrinsic uncertainty underlying
human decision-making processes. For this case study, we have defined the hyperparameters for the Gaussian
distributions as described in Equation (4.2). Note that the specific values we gave the hyperparameters are a
somewhat realistic example. However, real players may behave differently.

αi|safe ∼ Normal(µ = −2, σ = 0.7)
αi|risky ∼ Normal(µ = 0.5, σ = 1.2)

(4.2)

[Step 5 and 6] Once the PGCM has been trained with the survey data and we have defined the procedure to
obtain the agents’ profile parameters (αi), we can start generating synthetic data. We have created a dataset of
500 synthetic players participating in a game simulation of 15 dichotomous/binary questions sampled from
a uniform distribution.

[Step 7 ] Table 4.2 shows five samples of the generated synthetic dataset, where each agent is stored in a
row. It includes the synthetic data obtained from the PGCM (age, gender, sexual orientation, etc.) and the
answers to the posed "questions" (Q1 to Q15). In these answers, the 1s mean that the agent chose the option
implying the highest risk propensity. And the opposite with the 0s, the agent has chosen the option implying
the lowest risk propensity. Figure 4.5 shows a histogram of the generated agents’ profile parameters (αi). The
bimodality of the figure mirrors the fact that αi comes from two different Gaussian distributions, and the
asymmetry arises because the incidence of risky profiles in the survey data is lower than that of safe profiles.

4.4.1 Identifiability Analysis

Once we have created the synthetic data, we will perform an empirical identifiability analysis to ensure it is
possible to estimate back the parameters’ values used in the simulator just from the generated data (N = 500
players, Q = 15 questions). Specifically, we will use a Bayesian hierarchical model with the same structure
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Figure 4.5: Histogram of the profiles parameters (αi) from the synthetic generated dataset (N = 500 agents). Lower
α values encode agents with lower risk propensity and vice versa. Values of α around 0 model the random
players.

used to generate the data (described in the previous subsection) to estimate the hyperparameters defining
the agents (αi|safe and αi|risky) and the questions’ parameters (β j). We will use only the synthetic responses
(Q1 . . .Q15) to train the Bayesian hierarchical model, as these are the data generated with the parameters we
want to estimate. So, we will not use the synthetic data generated directly through the PGCM (e.g., gender,
age, sexual orientation, etc.) to reconstruct these parameters. Equation (4.3) describes the prior distributions
introduced in the hierarchical Bayesian model, and Figure 4.6 shows the graphical representation of this
model. The parameter pi j is described in Equation (4.1).

Figure 4.6: Graphical representation of the hierarchical Bayesian model. Circular nodes represent continuous random
variables, and square nodes are discrete ones. Double-bordered nodes represent deterministic variables.
Shaded nodes represent observed variables.
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µsa f e ∼ Normal(−1, 2)

σsa f e ∼ Exponential(1)

µrisky ∼ Normal(1, 2)

σrisky ∼ Exponential(1)

Gi ∼ Bernoulli(0.5)

αi ←

Normal(µsa f e, σsa f e) if Gi = 0
Normal(µrisky, σrisky) if Gi = 1

β j ∼ Beta(1, 1)

yi j ∼ Bernoulli(pi j)

(4.3)

As depicted in Figure 4.6, the profile parameters (αi) were modeled under the paradigm of Latent Mix-
ture Models [261, 239]. This type of modeling assumes that the observed data are generated by two distinct
processes that combine, and specific crucial properties of this combination remain unobservable or latent. In
our context, the latent variable encodes the group membership of each player (risky or safe), assuming that
players can solely originate from these two distributions. This modeling strategy enables the inference of the
probability of each player belonging to the risky or safe group. The validation of this Latent Mixture Model
consists of inferring the value of the distribution hyperparameters (µsa f e, σsa f e, µrisky, σrisky) using only the
simulated responses in the synthetic dataset. If these estimates are sufficiently accurate, we can say that the
synthetic dataset is identifiable and that the synthetic data generation process is successful.

0-1-2-3 1 2 3

Figure 4.7: Posterior probability distributions of the hyperparameters of the Gaussian distributions generating the
agents’ profiles in the case study. The true values used in the generation process are shown in orange. The
black line at the bottom of each plot represents the HDI (94%).

Unlike in the Machine or Deep Learning fields, we do not get a singular prediction value in Bayesian
inference. Instead, we obtain posterior probability distributions as a result. These distributions represent
the epistemic uncertainty about the inferred statistical parameter conditional on the collection of observed
data. We have implemented the model with software using the open-source library PyMC [209], a state-of-
the-art software tool for probabilistic programming and statistical computation.
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Figure 4.8: Posterior probability distributions of the questions’ parameters (β j). The blue line in each row indicates
the HDI (94%) of the estimated distribution. The true values used in the generation process are shown in
orange.

In Figure 4.7, we find the resulting posterior probability distributions of the hyperparameters of the Gaus-
sian distributions that generate the agents’ profiles. Figure 4.8 shows the posteriors of the β j parameters of
the questions. In both figures, the estimated probability distributions are shown in blue, and the orange
lines indicate the actual value used to produce the synthetic data. We also display the High-Density Interval
(HDI) of the posterior distributions, an interval containing the unobserved parameter’s value with a certain
probability [166]. In Bayesian inference, it is usually considered a "correct guess" if the actual parameter is
within the 94% HDI of the posterior distribution [158].

As can be seen, the parameters were reconstructed quite accurately for the setting presented in this analysis,
and all fell within the 94% HDI (except for the predictions on β3). Therefore, in this sense, the synthetic data
generation was successful, as the generated data encapsulates reconstructable information about the agent
groups and the discriminative ability of the questions.

4.4.2 Robustness Analysis

In this subsection, we will analyze the robustness in the reconstruction of the parameters using the synthetic
data as a function of the number of agents and questions. To do so, we have used the same hierarchical
Bayesian model shown in Figure 4.6.

The motivation for this analysis is that, as we have seen in the previous subsection, the parameters used
to generate the synthetic data are reconstructible (i.e., the true values fall in the 94% HDI of the posteriors).
However, if these posteriors are too broad (i.e., low confidence in the prediction), they will not be helpful,
even if the actual value is still within the HDI range. Therefore, in this analysis, we will systematically examine
the "width" of the estimated posteriors while varying the number of agents and questions generated. In other
words, we will analyze the confidence with which the Bayesian model has inferred the generation parameters.
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We will use the entropy of the distributions to quantify the "width" of the posterior distributions with a
single metric. This metric measures a random variable’s average amount of information or uncertainty [216].
Given a discrete random variable X, which takes values in the range ofX and is distributed according to the
probabilities p, Equation (4.4) defines its entropy.

H(X) = −
∑
x∈X

p(x) log2 p(x) = E[− log2 p(X)] (4.4)

In the experiments, we varied the number of agents from 5 to 1000 and the number of questions from
1 to 50. Then, we trained the hierarchical Bayesian model on each combination. Subsequently, we calcu-
lated the average entropy of P(αi|Data) and P(β j|Data). Low entropy values represent that the model has
high confidence in its prediction (i.e., the distribution is narrow) and vice versa. As we treat p(x) as discrete
(sample) probabilities, and to be able to compare among sets of parameters, we make a histogram of each dis-
tribution with the same number of bins in the same range of the parameter. To reduce sampling variability,
we performed each experiment (with a fixed number of players and questions) 5 times, then normalized and
averaged the obtained entropies. The final results are shown in Figs. 4.9 and 4.10.

The entropy value 1 represents complete uncertainty (i.e., the data do not contain any information about
the parameter), and 0 represents perfect parameter information. In Figure 4.11, we show two examples of pos-
terior distributions of theα parameters to facilitate further interpreting the results obtained in the heatmaps,
indicating the corresponding normalized entropy value.

The results of this robustness analysis indicate how many players or questions we will need, depending
on the precision with which we want to estimate the latent parameters. Suppose that the proposed model
reflects the behavior of real players sufficiently well. In that case, this will help us to design the SG of the
RAYUELA project (our case study) and give us an idea of the precision we can expect depending on the
number of participants, thus speeding up the development process.
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Figure 4.9: Robustness experiments using the hierarchical Bayesian model on the agents’ parameters (αi), varying the
number of agents and questions. The results show the normalized entropy of the posterior distribution of
the inferred parameters, being 1 maximum entropy (i.e., no valuable information about the parameters) and
0 minimum entropy (i.e., complete information about the true value of the parameters).
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Figure 4.10: Robustness experiments using the hierarchical Bayesian model on the questions’ parameters (β j), varying
the number of agents and questions. The results show the normalized entropy of the posterior distribution
of the inferred parameters, being 1 maximum entropy (i.e., no valuable information about the parameters)
and 0 minimum entropy (i.e., complete information about the true value of the parameters).

Figure 4.11: Examples of posterior probability distributions of the α parameters. The corresponding normalized en-
tropy value is also indicated to facilitate interpreting the results obtained in the robustness experiments.
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4.5 Conclusions and Limitations

In this chapter, we have introduced a novel approach for generating probabilistic synthetic data explicitly
tailored for decision-based SG. The methodology presented can be extended to create synthetic data for
any decision-making scenario, such as multiple-choice exams, political polls, psychological questionnaires,
or other games/simulations. We demonstrated the validity of our proposal through a case study focused on
CB within the H2020 RAYUELA project.

The heart of our contribution lies in designing and implementing a simulator architecture conceived for
generating synthetic probabilistic data (Fig. 4.1). This architecture provides flexibility for recreating decision-
making scenarios within SG, capturing the complexity and uncertainty inherent in real-world situations. Our
contribution fits into the hybrid synthetic data category since we employ PGCM to include external data and
expert knowledge in the simulation. Furthermore, the model mimicking player behavior is based on the IRT,
a cognitive modeling framework for test scoring. Thus contributing to increased realism in the generative
process and, consequently, in the data produced.

Synthetically generated data has proven to be a strategic advantage in SG development. In the RAYUELA
project, this methodology has allowed us to refine the number of questions necessary for the SG to achieve
the desired results through robustness analysis (Figs. 4.9 and 4.10); to define the desired data structure, and to
prepare the pipeline software ahead of actual data collection. Consequently, this work has accelerated project
development and facilitated design, analysis, and data management.

Our work offers a valuable tool for game developers and researchers, holding immense potential to advance
the development of SG and decision-based simulations and analysis. Combined with the consensus-based
approach to DAG generation described in the preceding chapter, our methodology paves the ground for
other studies in this and related fields.

As future lines of research, we suggest investigating more complex profile models consisting of more than
one variable. Also, exploring the potential impact of introducing memory to the agents could lead to a more
realistic model that allows past responses to influence future responses. Finally, we encourage researchers to
use our methodology to generate synthetic data for other decision-making problems.
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This chapter introduces a methodology for analyzing data collected with Serious Games (SG) using Prob-
abilistic Graphical Causal Models (PGCM). First, we analyze the motivation underlying a causality-based
analysis. Second, we describe in detail the proposed analytical methodology. Third, a case study is carried
out based on the SG of the H2020 RAYUELA project and experimental data collected in European schools
concerning cyberbullying (CB). Finally, the results are discussed, and the conclusions reached are presented.

5.1 Motivation

In recent years, SGs have emerged as a promising tool for conducting Social Science research [189]. Games
are engaging by design what facilitates the exploration of complex social issues and presents a unique op-
portunity to access and engage with a broader and more diverse demographic of participants. SGs serve as a
non-invasive research tool, offering participants a comfortable and interactive environment, which is critical
when addressing sensitive and intricate social issues such as CB. This game-based research approach holds
significant potential for enhancing the breadth and depth of social and behavioral research [153].

Using games as a research tool to investigate human behavior is not new but has recently increased in pop-
ularity due to the advances in digital technologies and the Internet. For example, an experiment embedded in
a video game showed that the complexity of the city where a child lives influences their future navigation skills
[48]. A video grammar game called "Which English?" probed the existence of a "critical period" for learning
a second language that extends into adolescence [93]. "The Moral Machine" experiment, a dilemma-based
game involving millions of people, explored the moral values of our societies and how they vary between
countries [19].

However, the effectiveness of these games in contributing to meaningful social research hinges on the sam-
ple size and the robustness and reliability of the data analysis tools employed. Traditional methods, predom-
inantly based on correlation techniques or black-box predictive models, are insufficient when researching
sensitive issues [179] such as CB, where it is imperative to understand the phenomena’ inner workings as they
are aimed to maximizing some loss function, not necessarily to test causal relationships between variables.

In this chapter, we adapt existing ideas on PGCMs to analyzing SG-collected data. This approach provides
a sophisticated yet explainable and intuitive framework for modeling complex causal relationships. These
models allow researchers to incorporate expert knowledge (defining the network structure) or well-known
quantitative knowledge (defining prior probability distributions). They also inherently include a causal per-
spective and quantification of uncertainty.

As mentioned in previous chapters, PGCMs have been successfully applied in diverse fields such as Biol-
ogy [5], Psychology [203], Social Sciences [61], Econometrics [106], or Epidemiology [84]. The adoption of
PGCMs in analyzing data derived from SGs promises a more nuanced and accurate understanding of the
causal relationships at play. Furthermore, it paves the way for developing more effective policies and inter-
ventions. The presented research posits that the synergy between SG as a data collection tool and PGCMs
as an analysis framework can drive forward the field of computational social science, leading to insights and
solutions that are both profoundly informed and widely applicable.

53



5 Causal Analysis of Serious Game Data

5.2 Methodology

This section describes the method proposed to analyze SG data through a causal-based analysis. PGCMs
enable researchers to answer various causal queries based on the research question posed by the issue. In the
case of SGs employed as a social or behavioral research tool, we identify two main goals: (i) effect estimation
analysis, used to estimate which interventions are the most influential on the event under study, and (ii) multi-
factor profiling analysis, which investigates the combinations of factors that most influence the probability
of observing the event under study.

5.2.1 Average Causal Effect Estimation

This methodology of causal analysis has already been described in section 3.2.2, since we have utilized it in
chapter 3 to validate and extract information from the PGCMs under consideration. We performed an effect
estimation analysis computing the Average Causal Effect (ACE), attempting to answer the following ques-
tion: How much does a certain target quantity differ under two different interventions? Using this technique,
we can quantify the causal influence of each variable on the outcome by simulating interventions using Do-
calculus (Eq. 3.3) [181]. We expressed the ACE results as the percentage difference between treatment A and
B (∆P = PA − PB), and equivalently as an odds ratio (OR) following Equation (3.5). Larger positive ACE
values indicate a greater causal influence on the outcome.

5.2.2 Multi-Factor Profiling Analysis

This analysis seeks to answer the following question: What combinations of factors make up a risk profile? For
this purpose, we examine how multiple simultaneous observations can impact the outcome. We do not sim-
ulate interventions but instead focus on observations to study profiles that significantly change the posterior
probability of the outcome. Therefore, this analysis studies the difference between the prior and posterior
probability after simulating an observation of specific profiling characteristics. Causality is considered when
simulating the intervention through the DAG by selecting the appropriate adjustment variables.

We can study the relationship between the odds before and after the observations through the Bayes Fac-
tor (BF). It can be formally expressed as in Equation (5.1), where P(Y) is the outcome probability, and E
represents the observed evidence. The BF is commonly used to compare the likelihood of two models, but
in this particular case, it is equivalent to the OR (Eq. 3.5).

Prior odds =
P(Y)

1 − P(Y)

Posterior odds =
P(Y | E)

1 − P(Y | E)

Bayes Factor (BF) =
Posterior odds

Prior odds
=

P(Y | E)(1 − P(Y))
P(Y)(1 − P(Y | E))

(5.1)

The Jeffreys’ scale [112] shown in Table 5.1 is used to decide which outcome values we consider to have
changed significantly. This scale translates the order of magnitude of the BF into a qualitative judgment that
allows us to decide the amount of evidence needed to support one hypothesis/model and not the other. For
this research, we will consider that values of BF > 10 already form sufficient evidence to consider it a risk
profile, which is a typically threshold to accept a hypothesis in psychological science [4].
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Table 5.1: Jeffreys’ scale of strength of evidence [112]. Translates the Bayes Factor value into a qualitative judgment.

Bayes Factor Strength of evidence

100 to 101/2 Barely worth mentioning
101/2 to 101 Substantial
101 to 103/2 Strong
103/2 to 102 Very strong
> 102 Decisive

5.3 Case Study: Causal Analysis of Data from a Serious Game on
Cyberbullying

This section briefly describes the SG developed within the RAYUELA project, defines the variables mea-
sured, and outlines the data collection procedure. Two types of variables are measured during a gaming
session —those measured in-game and out-of-game through the registry or questionnaires. Finally, the ex-
perimental results of applying the proposed causal methodology are shown.

In this case study we intend to carry out an analysis of the variable Previous CB Offending. That is, to
estimate the variables with the greatest influence on CB offenders and to find the profiling characteristics
most common to these profiles.

It is worth mentioning again that, among all the cybercrimes analyzed in the RAYUELA serious game, we
have decided to focus on CB since it is the only one for which a validated questionnaire [28] could be carried
out on the participating minors. The results of this questionnaire represent a "ground truth" for the analyses
carried out throughout this thesis.

5.3.1 Serious game description

The primary focus of the RAYUELA project is to study the drivers and human factors contributing to spe-
cific types of cybercrime affecting minors [155]. Specifically, to differentiate between risky and safe players
regarding their online behavior. This goal is achieved through a unique approach that leverages gaming, pro-
viding a platform for learning and modeling behaviors in an engaging and non-invasive way. The project was
undertaken by an interdisciplinary team, including psychologists and anthropologists with expertise in CB
and cybercrime.

The SG was developed by the Tecnaliaa team (part of the RAYUELA consortium). It is a point-and-click
3D graphic interactive narrative adventure where players make decisions that shape the narrative’s progres-
sion and outcome. The game is set in a high school, presenting scenarios involving cybercrimes affecting
young individuals. Figures 5.1 and 5.2 show screenshots of some of the decisions players have to make in the
game. Figure 5.3 shows the final question related to the level of "honesty" during the gameplay. It is impor-
tant to note that the situations presented in the SG are mainly from the point of view of a bystander, trying
to understand how players would act in such situations and what risk they perceive. The design of the SG
was subject to ethical constraints that have been discussed throughout the RAYUELA project and approved
by ethics committees in each of the countries participating in the experimental pilots.

The in-game decisions were carefully designed and discussed by the RAYUELA team to analyze player
patterns and identify those most likely to commit or experience specific cybercrimes, and were refined after
testing in the earlier pilot studies. The cybercrimes considered are CB (aggressor, passive bystander, and active
bystander), online grooming, fake news, and cybersecurity. The game comprises several adventures, each

ahttps://www.tecnalia.com/
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addressing a cybercrime or the same cybercrime from a different perspective. Furthermore, demographic and
psychological questionnaires were also administered during the gaming session to validate the researchers’
hypotheses. By doing so, we could measure certain potential CB factors both in-game and out-of-game (Table
5.2), allowing us to verify the validity of the video game situation. Figures 5.1 and 5.2 are examples of in-game
variables, where Figure 5.1 was designed to extract valuable information about cybercrimes, and Figure 5.2
was only included for the sake of playability and to improve the game flow. Appendix A shows all the game
dilemmas/questions related to CB that players must answer.

The data used in this case study have been published openly [187], addressing the scarcity of shared data
in this research domain. Section 1.2.1 details the characteristics of the dataset and its collection. Table 1.2
shows summarized statistics of the data collected, the possible values of each variable, and their percentage of
occurrence (i.e., the marginal probability). Appendix C provides a more exhaustive exploratory data analysis.

Table 5.2: Factor/driver variables of CB identified, illustrating whether each variable was measured in-game or out-of-
game.

Type CB Factor/Driver Measured
in-game

Measured
out-of-game

Environmental Isolation/lack of
social support ✓ ✓

Family communication ✓ ✓

Personal Previous CB Offending ✓ ✓

Previous CB Victimization ✓ ✓

Low self-esteem ✓ ✓

Difficulty in making
friends face to face ✓ ✗

Age ✗ ✓

Gender ✗ ✓

Sexual orientation ✗ ✓

Migratory background ✗ ✓

Technological
Public profile on social
networks and publishing
excessive information

✓ ✗

Time spent online ✓ ✓

Weak passwords or
password sharing ✓ ✗

As a baseline for the experiments to be conducted, we have performed Chi-square statistical tests between
all the variables in the dataset. Table 5.3 shows the results of the Chi-square test with a p-value of less than 0.05
between the profiling variables. Table 5.4 shows the same results but between the game questions variables
and the outcome or variable of interest (Previous CB Offending).
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Table 5.3: Results of the Chi-square test between the profiling variables of the dataset collected in the experimental
pilots of RAYUELA using a serious game. Only the results of the tests with a p-value lower than 0.05 are
shown.
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Age -
Gender - -
Sexual Orientation 30.60 61.93 -
Migratory Background 41.20 - - -
Self-esteem - 54.65 35.24 - -
Social support - 14.87 10.61 - 85.14 -
Family support - 30.43 22.46 12.70 171.17 272.25 -
Daily Hours of Internet - - 9.57 - 16.33 38.90 23.08 -
Previous CB Victimization 11.24 - 5.37 6.17 30.82 6.98 24.42 24.46 -
Previous CB Offending 24.24 10.69 - - 10.18 - 7.23 21.37 318.99 -

Table 5.4: Results of the Chi-square test between the game questions variables and the outcome or variable of interest
(Previous CB Offending), from the data collected in the experimental pilots of RAYUELA using a serious
game. Only the results of the tests with a p-value lower than 0.05 are shown.

Previous CB Offending
Adventure 1 - Question 1 - Photo sharing -
Adventure 1 - Question 2 - Sociable -
Adventure 1 - Question 3 - Mathew Meme 26.73
Adventure 3 - Question 1 - Pirated Content 21.67
Adventure 3 - Question 2 - Pol or Pola 10.07
Adventure 3 - Question 3 - Time Overrun 38.94
Adventure 3 - Question 4 - Pol Bullied 32.74
Adventure 3 - Question 5 - Remind Mathew 35.7
Adventure 3 - Question 6 - Talk Pol -
Adventure 3 - Question 7 - Help Pol 8.68

Figure 5.1: Screenshot of an informative decision players must make in RAYUELA’s serious game.
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Figure 5.2: Screenshot of an uninformative decision players must make in RAYUELA’s serious game.

Figure 5.3: Screenshot of the "honesty" question in RAYUELA’s serious game.

5.3.2 Results

This subsection shows the results of applying the proposed methodology to the described use case. The first
step to performing any causal task is to reach a causal DAG that we are satisfied with and faithfully reflects
the studied problem. To this end, following the methodology used in Chapter 3, we have reached a PGCM
structure by joining expert knowledge with the data obtained in the experimental pilots of RAYUELA. Fig-
ure 5.4 shows the consensus DAG reached and with which we will perform the experiments. The model
outcome, or variable of interest, is Previous CB Offending.

The prevalence of committing cyberbullying among European minors varies widely, with rates ranging
from 3.0% to 30.6% [97]. With respect to cybervictimization, rates range from 5% to 37.3% [17]. We have set
a 10% prior probability on both variables Previous CB Victimization and Previous CB Offending to perform
the following experiments.
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Figure 5.4: Causal DAG proposed by the CB experts from the RAYUELA project. The variable of interest (Previous
CB Offending) is highlighted in blue.

Once we have created a DAG that faithfully represents the causal relationships of the problem, we can
identify the adjustment sets, which are covariates such that stratification, adjustment, or selection (e.g., by
restriction or matching) will minimize bias in estimating the causal effects of each variable on the outcome.
Table 5.5 shows the total and direct adjustment sets for the DAG of this case study (Fig. 5.4), computed with
the software tool DAGitty [242]. For example, following the first line of this table, if we wanted to analyze
the direct effect of the variable Gender on the outcome (Previous CB Victimization) we should adjust the
variables Age, Family Support, Self Esteem, Social Support, and Previous CB Victimization in the model.

Average Causal Effect Estimation

This analysis estimates the causal influence that each network node has on the target (Previous CB Offend-
ing). This provides insights into the most relevant variables influencing the model outcome and considering
them individually. As the methodology outlines, we express the ACE as a percentage difference (∆P) and the
equivalent OR (Eq. 3.5).

Table 5.6 presents the analysis results concerning the variable of interest (Previous CB Offending). Figure
5.5 shows the aggregated ∆P results of all the variables. The first game question (Adventure 1 - Question 1 -
Photo Sharing) acts as a control variable, generating random responses from players. Hence, variables with
similar results are considered irrelevant for practical purposes.

The results indicate that the most relevant variables are primarily derived from the game questions, except
for the variable Previous CB Victimization. This suggest that the SG could be a reliable tool for detecting or
predicting Previous CB offending. As an aid to interpreting the significance of the results obtained, Figure
5.6 shows the conditional probabilities of Previous CB Offending estimated by the PGCM, given the possible
answers to the question Adventure 3 - Question 5 - Remind Mathew, which is the most influential according
to the results (Table 5.6). This figure illustrates that players choosing answer 3 have a 24.2% likelihood of
engaging in cyber-aggression in the past, independent of other variables. Conversely, those selecting answer
2 have a mere 8.4% chance. This particular game question deals with a situation where a character is being
cyberbullied. The players are asked if they have experienced a similar CB-related situation in the past or if
they have ever been the perpetrators.
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Table 5.5: Adjustment sets for total and direct effects in the consensus DAG (Fig. 5.4) taking the variable Previous CB
Offending as outcome.

Variable Adjustment direct effect Adjustment total effect

Gender [Age, Family Support, Self Esteem,
Social Support, Previous CB Victimization] —

Age [Family Support, Gender, Hours Internet, Self Esteem,
Previous CB Victimization, Social Support] —

Sexual Orientation [Age, Family Support, Gender, Self Esteem,
Social Support, Previous CB Victimization] —

Migratory Background [Age, Family Support, Gender, Self Esteem,
Social Support, Previous CB Victimization] —

Self-esteem [Age, Family Support, Gender,
Social Support, Previous CB Victimization] —

Social support [Age, Family Support, Gender, Hours Internet,
Previous CB Victimization, Self Esteem] —

Family support [Age, Gender, Hours Internet, Self Esteem,
Social Support, Previous CB Victimization] —

Daily Hours of Internet [Age, Family Support, Social Support] [Age, Family Support, Social Support]

Previous CB Victimization [Age, Family Support, Gender,
Self Esteem, Social Support]

[Age, Family Support, Gender,
Self Esteem, Social Support]

By examining the remaining questions that most influence past CB aggression, we can extract relevant in-
formation for the elaboration of intervention strategies and new prevention policies: Adventure 3 Question 4
(Pol Bullied) and Adventure 1 Question 3 (Matthew Meme) address the importance the player places on situa-
tions in the early stages of CB; Adventure 3 Question 3 (Time Overrun) covers being online too long without
taking breaks; and Adventure 3 Question 1 (Pirated Content) examines the perceived risk of downloading pi-
rated content from the Internet. All the game questions related to CB and its possible answers can be found
in Appendix A.

On the other hand, the demographic variables, when examined individually, exhibit minimal significance.
Suggesting that, in order to study CB, how each subject responds to specific situations is more relevant than
their personal or environmental characteristics.

Comparing these results with the baseline Chi-squared test tables (Tables 5.3 and 5.4), we observe that
there are differences when we order the influence of each variable from highest to lowest. This indicates that
causal modeling has helped us to calibrate the sizes of the influence effects. In addition, causal modeling
allowed us to make a fair comparison between the profiling variables and the game questions, which was not
possible by looking at correlation statistics alone.
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Table 5.6: ACE estimation on the variable Previous CB Offending. Larger values indicate greater causal influence in the
outcome. ∆P represents the maximum difference in probabilities (estimated by the PGCM), by simulating
interventions on all possible values of each variable. Odds Ratio is computed using (Eq. 3.5). Note how,
besides "Previous Victimization", the game questions contain higher causal strength. Also, control questions
(the last two on the table) do not have any causal content, as expected by design.

Variable ∆P Odds Ratio

Adventure 3 - Question 5 - Remind Mathew 16% 3.47
Adventure 3 - Question 4 - Pol Bullied 14% 3.15
Adventure 3 - Question 3 - Time Overrun 10% 2.72
Adventure 1 - Question 3 - Mathew Meme 10% 2.55
Previous Victimization 9% 2.24
Adventure 3 - Question 1 - Pirated Content 9% 2.17
Adventure 3 - Question 7 - Help Pol 8% 1.95
Adventure 3 - Question 2 - Pol or Pola 6% 1.74
Honesty 5% 1.62
Adventure 3 - Question 6 - Talk Pol 4% 1.46
Age 3% 1.4
Hours of Internet 3% 1.36
Gender 3% 1.3
Self-esteem 2% 1.18
Family Support 2% 1.18
Social Support 2% 1.18
Sexual Orientation 1% 1.12
Migratory Background 1% 1.1
Adventure 1 - Question 2 - Sociable 0% 1.04
Adventure 1 - Question 1 - Photo Sharing 0% 1.01

0.00 0.02 0.04 0.06 0.08 0.10 0.12 0.14 0.16
P

Adventure 3 - Question 5 - Remind Mathew
Adventure 3 - Question 4 - Pol Bullied
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Figure 5.5: Compilation of ACE estimations. ∆P represents the maximum difference of probabilities (estimated by the
PGCM) of having committed CB-related situations, by simulating interventions on all possible values of
each variable. As shown, when considered individually, the game questions (blue) have a higher ACE than
the variables related to the players’ profiles (orange). The only exception, interestingly enough, is Previous
CB Victimisation.
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Adventure 3 Question 5: Remind Mathew

Answer 1: 'Yes, I had a similar bad experience... I don t like being picked on.'
Answer 2: 'No, it has never really happened to me, to my knowledge.'
Answer 3: 'Yes, it was me who messed with someone else... but it was not
                 such a big deal.'

Figure 5.6: Conditional probabilities of Previous CB Offending estimated by the PGCM, given the possible answers
to the question Adventure 3 - Question 5 - Remind Mathew. This question has the highest ACE in the
experiments (Fig. 5.5). The graph shows that if we have no further information from the players and they
choose answer 3, the estimated probability that he has committed CB in the past is 24.2%. Contrary to the
other two answers, which keep this estimate around 10%, which corresponds to the prior probability.

5.3.3 Multi-Factor Profiling Analysis

This analysis seeks to find the combinations of factors that make up the risk profiles identified by the PGCM.
For this purpose, we simulate multiple observations on the model variables and estimate the conditional
probabilities of the variable of interest (Previous CB Offending).

The variables that do not come directly from the gameplay are encompassed in the term profiling. Those
are demographic variables and those collected through psychological questionnaires (age, gender, sexual ori-
entation, migratory background, daily hours of Internet use, social support, family support, self-esteem, previous
CB victimization, and previous CB offending).

The method applied consists of inserting, by brute force, all possible combinations of observations on the
variables in the PGCM. We then filter the profiles considered to be at risk according to some criteria and
analyze the characteristics they have in common. We start by fixing a single piece of evidence, incrementally
adding more pieces of evidence, and testing all combinations. This is done on the one hand for the game
questions and on the other for profiling variables.

As explained in the methodology, the criterion to select the risky profiles is to have values of BF > 10
when comparing prior and posterior probabilities, and we have set a 10% prior probability on the variables
Previous CB Victimization and Previous CB Offending. Therefore, a substantial and strong difference will
occur at posterior probabilities of ∼ 26% and ∼ 53%, respectively (Equation 5.2).
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BF =
Posterior odds

Prior odds
=

P(Y | E)(1 − 0.1)
0.1(1 − P(Y | E))

P(Y) = 0.1 (prior probability)

BF = 101/2 (Substantial evidence)⇒ P(Y | E) ≈ 0.26

BF = 10 (Strong evidence)⇒ P(Y | E) ≈ 0.53

(5.2)

Fig. 5.7 illustrates the result of this analysis showing the maximum posterior probability of observing Pre-
vious CB Offending (P(Y | E)) varying the number of fixed evidences. In other words, we are depicting the
probability of the riskiest profile setting one variable, then 2, then 3, and so on. These riskier profiles accord-
ing to the number of fixed evidences are detailed in Table 5.7. This analysis is done both for the variables
coming from game questions and profiling.

Fig. 5.7 also shows the two thresholds obtained with the Jeffreys’ criterion (Equation 5.2) that delineate
at what probabilities a profile starts to be risky, with substantial and strong certainty, respectively. We can
observe that as the number of fixed evidences increases, the posterior probability of the riskiest profile rises
progressively. However, it should also be noted that as the number of fixed evidences increases, the number
of players who meet these criteria also gradually decreases. Therefore, we have less evidence about the riskiest
profiles.

In contrast to the first analysis (Section 5.3.2), the findings suggest that combinations of profiling variables
are equally or more informative than combinations of game questions. These results confirm that both the
game questions and the profiling variables are effective tools in distinguishing players with a history of CB
offenses from those without it. Therefore, SGs could be an effective alternative for measuring how players
would behave in real-life situations, subject to ethical and technical constraints.

To identify common risk profile characteristics, we must choose a fixed number of evidence to detect risky
profiles. Analyzing Figure 5.7, we decided to perform the profiling by fixing 7 evidences, since it is the point
where the maximum posterior probability saturates. We proceed to search by brute force for all combinations
of 7 variables and filter out those combinations with a posterior probability greater than 53% (BF > 10).
Given the list of risky profiles, we perform a count of shared characteristics prevalence, shown in Figure 5.8.
Note that these prevalences are not commensurable with the probabilities in Figure 5.5, since they show
which of the players’ attributes are more common among the risky profiles.

We can see (Fig 5.8) that the most common characteristic among the selected risk profiles is Previous CB
Victimisation, observed in more than 90% of them. In other words, individuals who had been victims of
CB showed a marked propensity to cyberbully in the future. This relationship has long been known in the
scientific literature [225]. We can also state that male, high self-esteem, high social support, high family support,
14 and 16 years old, and heterosexual are also quite prevalent characteristics within the identified risky profiles.
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Figure 5.7: Multi-factor profiling analysis: Maximum posterior conditional probability of Previous CB offending vary-
ing the number of fixed pieces of evidence. This is done for the game questions and the profiling variables.
The figure also shows the posterior probabilities corresponding to the relevant thresholds of the posterior
probability, according to Jeffreys’ criterion (Equation 5.2). It can be seen that the probability saturates in
both curves from 7 fixed evidences onwards, marked by a vertical grey line.

Table 5.7: Multi-factor profiling analysis: The most risky profiles as a function of the number of fixed evidences. These
profiles are shown in Figure 5.7 in the "Profiling" curve.

Nº Evidences Riskiest Profile Estimated CB Offending Risk

1 [Previous CB Victimization] 24.2%

2 [Previous CB Victimization + Male] 29.8%

3 [Previous CB Victimization + Male + 16 years old] 37.3%

4 [Previous CB Victimization + Male + 16 years old + High Self-Esteem] 49.4%

5 [Previous CB Victimization + Male + 16 years old + High Self-Esteem
+ 4-5h Internet] 59.9%

6 [Previous CB Victimization + Male + 14 years old + High Self-Esteem
+ 3-4h Internet + High Family Support] 69.7%

7 [Previous CB Victimization + Male + 14 years old + High Self-Esteem
+ 3-4h Internet + High Family Support + High Social Support] 77.3%

64



5.3 Case Study: Causal Analysis of Data from a Serious Game on Cyberbullying

0 20 40 60 80 100
Prevalence among risk profiles [%]

Previous CB Victimization = True
Gender = Male

Self-Esteem = High
Social Support = High
Family Support = High

Age = 14
Sexual Orientation = Heterosexual

Migratory background = No
Age = 16

Hours Internet = 3-4h
Hours Internet = 4-5h

Migratory background = 2nd Gen.
Hours Internet = 2-3h
Hours Internet = >5h

Social Support = Medium
Sexual Orientation = Non Heterosexual

Self-Esteem = Low
Self-Esteem = Medium

Family Support = Medium
Gender = Female

Age = 12
Age = 15

Family Support = Low
Hours Internet = <2h
Social Support = Low

Age = 13

Va
ria

bl
e

Figure 5.8: Multi-factor profiling analysis: Characteristics shared by risk profiles for 7 fixed evidences. The figure dis-
plays the prevalence of each characteristic among the identified risk profiles. We consider a profile to be risky
when the posterior probability of CB offending is greater than 53% (Equation 5.2). Notably, Previous CB
Victimization = True has a prevalence of over 90%.
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Figure 5.9 intuitively illustrates the importance of a player’s actions compared to their profile character-
istics. The left side of the figure shows how the probability of committing CB (estimated by the PGCM)
increases as we observe certain profile characteristics considered risky (previous victimization, male, high
number of hours spent on the Internet, etc.). Once a sufficiently high-risk profile is reached (60%), we simu-
late this person playing Adventure 3 of RAYUELA’s SG (the entire set of questions can be found in Appendix
A). Depending on their responses to the situations presented, their estimated risk of CB will increase to 94%
on the riskiest path or decrease to 18% on the safest path. This figure illustrates that profiling alone seems
too narrow for estimating risk, and we need to examine how the person would behave in risky situations
(simulated in the SG).

Prior +E1 +E2 +E3 +E4 +E5 +Q1 +Q2 +Q3 +Q4 +Q5 +Q6 +Q7
0

20

40

60

80

100

Ri
sk

 o
f C

B 
of

fe
nd

in
g 

[%
]

E1: Previous CB Victimization = True
E2: Gender = Man 
E3: Age = 16 
E4: Self-esteem = High 
E5: Hours Internet = 4-5h

Q1: Adventure 3 - Question 1 - Pirated Content
Q2: Adventure 3 - Question 2 - Pol or Pola 
Q3: Adventure 3 - Question 3 - Time Overrun 
Q4: Adventure 3 - Question 4 - Pol Bullied 
Q5: Adventure 3 - Question 5 - Remind Mathew
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Figure 5.9: Analysis of the risk of committing cyberbullying (estimated by the PGCM) by comparing a high-risk profile
that makes risky decisions in the SG with a profile that makes safe decisions in the SG. First, a set of profile
characteristics (i.e., evidences) that increase risk by up to 60% are set as observations. Then, two response
paths are simulated in Adventure 3 of RAYUELA’s SG. Depending on how the person reacts to the sit-
uations presented, their risk can increase or decrease significantly, despite the fact that starts from a risky
profile.

5.3.4 Offender Profile: Comparisonwith Previous Research

• Previous Victimization: STRONG AGREEMENT

Previous research suggests that individuals who have been victims of traditional bullying or previous
CB are more likely to become cyberbullies themselves [21, 152]. Our results show that this variable is
of fundamental importance in explaining the occurrence of CB offending.

• Gender: AGREEMENT

Historically, studies of traditional bullying have consistently shown that men are more likely than
women to engage in bullying behavior [230]. In CB, gender differences may not be as prominent but
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it appears that males commit more direct cyber-aggressions, while females tend to engage in more
indirect harassment (e.g., spreading false rumours about the victim) [22]. A recent study with Spanish
minors shows a higher prevalence of CB offending among males [190]. Our results are consistent with
males committing more CB offences.

• Hours spent on the Internet: AGREEMENT
Previous research has linked greater amounts of time spent on the Internet with increased CB activities
[144]. Our results also show that more hours online leads to an increase in CB offending, although it
does not appear as one of the most relevant variables for offender profiling (moderate relevance).

• Age: MODERATE AGREEMENT
Research on the role of age in CB offending has yielded mixed results. Most studies agree that age is
an influential factor, but its exact role is complex and may be influenced by other variables [23]. Some
studies report a peak around ages of 14 and 15 before decreasing in later years [143]. Our results also
show that age is a moderately relevant factor with a complex relationship, with ages 14 and 16 being
relatively prominent.

• Self-esteem: MODERATE AGREEMENT
Studies have shown that individuals with low or high self-esteem (i.e., extreme values) are more likely
to engage in CB offenses [146]. In our results we have only identified risk profiles with high self-esteem,
not with low self-esteem. One possible explanation is that the game failed to correctly identify risk-
takers with low self-esteem, either due to the design of the questions or the scenario in which the pilots
take place.

• Social and Family support: DISAGREEMENT
Recent studies found that perceived support from family and friends can serve as protective factors
against CB perpetration [96, 15]. Additionally, poor perceived social and family support are strongly
associated with CB perpetration [15]. Our results are contradictory to previous research evidence,
suggesting that risky profiles have high social and family support. A possible explanation for this dis-
crepancy is that our results identify only ’popular’ offenders with a strong support network, but that
the data entries for low social and family support are sparse and noisy and therefore difficult to iden-
tify in this scenario. Nonetheless, this disagreement invites the scientific community to investigate this
particular factors further.

5.4 Discussion and Limitations

Our research has shown that data obtained from SGs provide valuable insights into CB-related behaviors.
These findings exemplify the effectiveness of SGs as a novel tool for social research that can be used as a non-
invasive and enjoyable way to gather information from hard-to-reach populations, such as minors.

Despite these promising findings, we should be cautious in interpreting and generalizing the results, and
acknowledge the possible limitations of the work. In particular, by identifying experimental limitations (e.g.,
biases in data collection), methodological (e.g., algorithms or techniques used), or interpretative ones.

The data were collected solely in European countries, so further experiments in different populations
would be needed to confirm the results’ reliability. It should also be noted that questionnaire and video
game data are often noisy and heterogeneous, especially when dealing with minors (e.g., some participants
may have played randomly or deliberately answered questions incorrectly).

As discussed in Chapter 2, PGCMs mitigate data biases (e.g., selection, colliders, confounders) [222, 259].
This approach also forces us to make our assumptions and hypotheses explicit, leading to discussions and
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critical questions about the issues we are trying to address and contributing to more accessible and com-
prehensible science. However, at the same time, causal models rely heavily on assumptions such as the no
unmeasured confounders (e.g., socioeconomic status, time spent on social networks), the stability of causal
relationships over time and populations, and the correct specification of the model. The causal estimates may
be biased or misleading if these assumptions are violated or incorrect.

The results show that variables obtained through the SG are relevant to explaining and predicting the
risk of committing CB. Demographic variables and those obtained through psychological questionnaires do
not have significant relevance when analyzed individually, except for the variable Previous CB Victimization
(5.3.2). This means that individuals who have previously been victims of CB showed a significantly higher
propensity to commit it. However, when analyzing combinations, the profiling variables (demographic and
psychological questionnaire data) are of equal or greater importance than the game questions (Section 5.3.3).

5.5 Conclusions

This chapter proposed a methodology to analyze data from SGs using causal-based analysis. For this pur-
pose, we propose using PGCM, which provides a sophisticated framework for graphically modeling causal
relations. Furthermore, it allows the introduction of expert knowledge intuitively into the network structure
and prior probabilities. This research aims to demonstrate the validity and potential of using SGs as practical
research tools in social science. We applied a case study on a SG about CB with data collected through ex-
perimental pilots within the H2020 RAYUELA project. Therefore, this research also aims to provide novel
knowledge about the underlying causal mechanisms of CB.

The causal analysis results from the case study confirm the relevance of the game questions in identifying
and understanding the CB phenomenon, which could be used to devise effective prevention and training
strategies for CB among minors. The game questions with the most weight in explaining previous CB ag-
gression are related to the importance players place on early stages of harassment, spending too much time
online without taking breaks, and the perceived risk of downloading pirated content from the Internet.

It is worth noting that the demographic variable with the highest relevance is Previous CB Victimization,
which means that minors who had been victims of CB were more likely to become offenders themselves.
This cycle of victimization and perpetration underscores the importance of addressing past victimization
experiences in understanding and preventing future CB behaviors.

SGs are postulated as an effective alternative to measure how players would act in certain real-life situations,
provided that there are ethical constraints and the game is well-designed for the desired function. Using a SG
contributes to better immersion and disinhibition of players, which is crucial for studying sensitive issues
or hard-to-measure segments of the population, such as minors. Moreover, the causal analysis proves par-
ticularly helpful in the in-depth understanding of sensitive issues, contributing to developing more effective
preventive measures to reduce cybercrime among minors and ensure their well-being online.
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6 Conclusions, Limitations and Future
Work

This chapter serves to conclude the work carried out. First, the main conclusions are presented. Secondly, the
original contributions to scientific research are outlined. Finally, promising future lines of work are proposed.

6.1 Conclusions

In this doctoral dissertation, we have examined the intersection of Serious Games (SG) and Artificial Intelli-
gence (AI), unraveling the challenges and promising future research opportunities, with particular emphasis
on potential applications in social science research. This exploration started with a background review in
Chapter 2, where we identify synthetic data generation, data sharing, and causality as key emerging fields of
interest. These areas are not only fundamental in today’s academic environment, but also have the potential
to influence the trajectory of SG development and AI integration significantly. To help contextualize this
work, Chapter 2 also identified and illustrated the major applications of SGs in industry and research, as well
as the applications that AI has historically had in SGs.

Chapter 3 tackles the construction of robust causal network structures or causal Direct Acyclic Graphs
(DAG), an essential issue when working with Probabilistic Graphical Causal Models (PGCM). We present
a novel methodology that combines expert knowledge with algorithmic approaches to construct consensus-
based DAGs. This method was empirically validated using data from a survey among Spanish minors, con-
ducted within the RAYUELA project. Our analysis revealed that of the variables analyzed in this case study,
Age plays a significant role in influencing cyberbullying (CB) victimization. However, this model includes a
relatively limited number of variables, so it is likely that Age acts as a confounder for variables not captured in
the survey or model. Nevertheless, from an intervention and policy development perspective, these findings
suggest that efforts should be focused on prevention efforts at critical ages.

In Chapter 4, we design and implement a simulator capable of generating probabilistic synthetic data for
decision-making based SGs. Although the proposed architecture could be used to generate data in any type
of decision-making scenario (e.g., multiple-choice exams, political polls, psychological questionnaires). We
propose to use models based on Item Response Theory (IRT) to realistically mimic human behavior in these
environments. In addition, we used PGCMs to inform the generation with real data and guide it through
an explicit data generation process, increasing realism and control over the synthetic data produced. With
this contribution, we demonstrate the great potential of synthetic data generation to accelerate development
times, standardize data structures and pipelines, and address data deficiencies such as under-representation
of certain populations.

Chapter 5 converges the central themes of the thesis by proposing a causality-based methodology for ana-
lyzing data derived from SG research, which enables combining profiling (e.g., demographic, environmental)
with gameplay data. We demonstrate the validity of our proposal using data from the experimental pilots of
the SG from the RAYUELA project, specifically addressing the CB issue. Notably, our research indicates
that individuals previously victimized by CB are more predisposed to become offenders themselves. Exam-
ining the game questions that most influence past CB aggression: Adventure 3 Question 4 (Pol Bullied) and
Adventure 1 Question 3 (Matthew Meme) address the importance the player places on situations in the early
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stages of CB; Adventure 3 Question 3 (Time Overrun) covers being online too long without taking breaks;
and Adventure 3 Question 1 (Pirated Content) examines the perceived risk of downloading pirated content
from the Internet. Our findings illustrate the significant role of SGs in observing CB dynamics, suggesting
their potential in crafting impactful prevention and intervention strategies among minors.

This thesis argues for the integration of SGs as a valuable research tool, especially within social science
disciplines. Having particularly beneficial advantages such as the disinhibition effect or enhancing player im-
mersion in simulated environments, thus facilitating access to hard-to-reach populations like minors. More-
over, the potential for large-scale experimentation offered by SGs could address the challenges of data scarcity
and variability.

Furthermore, we advocate for applying causal AI, particularly PGCM, in analyzing data derived from SG
experiments. This approach enables the examination of extensive datasets to uncover patterns that traditional
statistical methods may overlook, albeit in a more robust manner than proposals based on Machine Learning
due to their tendency to rely on data biases and spurious relationships to make predictions. Remarkably,
PGCMs also allow for the simulation of interventions, essential for developing effective prevention strategies
and policies. The application of causal analysis is particularly valuable in addressing complex issues such as
CB, providing a more nuanced understanding and potential solutions, encouraging critical discussion, and
improving transparency.

In summary, this dissertation not only demonstrates the significant potential of using SGs in research
but also advances the methodological discourse by integrating causal AI techniques. The implications of this
research extend beyond academic boundaries, offering practical insights and tools for tackling urgent societal
challenges.

The objectives of this doctoral thesis described at the beginning of this document (Section 1.3) have been
successfully achieved:

1. Develop a methodology to generate robust causal model structures (DAG) that unify expert
knowledge and results of automatic structure learning algorithms.

This objective has been addressed in Chapter 3 and this methodology has been applied in subsequent
chapters to achieve reasonable DAGs to work with.

2. Develop a general probabilistic framework to produce synthetic data that models human
behavior in decision-based serious games.

In Chapter 4 we have designed and implemented a generalist simulator to generate synthetic data in
decision-based SGs utilizing PGCM and IRT models.

3. Build a causality-based computational methodology for analyzing Serious Game data.

Chapter 5 converges the themes discussed throughout this thesis, proposing a methodology for ana-
lyzing SG data with a causal perspective.

4. Identify relevant risk factors for cyberbullying using causality-based techniques.

Throughout Chapters 3, 4, and 5, a series of use cases have been presented within the framework of
the RAYUELA project, specifically addressing the problem of CB. Through this thesis, in addition
to proposing novel methodologies in the field of SGs and AI, we also provide new insights into the
intricate mechanisms of CB.
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6.3 Limitations

One of the main challenges we face in the field of causal inference is that is still emerging. Unlike machine
learning, there is a lack of uniformity in causal inference due to the various adaptations of methodologies and
terminologies across different domains. This makes it difficult to compare model performance and generalize
results. While this heterogeneity enriches the field, it also highlights the need for a cohesive framework that
will allow causal inference to evolve and be more widely adopted.

When using PGCM, we encounter certain limitations that originate from the DAG itself. As the number
of variables increases, the interpretability of DAGs becomes more challenging, and the computational cost
increases significantly. This limitation restricts the scalability of the proposed method to create robust causal
DAGs proposed in Chapter 3 of this thesis. Additionally, we depend on expert assumptions to identify
forbidden connections, which may introduce bias from either the experts or the current paradigms.

The conclusions we can draw from the CB case studies are limited to the variables included in the models.
That is, there may be unmeasured factors that also significantly influence the outcome (e.g., socioeconomic
status, time spent on social networks). However, this limitation is shared with any other scientific study
addressing this issue. Furthermore, the validity of our conclusions is closely related to the quality of our
data, which in this case is limited by its relatively small size, the noisy nature of the data (due to the fact that
the participants were minors playing a video game), and its geographical limitation to European countries.

Likewise, causal models are based on fundamental assumptions, such as the stability of causal relationships
over time and between populations. Any deviation from these assumptions can lead to biased or misleading
causal estimates, highlighting the delicate balance required in constructing and interpreting causal models.

Despite these challenges, it is imperative to view these limitations not as undermining the value of our work
but as integral components of the scientific research process. They provide a roadmap for future research and
point to areas where further methodological advances and empirical studies are needed. By presenting and
considering these limitations, we gain a deeper understanding of causal inference and its application to social
issues like CB.

6.4 FutureWork

Throughout the development of this dissertation, AI has made impressive strides forward, capturing the
public’s attention. These advances have been particularly revolutionary in Large Language Models (LLMs).
One of the most promising prospects that emerged from our research lies in the convergence of LLMs and
causality [129, 90]. For instance, discovering causal DAGs [113] or creating intelligent agents [135]. This new
field has the potential to transform our view of LLMs from mere predictors to "intelligent" models capable
of deciphering the causal relationships of the world through language.
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6.4 Future Work

The field of SGs has much potential, and it is in a great position to benefit from the revolution brought
by generative AI. Using AI to speed up the design and development of video games opens up new possibil-
ities [257]. It imagines a future where the time from coming up with an idea to actually creating it is sig-
nificantly reduced, making it possible to quickly turn conceptual frameworks into tangible educational and
training tools. This acceleration may improve the field of SGs and make advanced resources more accessi-
ble. Moreover, causality-based methodologies can be applied in diverse fields, such as education and training,
transforming how we teach and develop skills.

The intersection of machine learning and causality in the context of SGs also offers fertile ground for
future research [212, 200] . Moving beyond conditional probabilities to adopt more nuanced relationship
models can significantly improve the effectiveness of SG-based research.

Regarding the synthetic player simulator proposed in Chapter 4 of this thesis, there are numerous poten-
tial improvements. For example, we suggest exploring the use of more complex profile models consisting of
more than one variable. Also, to explore the potential impact of introducing memory to the agents, which
could lead to a more realistic model that allows past responses to influence future responses.

The findings of this research are fraught with challenges but also with promise and potential discoveries.
The suggested areas for future research offer a base for other researchers to expand upon, investigate, and
ultimately revolutionize the field of SGs and causal AI.
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A GameQuestions

Adventure 1

Question 1: Photo Sharing
Context: [Talking to Matthew after taking a selfie.]
Dialogue: Now we only have to share and tag the photos. Jane, do you want to share them, or do you prefer

me to do it?

(a) I will do it.
(b) You can do it.

Question 2: Sociable
Context: [Talking to Robert after sharing the selfie. Dialog depends on the previous answers.]
Dialogue: It seems you like to upload many photos and share stuff on your social network.

(a) I would say I am sociable.
(b) I consider myself kind of shy.

Question 3: Matthew Meme
Context: [After receiving a message from Patty with the meme about Matthew.]

(a) Hehe, it’s funny, I will share the meme.
(b) I am not going to share it.
(c) I won’t share the meme and I’m going to try to end up with this.

Adventure 3

Question 1: Pirated Content
Context: [Playing video games in your room.]
Dialogue: I know of some sites that pirate the content and then you can download the update for free.

(a) I will download the pirated update through a website.
(b) I will wait until I have money or until my parents give me the money to buy the new expansion.
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A Game Questions

Question 2: Pol or Paula
Context: [Playing video games in your room. Your friends joke about Pol’s appearance.]

(a) I don’t like this kind of jokes.
(b) That’s funny.
(c) Say nothing.

Question 3: Time Overrun
Context: [Playing video games in your room. A warning pops up about the number of hours you have

been online]

(a) 4 hours are not that much. So, I can keep chatting a bit longer.
(b) It’s time to stop and disconnect for a while, although I might miss some juicy gossiping.

Question 4: Pol Bullied
Dialogue: I heard that some guys are messing with Paul. I am worried that he may be bullied. What do you

think?

(a) They are just having fun; I would not call that bullying.
(b) I think it’s not right... but calling that bullying is a bit of a stretch.
(c) I think that’s unacceptable; we should do something about it.

Question 5: Remind Matthew
Context: [Your friends start messing with Pol.]
Dialogue: Has anything like this ever happened to you?

(a) Yes, I had a similar bad experience... I don’t like being picked on.
(b) No, it has never really happened to me, to my knowledge.
(c) Yes, it was me who messed with someone else... but it was not such a big deal.

Question 6: Talk to Pol
Dialogue: So, shall we talk to Pol to see how he is?

(a) It is better to let him be.
(b) Of course, we should try to help.

Question 7: How to Help Pol
Dialogue: We can help you. You are not alone in this. I think...

(a) We should go to tell the teacher, he should know what to do.
(b) We should report the comments to the social network, so that it doesn’t happen again.
(c) We should not report it, because I don’t want to get picked on for being a snitch...
(d) We should not report it as reporting is usually useless.
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B Exploratory Data Analysis (I): Survey of
Spanish minors

The following is a set of descriptive statistics on the data through a representative survey of children in schools
in Madrid (Spain) within the RAYUELA project. The survey collected responses from 665 students.
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Figure B.1: Age distribution in the dataset.
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Figure B.2: Gender distribution in the dataset.
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Figure B.3: Sexual Orientation distribution in the dataset. The Non Heterosexual bar aggregates the values Bisexual,
Homosexual, I do not know yet, and other.
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Figure B.4: Migratory Background distribution in the dataset.
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Figure B.5: Self-reported hours of Internet distribution (aggregated) in the dataset.
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Figure B.6: Self-reported family communication distribution in the dataset. Ranked from 1 (never) to 4 (very fre-
quently).
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Figure B.7: Self-reported cyberbullying awareness distribution in the dataset. Ranked from 1 (not worried) to 5 (very
worried).
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Figure B.8: Self-reported "having experienced cyberbullying-related situations" distribution in the dataset.
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C Exploratory Data Analysis (II):
Experimental pilots using RAYUELA’s
serious game

The following is a set of descriptive statistics on the data that was collected during the experimental pilots
of RAYUELA in European schools and institutes. We gathered responses from 1055 students. In this ex-
ploratory analysis, we did not consider the game data. We have only considered demographic data and the psy-
chological/sociological questionnaires that students completed before and after playing the Serious Game.
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Figure C.1: Age distribution in the dataset. The «missing» bar (red) indicates the proportion of erroneous values or
values that participants did not want to fill in.
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Figure C.2: Gender distribution in the dataset. The «missing» bar (red) indicates the proportion of erroneous values
or values that participants did not want to fill in.
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Figure C.3: Sexual Orientation distribution in the dataset. The Non Heterosexual bar aggregates the values Bisexual,
Homosexual, I do not know yet, and other. The «missing» bar (red) indicates the proportion of erroneous
values or values that participants did not want to fill in.

No

Yes (2nd Generation)

Yes (1st Generation)

Migratory_Background

0

200

400

600

800

co
un

t

72.9%

13.9% 13.2%

Figure C.4: Migratory Background distribution in the dataset. The 2nd generation bar shows participants who were
born in the country but whose parents were born abroad. The 1st generation bar shows participants who
were not born in the country.
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Figure C.5: Country distribution in the dataset. The «missing» bar (red) indicates the proportion of erroneous values
or values that participants did not want to fill in.

82



Public Charter Private «missing»
School_Type

0

100

200

300

400

500

co
un

t

53.8%

18.8% 17.3%
10.1%

Figure C.6: School type distribution in the dataset. The «missing» bar (red) indicates the proportion of erroneous
values or values that participants did not want to fill in.
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Figure C.7: Self-Esteem distribution in the dataset, obtained though the Rosenberg Self-Esteem Scale [204].
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Figure C.8: Social support distribution in the dataset, obtained though The Multidimensional Scale of Perceived Social
Support [272].
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Figure C.9: Family support distribution in the dataset, obtained though The Multidimensional Scale of Perceived Social
Support [272].
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Figure C.10: Self-reported hours of Internet distribution (histogram) in the dataset.

< 2h 2-3h 3-4h 4-5h > 5h «missing»
Hours_Internet

0

50

100

150

200

250

co
un

t

8.2%

19.7%

23.2%

18.7%

6.5%

23.7%

Figure C.11: Self-reported hours of Internet distribution (aggregated) in the dataset. The «missing» bar (red) indicates
the proportion of erroneous values or values that participants did not want to fill in.
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Figure C.12: Previous cyberbullying victimization distribution in the dataset, obtained though the European Cyberbul-
lying Intervention Project Questionnaire [28].
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Figure C.13: Previous cyberbullying offending distribution in the dataset, obtained though the European Cyberbullying
Intervention Project Questionnaire [28].
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