
FICHA TÉCNICA DE LA ASIGNATURA

Datos de la asignatura

Nombre completo Cyber Risk Management and Analysis. Fake news and Crisis Management

Código E000013486

Impartido en Master in International Security Management [Primer Curso]

Nivel Master

Cuatrimestre Semestral

Créditos 5,0 ECTS

Carácter Optativa

Departamento / Área Departamento de Relaciones Internacionales

Responsable Ileana Daniela Serban

Descriptor Cyber-challenges and narrative information management track
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DATOS ESPECÍFICOS DE LA ASIGNATURA

Contextualización de la asignatura

Aportación al perfil profesional de la titulación

Cyber-challenges and narrative information management track

Competencias - Objetivos

Competencias

SC10 Ability to manage a disinformation campaign.

SC11 Ability to develop and implement communication strategies at different levels.

SC12 Ability to develop and implement policies for recovery through contingency plans.

Resultados de Aprendizaje

By the end of this course, students will be able to:

1. Analyse the conceptual and theoretical foundations of cyber risk, fake news, and crisis management.

2. Evaluate the role of misinformation in shaping perceptions of crises and authority.

3. Explore the normative and ethical implications of crisis management strategies in a digital age.
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4. Develop a critical understanding of the interplay between misinformation, governance, and societal trust.

BLOQUES TEMÁTICOS Y CONTENIDOS

Contenidos – Bloques Temáticos

Topic 1: Political Philosophy of Information and Truth

Topic 2: Introduction to external communication during crises

Topic 3: Case studies of narrative information management during crises

Topic 4: Moving to the cyber dimension of external communication during crises

METODOLOGÍA DOCENTE

Aspectos metodológicos generales de la asignatura

Lectures and Readings: Core concepts and frameworks will be introduced during the lectures, while preparatory readings and materials

will be shared in advance.

Case Study Analysis: Students apply theoretical knowledge to real-world case studies, fostering critical thinking.

Group Discussions: In-class debates on emerging threats, international policies, and ethical concerns.

Simulation Exercises: Hands-on simulations.

EVALUACIÓN Y CRITERIOS DE CALIFICACIÓN

Evaluation (%)

   

Final evaluation 50%
Participation 20%
In-class exercises 30%

Calificaciones

To be eligible to sit the ordinary exam session, students must not have unjustifiably missed more than one third of the classes. Failure to meet

this requirement may result in the loss of both the ordinary and extraordinary exam sessions (Art. 93.1 of the General Regulations).

Committing a serious academic offense—such as plagiarism of previously published materials, cheating during an exam or other assessed

activity, or failing to respect basic rules of conduct—may lead to disciplinary proceedings and the loss of two exam sessions.

The use of AI to generate entire assignments or substantial parts thereof, without citing the source or tool used, or when not explicitly allowed

in the assignment instructions, will be considered plagiarism and regulated in accordance with the University's General Regulations.
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BIBLIOGRAFÍA Y RECURSOS

Bibliografía Básica

TBC for each topic and each case study
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