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A DSO-Driven Privacy-Preserving Mechanism
for Managing Power Exchanges in Australian
Networks
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Abstract—This article presents a four-level hierarchical
model to incorporate decentralized energy communities
(ECs) into local electricity markets. The model utilizes an
innovative distribution system operator (DSO)-driven al-
gorithm to maximize grid services from ECs, monetize
their energy surplus, and adapt market exchanges to net-
work security constraints. In level 1, EC members de-
termine their internal scheduling and power exchanges.
A decentralized peer-to-peer (P2P) structure embedded
in level 1 enables power sharing with dynamic pricing
and limited data sharing among EC members. Levels 2
and 3 involve the EC operators and the retailer company
determining their market strategies. In level 4, a DSO-
driven algorithm is deployed to evaluate security con-
straints and the feasibility of exchanges between market
players. Implemented on a modified 594-node distribution
network in Victoria, Australia, the model optimally inte-
grates ECs with local electricity markets. By preserving
agents’ privacy and keeping exchange details confiden-
tial, the proposed model ensures next-day contracts ad-
here to network security restrictions, maximizes grid ser-
vices from ECs, and reduces members’ electricity bills by
7.5%.

Index Terms—Decentralized optimization, electric vehi-
cles (EVs), energy community (EC), peer-to-peer (P2P)
power sharing, smart grids.
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NOMENCLATURE

Set of EC operators/electric vehicles.

Sets of EC members.

Sets of network nodes.

Set of solar panels / wind turbines.

Set of times / scenarios / network lines.
Mapping set of members connected to ECs.
Mapping set of lines connected to nodes.

Mapping set of DERs connected to nodes.

Limit on power purchase from EC operators
(%).
Limit on power sale to EC operators (%).

Limit on nodal exchange for retailer (%).
Imbalance penalty ($/kWh).

P2P price ($/kWh).

Price of power from solar panels ($/kWh).
MMR price ($/kWh).
Exchange prices with EC operators ($/kWh).
Exchange prices with retailer ($/kWh).
Exchange prices with WSM ($/kWh).

Price of power from wind turbines ($/kWh).
Power flow direction indicator.

Max. Power purchase from EC operator
(kKW).

Max. Power sale to EC operator (kW).

Max. Power purchase limit from retailer
(kW).

Capacity of member’s metering system
(kW).

Fixed loads (kW).

Sum of power losses per hour (kW).
Reactive-to-active power ratio (%).

Line capacity (kVA).

Min. power exchange limit with retailer
(kW).
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PpWSM,max Max. power exchange limit with WSM (kW).
RI/Bl/GI Resistance/Susceptance/Conductance of line
(p-u.).
Variables
iV SMBuy/Sell - pinary variables for power exchange with
WSM.
pgf’BuW Sell Power exchanges with EC operator (kW).
pIZ”;t’BUY/ Sl Power exchanges with retailer (kW).
WM Buy/Sell  power exchange with WSM (kW).
phit’con Summation of power consumption per hour
' (kW)
pl,\jiz’Ge“ Summation of power generation per hour
_ (kW)
pi iP’A"a‘]able Available power per contract (kW).

[. INTRODUCTION
A. Background and Literature Review

ODERN energy communities (ECs) mark a shift in how
M energy is generated, consumed, and managed locally.
Comprising smart households, businesses, and other stakehold-
ers, ECs aim for self-sufficiency using distributed energy re-
sources (DERs), such as solar panels, wind turbines, and battery
storage. ECs can support grid stability by providing services,
such as congestion management, frequency regulation, and volt-
age control. These services help balance supply and demand,
integrate intermittent renewable energy sources (RESs), and
enhance resilience. Active EC participation also enables more
flexible grid operations, lowers infrastructure costs, and creates
new revenue opportunities for members.

Several studies, including [1] and [2], have explored the tech-
nical and economic advantages of advanced technologies, such
as peer-2-peer (P2P) power sharing, vehicle-to-home (V2H) sys-
tems, and thermostatically-controlled loads (TCLs) for members
of ECs. These technologies enable more efficient energy use
and cost savings by allowing EC members to share resources
and manage their energy consumption dynamically. Research
in [3] and [4] demonstrates that equipping EC members with
these technologies can significantly reduce daily costs while
enhancing their ability to provide grid services, thus contributing
to overall grid stability and efficiency. Specifically, [1] and [2]
focus on using the P2P platform for power sharing within ECs,
facilitating local energy exchanges and promoting community
resilience. In contrast, studies, such as [5], [6], [7], [8], and [9]
investigate P2P power sharing between neighboring ECs, which
can further optimize energy distribution and reduce reliance on
external grid resources.

Many studies use distributed optimization to coordinate de-
centralized agents in local electricity markets. For instance, [2]
and [7] utilize the alternating direction method of multipliers
(ADMM) algorithm; Migoni et al.[ 10] employ tree-based model
predictive control; Sivianes et al.[11] apply an accelerated dis-
tributed augmented Lagrangian method; Faraji et al.[12] and
Zhao et al. [8] adopt game theory methods; Hong et al.[13]
use a novel distributed event-triggered consensus control; Hui
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et al.[14] introduce a new distributed control scheme for coordi-
nating market agents. While these methodologies offer optimal
solutions and ensure agents’ privacy, they often require consid-
erable time for convergence and market settlement. In contrast,
studies, such as [1], [3], [4], and [15], use centralized opti-
mization for market agent coordination. This approach achieves
rapid convergence but compromises privacy by necessitating
the sharing of all agents’ information with a centralized entity.
Alternatively, works, such as , [5], [6], [9], [14], [16], [17], [18],
and [19] employ hierarchical optimization techniques. These
methods offer fast convergence and enhanced privacy protection
for agents, although they may lead to slight deviations from the
global optimal solution.

B. Research Gaps and Contributions

Table I compares the proposed model with recent studies,
with an asterisk () indicating the considered aspects. This
table reveals a notable gap in the literature: While hierarchical
optimization is well-documented for market applications, there
is a lack of hierarchical structures that simultaneously include
EC operators, EC members, retailers, and distribution system
operator (DSOs) as independent decision-making agents in local
electricity markets, each with their individual objectives and
interests. Most studies either model EC members as aggregated
loads controlled by EC operators, ignoring individual roles, or
focus solely on EC members, neglecting EC operators. Few
works [2], [18], [19] model both EC members and operators as
decision-making actors for grid services, but none incorporate
retailers or a full range of advanced technologies including
P2P platform, battery-integrated solar (BIS), TCLs, and V2H
systems. This gap limits understanding of how EC members
can simultaneously manage P2P interactions, engage with EC
operators and retailers, and optimize advanced technologies to
generate revenue through grid services for DSOs.

To address the identified gaps, this article proposes a hierar-
chical model for integrating ECs into local electricity markets.
The model incorporates EC members, EC operators, the retailer,
and the DSO as independent agents, each optimizing its own
schedule, while accounting for market signals and network
constraints. It ensures secure integration with minimal data
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Fig. 1. Architecture of the proposed four-level hierarchical model.

sharing, activating EC flexibility for market participation and
grid support. The key contributions are as follows.

1) Presenting a P2P-enabled hierarchical structure for local
electricity markets, integrating EC members, EC oper-
ators, retailers, and DSOs into a four-level framework.
It addresses local energy market and congestion issues,
unlocking EC potential for grid services. This structure
ensures high convergence speed and market settlement
with limited data sharing, allowing agents to maximize
interests while complying with network security.

2) Designing a decentralized P2P-enabled system for EC
members’ day-ahead scheduling. This setup allows EC
members to meet their market needs via the P2P plat-
form before engaging with upstream agents, such as EC
operators and retailers. An enhanced Mid-Market Rate
(MMR) method is introduced for dynamic pricing on
the P2P platform, making exchanges more affordable for
both buyers and sellers compared to those with upstream
agents. This creates a competitive environment while
reduces members’ bills.

3) Presenting an innovative DSO-driven algorithm to ensure
network security and maximize grid services from ECs.
This algorithm enables the DSO to assess the feasibility
of nodal exchanges without knowing their details, main-
taining operational stability and market privacy. It enables
the DSO to communicate security constraint violations
and the required grid services through signals to market
agents, prompting them to reschedule their initial ex-
changes accordingly. This ensures that finalized contracts
adhere to network security constraints.

[I. MODEL OUTLINE

This article proposes a P2P-enabled hierarchical model that
concurrently settles the local day-ahead energy market and
mitigates congestion. As shown in Fig. 1, the model consists
of four levels: 1) smart homes as EC members, 2) EC opera-
tors, 3) a retailer, and 4) the DSO. EC members and operators
contribute to grid services by managing the flexibility of their
loads. The hierarchical structure ensures minimal information
sharing, limiting exchanges to traded power quantities. Market

EC Operator 4“=EC Members , D

Retailer DSO
Retailer 4= EC Members [ ) Cong. & Losses Signals O
Retailer 4=y EC Operators Losses Signals
Retailer 4mmRESs S Slen /
Retailer 4mb WSM No Signal

%) 04

participants follow predefined hourly tariffs, while P2P prices
are dynamically set by sellers. Each level is detailed as follows.

1y

2)

3)

4)

First Level: At this level, a decentralized P2P-enabled
structure is presented for EC members’ day-ahead
scheduling. Each member can exchange power bidi-
rectionally with other members, the EC operator, and
the retailer. Transactions between members within the
same community occur directly through the P2P plat-
form, without intermediaries, and with a dynamic pricing
mechanism. Each EC member, equipped with a BIS, an
air conditioning (AC), a water heater (WH), and V2H
technology, aims to minimize daily costs. The member’s
load includes fixed and flexible components, the latter
depending on BIS, AC, WH, and electric vehicles (EVs).
At the end of this level, members communicate to the EC
operator and retailer whether they have a power surplus
or shortage that was not addressed via P2P transactions.
Second Level: At this level, EC operators are modeled
with BIS, AC, and WH systems, enabling bidirectional
power exchanges with the retailer and EC members within
their service area. EC operators are responsible for sup-
plying the community’s public load, which consists of
fixed components (e.g., lighting) and variable compo-
nents (e.g., pool heating and cooling). Their objective is
to minimize daily expenses. At the end of this level, EC
operators determine the power transactions required with
the retailer and members within their service area.

Third Level: At this level, the retailer is modeled with the
capability to conduct bidirectional power exchanges with
the wholesale market (WSM), EC operators, and mem-
bers. In addition, the retailer can directly procure power
from distribution-level RESs. The retailer’s objective is to
maximize its daily profit in the market. Upon completing
this level, the retailer reports the power exchange sched-
ules at the nodes associated with EC operators, RESs, and
the WSM to the DSO.

Fourth Level: At this level, the DSO, upon receiving
power exchanges’ information from the retailer, executes
a linear AC power flow program to check network secu-
rity constraints and evaluate its feasibility. The objective
is to minimize deviations from the retailer’s requested
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schedules. At the conclusion of this level, the operating
mode is determined as green, yellow, or red. If all security
constraints are met and no violations occur in the retailer’s
requested programs, the system operates in green mode,
finalizing all schedules. If the DSO detects mismatches
in power flow due to losses, the system enters yellow
mode. In the presence of congestion, the system enters red
mode. In both yellow and red modes, the DSO informs the
retailer of new constraints, requiring adjustments in the
energy market schedules. Section IV introduces a novel
DSO-driven algorithm designed to coordinate market op-
erations across different modes.

The proposed model enables EC members, operators, retail-
ers, and DSOs to act as independent decision-makers, enhancing
market flexibility, decentralization, and privacy. EC members
minimize costs via P2P trading; operators offer grid services;
retailers maximize market participation; DSOs ensure network
security without accessing contract details.

[ll. MATHEMATICAL MODELING

The hierarchical four-level model is formulated as a mixed-
integer linear program (MILP), with uppercase letters represent-
ing parameters and lowercase letters denoting variables.

A. Level 1 (EC Members Scheduling)

In the proposed concept, EC members perform internal
scheduling to minimize daily costs while maintaining hot water
and room temperatures at desired levels. Upon receiving grid
service signals, they adjust these temperatures within allow-
able ranges and regulate V2H and BIS systems accordingly.
Equation (1) defines the first-level objective function, where
the first term models P2P exchanges, and the second and third
terms represent interactions with the EC operator and retailer.
Initially, each member disables the second and third terms and
settles exchanges on the P2P platform. Then, these terms are
activated to manage any residual power shortages or surpluses
through the EC operator or the retailer. Excluding upstream
exchanges during P2P platform participation prevents members
from buying power from EC operator/retailer and reselling it
on the platform, thus stopping them from acting as brokers. (2)
ensures power balance for each member. PF " represents the

fixed load; p%lf, ph +>and p‘,ﬁ are the operatlng points of BIS,

WH, and AC systems; pivef , and p],ELVe’f , Tepresent the power

charged and discharged in EV batteries, respectively. pi?ﬁ)t and

pzzg , are the power bought and sold through the P2P platform.
The variables p;¢" and pj";, respectively, represent the residual
power shortage and surplus that were not addressed in the P2P
platform. Equation (3) uses binary variables i3'¢" and ;" to
limit power shortages and surpluses to the capa01ty of each
member’s metering system. These binary variables cannot be
1 simultaneously

Member __ P2P_P2P P2P_P2P
Zy, —E E (TRt PR e = Tt Phokot) At
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Algorithm 1: Pseudocode of Proposed P2P Platform.

Module 1

: Clear the list of contracts — I72F = 0;

: Set P2P power sharing price to 7rMMR

: for each EC member h do

Solve EC members’ optoimization problem;
: end for

Module 2

6: for each EC member h, do

7. for each hour ¢, do

8: if (iy%e = 1) then

9 Define P2P power sharing
for seller h;

PF2F as a new contract

10: Calculate new price based on enhanced MMR;
11:  end if

12:  end for

13: end for

14: Activate the list of P2P contracts — IF2FP = 1;
15: for each EC member h, do

16:  Solve EC members’ optoimization problem;

17:  for each hour ¢, do

18: if (P72 # 0) then

19: Fix accepted contracts for buyer h;
20:  end if

21: end for

22: Update the price and power of contracts;
23: end for

( Op, Buy Op,Buy 7r0p SellpOp Sell) At

ht t

Ret,Sell _Ret,Sell
— SRS Ay (1)

t
Ret,Bu RelBu
+§:( Yo y
t

P = o = Phy it +ong + Py

EV,C EV,D
+> (ph o) = S YA, @
k k

ev

0 < pShor < P}r:laxii}jgr

, 0 < pSur < Pmaxziui (3)

Algorithm 1 outlines the process for P2P power sharing
among members within a community consisting of three mod-
ules. In Module 1, power sellers are identified by deactivating the
second and third terms of the objective and setting the parameter
I™P which permits power purchases from the P2P platform, to
0. This configuration restricts power exchanges with retailers
and EC operators, as well as P2P purchases, allowing only the
sale of power through the P2P platform. Note that in this module,
the selling price of power on the P2P platform is set to the basic
MMR, which is the average of the upstream market’s buy and
sell prices [8]. In Module 2, sellers update their selling prices
using the proposed enhanced MMR method, store their excess
power in the P??" parameter, and send price-power contracts to
the P2P platform. In Module 3, the 1 p2p parameter is set to 1,
enabling members to purchase power from the P2P platform.
Buyer members, then, acquire the required power from the
available contracts. When a contract is activated, its price-power
information is updated automatically. Note that the identities of
contract providers and activators remain confidential and are not
disclosed on the P2P platform.
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Constraints (4)—(11) define the P2P power sharing mecha-
nism. In (4), binary variables zse“er and zBuy , along with the
equipment’s operating point, determme each member’s hourly
role. A positive net value indicates a buyer, and a negative one
indicates a seller; both variables cannot be 1 simultaneously.
Constraint (5) enforces this exclusivity, while (6) limits power
activation from contracts. Members use (7)—(11) for dynamic
pricing of their excess power based on an enhanced MMR
method. The basic MMR, formulated in (7) [8], sets the P2P
selling price as the simple average of the upstream market’s
buy (p "By and sell (mr<"5") prices, disregarding the seller’s
available energy and prior transactions. In contrast, the enhanced
MMR, detailed in (8), introduces a dynamic pricing mechanism
that adjusts rates based on the seller’s available capacity and
unfulfilled contracts, incentivizing market participation. This
method ensures that sellers always receive prices at or above the
basic MMR rate, while buyers never pay more than the upstream
market price. Net generation and consumption are computed in
(9) and (10). The enhanced MMR is designed such that as the
available power per contract (pp2P Avallabley gecreases, the Tt
price increases, and vice versa. The available power per contract
is updated in (11) using the previous contract’s total (P}f?tp ) and

activated (Y, pi*r ,) portions

_ P’rlnax Se]ler < PFI;( +p2[§ +ph g +ph S

EV,C EV,D max - Buyer
+ E : <ph ev,t hev,t) < P (4)
P2P max Buyer P2P P2P max -Seller
E Piht < I § DPht < Ihit (%)
P2P P2P -P2P
0<%, < PPRiPT, ©6)
Ret,Buy Ret Sell
MMR _ Tt + 7
MR _ . 7
Ret,Buy D MMR Avallable
P2P T phf+7T h,t
Thi = (®)
ph,t
D _ pFix EV,C P2P
Pne =Pp t+ph p +ph t +Ph S+ E Dy, ev,t+§ Dhk,t
ev k
9)
G _ , B,D SP EV,D
ph,t - ph,t ph,ev,t (10)
P2P Available __ P2P P2P
Ph, =Dy § Ph ket (11)

Equation (12) states that each member can manage its power
shortage/surplus not addressed on the P2P platform through
exchanges with the retailer and EC operator. The restrictions
on power exchanges with the EC operator are presented in (13)

and (14), while restrictions on power exchanges with the retailer
Buy,ECOHECM

are presented in (15) and (16). v, v,sfil ECO=ECM ond
B e Sell are restrictions imposed by the EC operator

and retailer on member exchanges, ranging from 0 to 1 in the
optimization. A value of 1 indicates no limit on exchanges,
with each decrement of 0.01 representing a 1% restriction on

nodal power exchanges. Binary variables representing buying
(i hp Buy /i, jRet, Buy) and selling (ZOP ,Sell %ez Selly cannot be 1 simul-
taneously. In the proposed concept, each member exchanges up
to 2 kW exclusively with the EC operator. For amounts above
2 kW, exchanges with both the EC operator and the retailer
are allowed, with preference given to the retailer due to more

favorable pricing

Shor__ _Sur Op,Buy Op,Sell Ret,Buy Ret,Sell
Ph,t — Phy= (Ph,t ~ P >+(ph,,t — Pht ) (12)

Op,Buy Op—Buy,max Op Buy Buy,ECO—ECM
0<p,; " <Ph ¥

h,t tp ,t h,t
(13)
Op Sell Op Sell,max Op Sell _ Sell, ECO—ECM
0<p <P, it Vnt
(14)
PRe[ mmZRet ,Buy < Ret,Buy
h,t h,t
Ret Buy,max -Ret,Buy Limit,Buy
< B Int V=Nl (15)
Ret,min :Ret,Sell Ret,Sell
p lht  SDPhy
Ret Sell,max . Ret Sell _ Limit,Sell
< P Tpt =Nt - (16)

Equation (17)—(20) model the WH system: (17) determines
the hourly water temperature, where 6;", |, p)'il, m}", mpoy,
D}",, and ¢ represent the previous hour’s temperature, power
consumption, energy required to heat incoming water, energy
losses, hot water demand, and the water thermal constant.
Equation (18) restricts temperature variations. Equation (19)
computes the energy required to heat incoming water. Equation
(20) calculates hourly losses based on current water tempera-
ture (H,L +)> outdoor temperature (00‘“) and tank characteristics,
where S?“r‘ace, X, 0, and H represent the tank area, insulation
thickness, thermal conductivity, and surface heat transfer coeffi-
cient. Equation (21) and (22) model the AC system: (21) deter-
mines indoor temperature, influenced by the AC operating point
(p‘act), with 92}‘;, Ght 15 aC and oWVall representing outdoor
temperature, previous indoor temperature, AC efficiency, and
wall thermal factor. Equation (22) confines indoor temperature.
Equation (23) constrains WH and AC power consumption, while
(24) quantifies thermal comfort.

HAt mWH mLms
ezv,t _ 9h,t-1 Pht .t ht a7
¢D}Y,
W, Initial W,min W, max
O mo = 0, ", 0, <0, <0, (18)
thtH _ gD;?,/t (em o elncoming) (19)
0VVt _ AOut
I}_Lc))tw _ N S’SlurfaceAt (20)
o T H
9}3 ( Wall) 9}{1,2571 + aWallg?ul + ACp/,?’CtAt (21)
eh o = 9In Initial ; G;Ln,tmin G}Lt < 9In max (22)
mp < pPHAE < M0 < ppG < PROT(23)
Q5 =100 — (¢ |00y, |+2 |67~ 6}7, ). (24)
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EVs of EC members provide V2H services, as modeled in
(25)—-(29). Equation (25) updates the EV battery’s energy based
on the previous hour and current charging/discharging. Equa-
tion (26) defines its energy at the schedule’s start and end,
while (27) sets hourly limits. Equation (28) restricts charg-
ing/discharging rates. Equation (29) links these operations to

the EV’s presence via [ Ea;]:"tg .
pEVD

eI;:LYev,t = e];:i,?/ev,t—l + T’EV’Cp]}Ez?;Et - n}];i,vbt At
(25)
i, =B L L 2 BRI 9
hew S Chens < B 27)

0< P%St < Pf?’erv?ix ]fil\gft’

0 < phu < Preot i e (28)
ihocos T+ ihene < Thent (29)

The BIS system is modeled in (30)—(35). Equation (30) de-
termines solar panel output, (31) defines battery energy levels,
and (32) sets the schedule’s start and end levels. Equation (33)
limits charging and discharging, while (34) imposes energy
bounds. Equation (35) ensures the power balance of the BIS
system.

sp Iy

SP SP,ma
Phe =1 RSTC b, * (30)
pB,D
B B B,C, B,C h,t
eh,t = eh,t—l + n ph7t - ’I’]B’D At (31)
B B, Initial B __ 7B, Initial
hio =B, " ey mr = By (32)
B,C C,max .-B,C B,D D,max .B,D
0< Py < b, ht o 0< Phy = b, Ut
(33)
B,mi B B,m:
BIS B,C B,D SP
Phit =Pht —Pht — Tht (35

B. Level 2 (EC Operators Scheduling)

In (36), the second-level objective function aims to minimize
each EC operator’s expenses. The first and second terms model
the net exchanges of EC operator with members within its
service area and the retailer, respectively, while the third term
represents the imbalance penalty incurred due to the inability
to address the exchanges requested by the members. Without
exchange limits, the EC operator fulfills all member requests,
keeping pﬁj;’”’B“y and pﬁTb’SeH at zero. With imposed limits,
some requests may be unmet, leading to imbalances and nonzero
values for these variables. The EC operator updates member
exchange limits in (37) and (38), assigning values between zero
and one. Constraint (39) limits EC operators’ exchange with the
retailer, with DSO-informed restrictions dynamically adjusting
the upper bound. Finally, (40) defines the EC operator’s power
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balance.
Op __ Op,Sell ,Op,Sell Op,Buy »Op,Buy
Z;P = E E (ﬂ-t Ph,t - Ph,t
heol t
Ret,Buy Ret,Buy Ret,Sell _Ret,Sell
X At + § <7Tt Pet — Ty Pe )
t
I bz : Imb,Bu; Imb,Sell
X At + Q m (pc,t Y + pc,t ) At
t
(36)
Op,Buy Imb,Buy
Buy,ECO—ECM __ Zhe@'g Ph,t —Pe 37)
he®h ¢ - Z POp,Buy
h,t
he©h
Op,Sell Tmb, Sell
> Ph7t ~ Det
SelLECOECM __ heOl (38)
he®nl t - Z POp,Sell
h,t
he®h
Ret,Buy Ret—Buy,max .Ret,Buy _Limit,Buy
0 S pc,t S Pc,t Zc,t ’Yi:NC,t
Ret,Sell Ret—Sell,max -Ret,Sell _ Limit,Sell
0< Pet <P Lot i=N,,t (39)
Ret,Buy Ret,Sell Imb,Buy Imb, Sell
pc,t — Pyt + pc,t - pc,t
o Op,Buy Op,Sell Fix
= E :(ph,t - P +Py
heOh
BIS WH AC
+pc,t +pc,t +pc,t' (40)

C. Level 3 (Retailer Scheduling)

At the third level, the retailer aims to maximize profit from
market transactions, as shown in (41). The first to fifth terms
represent exchanges with the WSM, EC operators, EC members,
fixed grid loads, and RESs, respectively. The retailer’s power bal-
ance is enforced by (42). The parameter % is set to 1in yellow
mode to activate the loss term (P} in the retailer’s power
balance. In other modes, oM = 0, as the retailer lacks access
to power flow constraints and receives loss information only
from the DSO in yellow mode. Equation (43) limits the retailer’s
exchanges with the WSM based on DSO restrictions. In (44), the
retailer calculates and stores net hourly generation/consumption
for each node in pf®y , and p§*y . This allows the retailer
to avoid sharing contract details with the DSO, instead pro-
viding only the net hourly generation/consumption of each
node.

Ret __ WSM,Sell ' WSM, Sell WSM,Buy WSM,Buy
7 = E (Wt Dy - Py At
t
Ret,Buy Ret,Buy Ret,Sell _Ret,Sell
+ § § (Wt Pt — Ty Pet ) At
c t
Ret,Buy Ret,Buy Ret,Sell _Ret,Sell
+ E E (7‘} Phy T Dht )At
h t

WSM,Buy pFixed,Load
EYS (e ) o
it
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SP, SP wT WT
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t sp
(4D
WSM,Buy WSM Sell G
'z +Zpspt+zpwtt+zp i
— Z Pilﬂjixed,Load + ZpCon Losspgdoss,Total (42)
t
WSM,Buy WSM, -WSM,Buy
0 < X < P math
0 < WSM Sell PWSM,maxiWSM,Sell (43)
t
pGer}V PRel Sell + Z Ret Sell
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C _ pRet,Buy Ret,Buy (44)
pson, on = Pc,t + Z Pht .
heOh

D. Level 4 (DSO Scheduling)

The DSO objective function, detailed in (45), minimizes
deviations from retailer-requested programs and load shedding
while ensuring network security. Letters without a bar represent
retailer-requested programs, while those with a bar denote DSO-
obtained programs. The penalty coefficients SWVSM, gGen and
BCm are setto 1, 1.1, and 1.2, respectively, to enforce minimal
deviations from retailer-requested programs. If no deviations
occur, the objective function remains zero; otherwise, it becomes
positive based on the magnitude of deviations and corresponding
weight coefficients. The penalty 35"°¢, assigned the highest
weight of 4, ensures that the DSO resorts to load shedding only
when power flow issues cannot be resolved through adjustments
to retailer-requested programs. Equation (46) and (47) ensure
nodal balance of active and reactive power, while (48) links
reactive power to active power. (49) and (50) calculate active
and reactive power flow, respectively, and (51) calculates line
losses. Quadratic terms (plL‘g‘e)2 and (q%‘lt"“')2 are linearized viathe
piecewise technique. Using (51), the DSO also computes hourly
network power losses and informs the retailer to increase WSM
purchases to compensate. Equation (52) presents the security
constraint for power flow. Equation (53) restricts the voltage
magnitude and phase angle variables within predefined limits
to ensure feasible power flow. As per (54), the DSO updates
nodal restrictions based on its own (p‘Ge“ / plc"“) and the retailer’s
(Pff“ / Pffn) optimized programs, and informs the retailer. If
the requested programs are approved, no restrictions apply;
otherwise, they are assigned a value greater than 0 and up to 1.

ZDSO _
Part;
BWSMZ (‘ _WSM,Buy PtWSM,Buy +’7WSM JSell PtWSM,Sell) At
Part,
+ ﬁGen Z Z ‘ﬁ?i"—Pffn‘At—Fﬁcon ZZ ’ﬁlC(zn P£§H|At
€N, t i€EN, t
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p%me
t
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a
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L 2 Li 2
o) @]
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Lt — (SBase)2 ) Pt - ; Pl,t
(51)
Line) 2 Line 2 < SLine,max 2 52
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Vmin < Vit < /max ; emin < ei,t < fmax (53)
=C =G
Limit,Buy _ Pi s 7Limit,Sell Dt (54)
05t C ’ ist “pGen *
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E. Risk Management

In the proposed model, EC operators and members plan under
uncertainty in solar generation and load demand. To represent
this uncertainty, 50 scenarios per parameter are generated using
Gaussian and Beta distributions, yielding a dataset of 2500
scenarios. The ScenRed tool in GAMS reduces this to five
representative scenarios for computational efficiency. A CVaR-
based optimization framework, defined in (55)—(58), incorpo-
rates these scenarios for risk-aware decision-making. Equation
(55) reformulates the objective functions of EC operators and
members by introducing the scenario index (s), while the over-
all risk management objective is given in (56). This objective
function minimizes the overall cost ZR| which is a weighted
combination of scenario-specific cost (Z,) and CVaR (ZCVeR),
Here, 1) balances between weighted scenario costs and CVaR. w
denotes the probability of scenarios. (57) calculates the CVaR
considering VaR (ZV®R), the expected shortfall (3, (wsAs)),
and the confidence level (o). Increasing o“reduces the
denominator, raising Z¢V*R and making the approach more risk-
averse. Conversely, decreasing o“°"enlarges the denominator,
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lowering Z¢V3R and leading to a more risk-tolerant approach.
Equation (58) ensures that the shortfall A, is at least the differ-
ence between the scenario-specific cost and the VaR. Note that
the shortfall is always nonnegative.

Z, e {zM, 7% (35)

min ZRisk — ¥ Z (WsZs) + (1 — 1) 7CVaR (56)
1

ZCViR _ ViR | et D (waAy) (57)

As > Zs _ ZVaR. (58)

IV. PROPOSED DSO-DRIVEN ALGORITHM

The proposed DSO-driven algorithm is implemented accord-
ing to Algorithm 2. Initially, Module 1 is executed, solving levels
1 to 3 of the model. Subsequently, level 4 is solved, wherein the
DSO determines the operational mode. Since the retailer lacks
access to the power flow program and network information, it
cannot calculate the losses and congestion caused by the power
flow, resulting in the operation always going to either yellow or
red mode. If the DSO finds only a mismatch caused by losses,
the operation goes to yellow mode, and the lack of power is
announced to the retailer, executing Module 2. If the DSO finds
line congestion, the operation goes into red mode, and new power
exchange restrictions are announced to the retailer, executing
Module 3.

In yellow mode, according to Module 2, only the third and
fourth levels are solved. The retailer purchases the power short-
age from the WSM and sends the updated exchanges to the DSO
for feasibility checks. If no congestion is found, the operation
transitions to green mode, finalizing all exchanges. Otherwise,
new constraints are applied to eliminate congestion, and the
operation transitions to red mode.

In red mode, according to Module 3, first to third levels
of the proposed model are resolved, rescheduling all market
parties according to the new restrictions. Since the new ex-
changes consider the DSO’s restrictions, there will be no more
congestion. The DSO calculates the losses from the updated
exchanges using the power flow program, informs the retailer,
and executes Module 2 to address the power losses. Since
the congestion issues have already been resolved and the loss
issues will be addressed by executing Module 2, the oper-
ation will transition to green mode, and the algorithm will
terminate.

The proposed DSO-driven algorithm ensures convergence
regardless of problem size by iteratively refining power ex-
change signals, meeting network constraints without excessive
computations. Its hierarchical structure enhances computational
efficiency by decomposing the problem into four levels, reducing
problem size and ensuring decentralized decision-making, while
avoiding the computational burden of centralized optimization
and the slow convergence of fully distributed methods. Al-
though no encryption technology is implemented, privacy is
preserved through aggregated net transaction reporting: The
DSO receives only the total power exchanged at each node,
without access to individual contract details. The DSO calculates
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Algorithm 2: Pseudocode of the DSO-Driven Algorithm.

1: for each iteration iter, do

2: while (1) do

3:  Run P2P power sharing process (Algorithm 1);

4:  Set run status to 1 for all ECs — Runée”el 2=1;
5: for each EC operator ¢, do
6.

7

8

if (Runlevel 2 = 1) then
Solve optoimization problem of EC c;
Check & Save exchange imbalances within EC ¢

I'mb,Buy Imb,Sell,
c,t v Pe,t 4
9:  end if
10 if (Z ;(pﬁ,’?b’B“y + Sty = 0) then
c L
11: Set run status to 0 for EC ¢ — Runfe/"el 2=
12:  else
13: Send restrictions to EC members
uwy, ECO—SECM _Sell,ECO—-ECM
= Vhot » Thot ;
14:  end if
15: end for
16: if (Z‘ Runkevel 2 = 0) then
17:  Break;
18: end if

19: end while

20: Set loss factor to 0 — aLoss = 0;
21: Solve retailer’s optoimization problem;
22: Solve DSO’s optoimization problem;
23: if (Party + Partz = 0) then

24: Operation enters mode;
25: Break;
26: end if

Module 2

27: if (Party + Parta # 0) then

28: if (Part; > 0 & Partz = 0) then

29: Operation enters mode;

30:  Calculate hourly power losses and communicate signals to
the retailer — PtLOSS’Toml

B

31:  Set loss factor to 1 — al°%s = 1;
32:  GoTo line (21) — Level 3;

33: end if

34: end if

35: if (Party + Parta # 0) then

36: if (Partz > 0) then

37: Operation enters Red mode;

38:  Calculate restrictions for coupling nodes with ECs

Limit,Buy Limait,Sell ,
i=node,t ' li=node,t °
39:  GoTo line (2) — Level 1;
40: end if
41: end if
42: end for

nodal restrictions and communicates them to the retailer, who,
having access to individual exchange data, informs the relevant
agents accordingly. This ensures effective coordination while
maintaining participant privacy.

V. SIMULATION RESULTS

The proposed model was tested on a 594-node distribution
network in Victoria, Australia, with 27 ECs, as shown in Fig. 2.
Coded in GAMS and solved with CPLEX, the model was
implemented on a laptop with a Core i7 processor and 12 GB
RAM and evaluated through three case studies. Input data are
in [22]. The numerical results for Cases 1 to 3 are shown in
Table II. The model converged in 463.8, 955.7, and 1275.6 s for
Cases 1, 2, and 3, respectively. Case 1, without the P2P platform
and internal controllable technologies, was the fastest, while
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TABLE Il
NUMERICAL OUTCOMES OF CASE STUDIES
c EC members’ transactions ($) | EC operators’ transactions ($) Retailer’s transactions ($) Solution
ases .
EC Op. | Retailer Sum | EC Mem. | Retailer | Sum | EC Mem. | EC Op. | RESs WSM Sum | Time (s)
Case 1 | 5854.94 | 37735.12| 43 590.06 | —5854.94 | 3998.39 |-1856.55 |-37 735.12|-3998.39 | 2217.82 37971 |-1544.69 | 463.8
Case 2 | 871.93 | 38817.28| 39 689.21| —-871.93 2631.1 | 1759.17 |-38 817.28 | -2631.1 | 2217.82 | 37 958.26| —1272.3 955.7
Case 3 | 2761.61 | 33948.93| 36 710.54 | —-2761.61 | 2354.83 | —406.78 |-33948.93|-2354.83 | 2217.82 | 33 798.22| -287.72 1275.6
7
6 mP2P mEC Operator M Retailer Case 1
Color Info §5
@ Coupling Nodes with RESs f‘_/ 4
@ Coupling Nodes with ECs "3) 3 III
@ Coupling Nodes with Fixed Loads L2
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;
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Fig. 2.

Modified 594-node case study in Victoria, Australia.

Case 3, with both activated, was the slowest. Nevertheless, all
solution times remain well within practical limits for day-ahead
market applications.

InCase 1, EC members do not have access to the P2P platform,
whereas in Case 2, they do. The results indicate that without P2P
access (Case 1), members’ payments to EC operators increased
by $4983.01, and total daily costs rose by 9.82% compared to
Case 2. Fig. 3(a) and (b) analyze the power exchanges of two
different members: One is always a power buyer (type A), and
the other is both a power buyer and seller (type B). Fig. 3(a)
shows that in Case 2, the member who was always a power
buyer purchased a total of 58.14 kWh at a cost of $10.13,
with 12.45 kWh from the P2P platform, 1.99 kWh from the
EC operator, and 43.7 kWh from the retailer. In Case 1, due
to the lack of access to the P2P platform, this member had to
rely entirely on the EC operator and retailer, increasing costs
by 36.22%, compared to Case 2. Fig. 3(b) illustrates that the
member acting as both buyer and seller in Case 2 sold 12.29 kWh
via the P2P platform, earning a profit of $2.1. In Case 1, without
P2P access, the member sold all surplus to the retailer for $2,
resulting in a 4.76% profit reduction. These results confirm that
the proposed P2P structure with enhanced MMR pricing reduces
daily costs for both buyers and sellers.

Fig. 4(a) and (b) compare P2P prices from the basic MMR
with the initial and updated prices from the enhanced MMR.
P2P selling prices under the enhanced MMR consistently exceed

Case 1

mP2P ®EC Operator ® Retailer

Power (kW)

Y L R Y

Case 2
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: Hm = sulimm
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

Time (h)
(b)

Fig. 3. Power exchange analysis of EC member types A and B. (a) EC
member type A. (b) EC member type B.
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Fig. 4. Contracts from an EC member on the P2P platform. (a) Initial

contracts (first iteration). (b) Updated contracts (second iteration).
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Fig. 6. Downward services used to eliminate congestions.

those of the basic MMR, favoring sellers, while purchase prices
remain below upstream market rates, benefiting buyers. The
basic MMR yields static prices based on average upstream
purchase and sale prices. In contrast, the enhanced MMR gen-
erates dynamic prices that rise as a member’s available power
decreases. Notably, following initial contract activation, reduced
available power leads to higher prices in the second iteration.
Notably, the EC member’s profit in the P2P market increased
from $2.4 under the basic MMR to $2.52 under the enhanced
MMR, a4.91% improvement, as selling prices were set closer to
upstream market boundaries. The analysis of settlement time on
the P2P platform within an EC connected to node 562, consisting
of 300 members, shows that the enhanced MMR, despite its more
complex and dynamic pricing mechanism, reaches a solution in
76.1 s, only 1.6% slower than the basic MMR, which settles in
74.9 s. This confirms that the enhanced MMR ensures P2P seller
profitability without delaying market settlement. Fig. 5 presents
a sensitivity analysis of the member’s available power on prices
computed by the basic and enhanced MMR methods. The basic
MMR yields a constant price across all 20 available power levels,
while the enhanced MMR shows a decreasing trend. Specifically,
its price drops by 3.38% as the available power increases from
0.15 kW (step 1) to 3 kW (step 20), demonstrating sensitivity to
power availability.

Case 3 builds on Case 2 by enabling ECs to provide grid
services using BIS, TCLs, and V2H technologies. Under con-
gestion, EC members and operators are allowed to deviate from
preferred water (55 °C £ 5 °C) and room (22 °C £ 2 °C)
temperatures. Additional flexibility is also provided through
storage and V2H systems. Numerical results show that these
services reduced EC members’ total costs by 7.5% compared
to Case 2. Fig. 6 shows the capacities used by the DSO to
relieve congestion at 7:00 A.M. in Cases 2 and 3. In Case 2, the
lack of EC grid services caused load shedding at interruptible

IEEE TRANSACTIONS ON INDUSTRIAL INFORMATICS

21000
19000
17000

< 15000 "‘m
Z mooo
= 13000
z 17600
2 11000 17200 . .
8 9000 16800 - -
z 2 7 2 2
& 7000
5000
.. I |
1000 |

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
Time (h)
(a)

 Exchanges in Red Mode ™ Exchanges in Yellow Mode

mmm— Flow mmmmm Exceeded Capacity ------- Line Capacity

30000

25000

24800
20000 22800
20800
15000 18500
16800
10000 7 21 22
5000 I I
. =Hl_n

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23
Time (h)

(®)

27000 2000

1800
22000 g==-<,

e, -7 \ -4000 e,
Neltee—o N~ -4500 '({\‘ 1600

ECs' Exchanges (kW)

17000 o -5000 1400
\

-5500
12000
7000
2000

i - =% 1200
O es00 f
000 1000
12 13 14 15 3 800
L / 600

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
Time (h)

(©)

-6000

Power Exchanged (kW)
Power Losses (kW)

-3000

-8000

Fig. 7. Analysis of different operation modes. (a) Operation entered
red mode. (b) Operation entered yellow mode. (c) Operation entered
green mode.

nodes 23, 62, 331, 437, and 476. In contrast, Case 3 shows
that the DSO successfully mitigated congestion using downward
services provided by ECs.

Fig. 7(a)—(c) depict the performance of the proposed DSO-
driven algorithm in red, yellow, and green operating modes.
Fig. 7(a) shows the power flow in line 458, indicating conges-
tion during five different hours. Upon detecting congestion, the
DSO shifts operations to red mode and sends signals limiting
exchanges to the retailer, who then informs EC members and
operators of the restrictions. Fig. 7(b) shows the ECs’ power
exchanges with retailers after applying new restrictions, which
reduced coupling point flows, resolved congestion, and triggered
yellow mode. In this mode, the DSO computes hourly power
losses and notifies the retailer by rerunning the power flow.
The retailer then adjusts WSM purchases accordingly. Fig. 7(c)
compares the retailer’s exchanges before and after receiving loss
signals, showing increased WSM purchases to offset losses and
maintain balance.

Fig. 8(a) and (b) depict the energy balance and temperatures
for an EC member before and after providing grid services.
Fig. 8(a) shows that the EC member maintains hot water and
room temperatures at residents’ preferred levels and charges
the EV from 18:00 to 22:00. Fig. 8(b) demonstrates that the
member provided downward capacities based on received sig-
nals using TCLs, BIS, and V2H systems. As per Fig. 8(b), the

Authorized licensed use limited to: UNIVERSIDAD PONTIFICIA DE COMILLAS. Downloaded on July 30,2025 at 07:51:27 UTC from IEEE Xplore. Restrictions apply.



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

MANSOURI et al.: DSO-DRIVEN PRIVACY-PRESERVING MECHANISM FOR MANAGING POWER EXCHANGES 11

mmmm TCLs  mw Solar

H2V s Battery esO=sRoom Temp. esCmWater Temp.

3 N
N C
Z 2
& 2
5 g
z - o}
& £
3 =
-5
7
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
Time (h)
7 (a) 70
s TCLs e Solar H2V mmmm V2H mmsm Battery e=Cm»Room Temp. esOmeWater Temp.
- )
g
! £
-3 =
-5
7 0
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
Time (h)
(b)
Fig. 8. Schedule obtained for an EC member. (a) Before providing grid

services. (b) After providing grid services.

member reduced the operating points of the WH and AC systems
throughout the scheduling period, deviating from the preferred
water and room temperatures within an acceptable range. In
addition, activating V2H allowed the member to discharge both
EV and home batteries between 17:00 and 21:00, reducing grid
purchases.

VI. CONCLUSION

This article presents a four-level model for integrating ECs
into local electricity markets and maximizing their grid services.
It features a decentralized platform for P2P power sharing
with dynamic pricing among EC members, and a DSO-driven
algorithm for adhering to market exchanges with security con-
straints while maximizing grid services from local resources.
Implemented on a 594-node case study in Victoria, Australia, the
results show: 1) Applying the proposed enhanced MMR method
on the P2P platform made exchanges on this platform more cost-
effective for both buyers and sellers than transactions with up-
stream agents, lowering their billing costs by 26.59% and 2.5%,
respectively. 2) The proposed DSO-driven algorithm enables
DSOs to evaluate the feasibility of contracts without accessing
their details, communicate corrective signals, and maximize grid
services from ECs. 3) This algorithm enabled EC members to
plan their BIS, TCLs, and V2H technologies according to the
grid services requested by the DSO, reducing their bills by 7.5%.
Future research directions include implementing the proposed
four-level model on cloud-based platforms to assess its scalabil-
ity, efficiency, and practical deployment. In addition, evaluating
its vulnerability under emergency conditions, such as cyber
attacks, will be crucial to enhancing its resilience and security.
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