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DATOS ESPECÍFICOS DE LA ASIGNATURA

Contextualización de la asignatura

Aportación al perfil profesional de la titulación

Cyber-challenges and narrative information management track

Competencias - Objetivos

BLOQUES TEMÁTICOS Y CONTENIDOS

Contenidos – Bloques Temáticos

1, Introduction to Cyberspace and Cybersecurity

Origins and evolution of cyberspace as a concept and domain of operation

Key principles and definitions of cybersecurity
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2, Cyber Threats and Vulnerabilities

Types of threats

Actors in cyberspace

3, Geopolitics of Cyberspace

Role of cybersecurity in international relations

Case studies of major cyber incidents and their geopolitical implications

4, Cybersecurity Strategies and Policy

International and regional frameworks (e.g., EU, NATO)

National cybersecurity strategies and the role of public-private partnerships

5, Artificial Intelligence and Cybersecurity

AI in cyber defence: threat detection, incident response, and predictive analytics

Ethical and privacy concerns surrounding AI in cybersecurity

6, Defence and Response Mechanisms in Cyberspace

Technical and strategic measures for threat mitigation

Analysis of current defence strategies

7, Cybersecurity and Society

Impacts of cybersecurity on personal privacy, civil liberties, and societal norms

Ethical considerations and the role of cybersecurity professionals

METODOLOGÍA DOCENTE

Aspectos metodológicos generales de la asignatura

Lectures and Readings: Core concepts and frameworks will be introduced during the lectures, while preparatory readings and materials

will be shared in advance.

Case Study Analysis: Students apply theoretical knowledge to real-world case studies in cybersecurity, fostering critical thinking.

Group Discussions: In-class debates on emerging threats, international policies, and ethical concerns in cybersecurity.

Simulation Exercises: Hands-on simulations for incident response planning, policy drafting, and AI integration in threat detection.

EVALUACIÓN Y CRITERIOS DE CALIFICACIÓN

Evaluation (%)

   

Final project 50%

Participation 20%

In-class exercises 30%
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